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Chapter 1. UAA Overview

About User Account and Authentication (UAA)

Proficy UAA (User Account and Authentication) provides identity-based security for Proficy based
applications and APIs. It supports open standards for authentication and authorization, including
Oauth2.

When a user is created or deleted in a product that uses Proficy UAA, the associated user account is
created or deleted in the UAA instance, respectively.

Several Proficy products use Proficy UAA, including Historian, Plant Applications, and Operations
Hub. To use Proficy UAA, you must install one of these products. Each product can install an
independent instance of UAA, or it can reuse an existing instance of UAA which was previously
installed by another Proficy product. When more than one product uses the same instance of Proficy
UAA, this is called a shared or common UAA.

Shared UAA means that if you have a Proficy product installed that uses UAA, additional Proficy
products installed after that initial product can also share that existing, already configured UAA
architecture.

Proficy UAA can additionally be configured to use an external identity provider. This includes
identity providers which use Lightweight Directory Access Protocol (LDAP) or Security Assertion
Markup Language (SAML). When you integrate Proficy UAA with an external identity provider, you
can provide the users and groups from that identity provider with access to Proficy products and their
features.

Proficy UAA Install and Components

To use Proficy UAA, you must install one of the products which bundles Proficy UAA, such as
Historian, Plant Applications, or Operations Hub. At the time of install, you can choose from the
following options:

• Creating a new instance of UAA: Use this option if you are not currently using another UAA
instance. For instance, use this option if you are installing your first Proficy product, or if the
product you are installing is a stand-alone instance which does not need to share users and
groups with another Proficy product.

• Using an existing UAA: Use this option if you are currently using an instance of Proficy UAA
which contains users and groups that you want to reuse. For instance, use this option if you are
already using Historian and you want to install Plant Applications and Operations Hub, and you
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want your existing Historian users to have access to Plant Applications and Operations Hub. To
use an existing instance of UAA, you must provide the details while installing Proficy UAA.

Important:  The decision of whether to share a UAA must be made at the time of product install;
there is currently no post-install option to change what UAA a product is using, nor is there a utility
to migrate users from one instance of UAA into another.

As part of install, a basic UI for configuring UAA is provided along with the instance of UAA. This
includes a number of required services and other components. You can see the associated services
when you open the services pane. These will start automatically after install.

Note:  Proficy UAA supports UAA version 4.30.0 or later.

Log in to the UAA Configuration Tool
The UAA Configuration Tool is a basic UI which can be used to perform UAA configuration tasks.

1. In a web browser, enter the server name/securityadministrationapp. Alternatively, you
can use the shortcut provided on the desktop after installation.

2. Log in with the client ID and client secret that you specified when you installed your Proficy
product. Alternatively, you can provide the username and password of a user with sufficient
privileges.
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The UAA Configuration Tool home page appears. There are sections for configuring connectivity
(including external identity providers), group management, and user management.

Note:  After installing a product which uses Proficy UAA, you may see new entries in the groups
and/or users areas.



Chapter 2. Connectivity

Service Providers and Identity Providers

When products use UAA, there is a distinction between two types of providers:

• Service Provider (SP) is the server that receives the assertion.
• Identity Provider (IDP) is the server that receives the authentication request, authenticates the

user and sends the assertion to the SP.

Out of the box, Proficy UAA is configured to be an IDP. This means that you can create users and
groups directly in Proficy UAA, and Proficy UAA will authenticate those users.

In addition, Proficy UAA can be configured to integrate with other Identity Providers, including
LDAP Providers and SAML Providers. In these cases, Proficy UAA uses chained authentication – It
will first attempt to authenticate a user against the UAA user store before it attempts authentication
through the LDAP or SAML provider.

IDP integration can be configured in the Connectivity section of the UAA Configuration Tool.

Group Mappings

UAA Group Mappings

When a product with Proficy UAA is installed, it provisions Proficy UAA with the groups which
the product uses. Access to the Proficy product and its features is managed in part by which of these
UAA groups a user is a member of.

Users can gain membership to a UAA group by being directly added to the target group, or they can
gain membership by being part of a group which is mapped to or a member of the target group. Two
common cases for group mapping are:

• UAA group to UAA group: In the case of shared UAA, users of one Proficy product may be
granted access to another Proficy product by mapping the UAA groups from the first product to
UAA groups in the second product. One example of this is mapping Plant Application groups to
Operations Hub groups.

• External IDP group to UAA group: In the case of external IDP integration, users in the
external IDP may be granted access to a Proficy product by mapping the IDPs groups to the
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product’s Proficy UAA groups. One example of this is mapping LDAP groups to Operations
Hub groups.

Group mapping and membership can be configured in the Connectivity section of the UAA
Configuration Tool.

Map Existing UAA Groups With Proficy UAA
This topic describes the process to map existing UAA groups with Proficy UAA groups.

1. Double-click  on your desktop.
The icon appears on your desktop after you install Proficy UAA.

2. Select the Identity Providers tab.
The UAA/LDAP/SAML Connectivity Tool appears.

3. Select the Map Existing UAA Groups check box.

4. In the UAA Connection section, provide values as specified in the following table.

Important:  The values that you provide in this step must match the values that you
provided while installing your Proficy product. These values are required to connect to the
Proficy UAA.

Field Description

URL This information is read-only. The authorization server URL of the Proficy UAA server is populated by
default. This is the UAA Base URL that you specified during installation.

Client
ID

Enter the client ID of the Proficy UAA server that you specified for Admin Client ID during installation.

Client
Secret

Enter the client secret configured for the OAuth client that you specified for Admin Client Secret during
installation.
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5. Select Test.
If connection to the UAA server is established, a message appears, confirming the same.

6. Select Continue.
In the UAA Mapping section, the drop-down list box contains a list of groups in Proficy UAA.
In the Filter box, a list of groups in the existing UAA instance appear.

7. In the drop-down list box, select the Proficy UAA group to which you want to map the existing
UAA groups.

8. In the Filter box, select the check boxes corresponding to the existing UAA groups that you
want to map.

Note:  If a group is already mapped to the Proficy UAA group that you have selected, the
check box is already selected.

Tip:  Clear the check boxes corresponding to the UAA groups for which you want to
remove the mappings.

9. Select Map Members.
A message appears, confirming that the Proficy UAA group is mapped to the existing UAA
groups that you have selected.

10. Repeat steps 7-9 for all the Proficy UAA groups that you want to map.

The existing UAA groups are mapped with the Proficy UAA UAA groups.
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Map LDAP Groups With Proficy UAA

If you want LDAP users to use Proficy UAA, you must map the corresponding LDAP groups with
the Proficy UAA group created during the Proficy product installation.

1. Double-click  on your desktop.
The icon appears on your desktop after you install Proficy UAA.

2. Select the Identity Providers tab.
The UAA/LDAP/SAML Connectivity Tool appears.

3. Select the Map Existing LDAP Groups check box.

4. In the UAA Connection section, provide values as specified in the following table.

Important:  The values that you provide in this step must match the values that you
provided while installing your Proficy product. These values are required to connect to the
Proficy UAA. Proficy UAA works only with a single instance of UAA, which is specified
during Proficy UAA installation. After installation, you cannot change the instance of UAA that
Proficy UAA will use.

Field Description

URL This information is read-only. The authorization server URL of the Proficy UAA server is populated by
default. This is the UAA Base URL that you specified during installation.

Client
ID

Enter the client ID of the Proficy UAA server that you specified for Admin Client ID during installation.

Client
Secret

Enter the client secret configured for the OAuth client that you specified for Admin Client Secret during
installation.

5. Select Test.
If connection to the UAA server is established, a message appears, confirming the same.

Note:  Currently, the Test Button displays a successful connection for LDAP even when no
security certificate or a bad certificate is found.

6. In the LDAP Connection section, provide values as specified in the following table.

Field Description

URL Enter the base URL of the LDAP server (for example, https://localhost).

https://localhost
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Field Description

Bind User
DN

Enter the distinguished name of the bind user (for example, cn=admin,ou=Users,dc=test,dc=com).

Password Enter the password for the LDAP user ID that searches the LDAP tree for user information.

Skip SSL
Verification
(UAA
restart
required)

Select this check box if you do not have the certificate to access the LDAP server. Messages are
still encrypted, but the certificate is not verified for correctness. Do not select this option if you are
not confident of the direct connection to the LDAP server; it could result in redirected traffic outside
of your controlled network.

User Search
Filter

Enter the subdirectories to include in the search (for example, cn={0}).

User Search
Base

Enter the starting point for the LDAP user search in the directory tree (for example,
dc=developers,dc=com).

Group
Search
Base

Enter the starting point for the LDAP group search in the directory tree (for example,
ou=scopes,dc=developers,dc=com).

Max Group
Search
Depth

Enter a value to define the maximum depth for searching LDAP groups. (This may impact
performance for very large systems.) By default this value is 10.

Group
Search
Filter

Enter the subdirectories to include in the search (for example, member={0}).

7. Select Test, and then select Submit.
If connection to the LDAP server is established, a message appears, confirming the same.

8. Select Test again, and then select Continue.
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In the LDAP Mapping section, the drop-down list box contains a list of groups in Proficy
UAA.

9. In the drop-down list box, select the Proficy UAA group to which you want to map LDAP
groups. You can also search for a group in the LDAP Groups Search Filter  box. When
searching, be sure to use the standard LDAP query language for your search.

Note:  If a group is already mapped to the Proficy UAA group that you have selected, the
check box is already selected.

10. Select Map Groups.
A message appears, confirming that the LDAP groups are mapped to the Proficy UAA group.

11. Repeat steps 8-10 for all the Proficy UAA groups that you want to map.

The LDAP groups are mapped with the Proficy UAA groups.

Map SAML Groups With Proficy UAA

If you want SAML users to use Proficy UAA, you must map the corresponding SAML groups with
the Proficy UAA group created during the Proficy product installation.
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1. Double-click  on your desktop.
The icon appears on your desktop after you install Proficy UAA.

2. Select the Identity Providers tab.
The UAA/LDAP/SAML Connectivity Tool appears.

3. Select the Map Existing SAML Groups check box.

4. In the UAA Connection section, provide values as specified in the following table.

Important:  The values that you provide in this step must match the values that you
provided while installing your Proficy product. These values are required to connect to the
Proficy UAA. Proficy UAA works only with a single instance of UAA, which is specified
during installation. After installation, you cannot change the instance of UAA that Proficy UAA
will use.

Field Description

URL This information is read-only. The authorization server URL of the Proficy UAA server is populated by
default. This is the UAA Base URL that you specified during installation.

Client
ID

Enter the client ID of the Proficy UAA server that you specified for Admin Client ID during installation.

Client
Secret

Enter the client secret configured for the OAuth client that you specified for Admin Client Secret during
installation.

5. Select Test.
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If connection to the UAA server is established, a message appears, confirming the same.

6. In the Existing SAML Identity Provider section, select the Identity Provider.

7. Click Show IDP Details, or Create New IDP and provide values as specified in the following
table.

Field Description

Metadata
Location

Specify the SAML Metadata – either an XML string or a URL that will deliver XML content.
Optionally, you can select Instead Upload Metadata Xml to enter the metadata location using a file
you downloaded from your SAML Identity Provider.

Name Specify the name of your SAML provider.

Origin Key Specify the unique alias for the SAML provider.

SAML
Group
Attribute
Names

Specify the names of the attributes that contain the group membership information about a user in a
SAML assertion.

NameID Optionally, enter a SAML Name ID and associated fields that you want to use in a Link Test.

Link Text Specify the text you want to appear in a link test.

Enable
SAML Link

Select this check box to enable the SAML Link; clear to disable.

Note:  It is recommended to use the same Name and Origin Key (not mandatory).
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8. Select Add or Update to save your changes.

Tip:  Click Delete IDP to remove the existing IDP, and instead create a new one (using the
Create New IDP button).

The SAML Mapping screen appears.

9. In the drop-down list box, select the Proficy UAA group to which you want to map SAML
groups.

10. Enter a SAML Group and click Add Group. Repeat this step for each SAML group you want
to add.
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11. When finished adding SAML groups, click Map Groups.

12. Next, select Continue to complete.
A message appears, confirming that the SAML groups are mapped to the Proficy UAA group.



Chapter 3. Manage UAA Groups

About UAA Groups

If you design your application to authorize using specific scopes, you can create groups
corresponding to those scopes in UAA and assign users to those groups. When the users log into your
web application, the application redirects them to UAA. If a user is in the specified group and you
chose to authorize the web application with that scope, the web application gets a signed token that
contains that scope.

A user can belong to more than one group. For example, a user can belong to a Historian UAA group
as well as a Plant Apps UAA group, each providing access to their respective products.

You can add groups and manage group membership users in Proficy UAA.

Create UAA Groups
As an administrator, you can create new UAA groups based on your requirement. Example: You can
create a group for the users who perform the same task on the same resource. You can have a group
of supervisors for each line such as, Supervisors_LineA, Supervisors_LineB, Supervisors_LineC.

1. Select Groups.

The Groups page appears, displaying the list of the previously created groups.

2. Select .
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The Add Group window appears.

3. In the GROUP NAME text box, enter a name for the group.

4. In the DESCRIPTION text box, enter a description for the group.

5. Select Add.

The group is created and added to the list of groups on the Groups page.

Delete Groups

1. Select Groups.

The Groups page appears, displaying the list of groups.

2. In the row containing the group that you want to delete, select  .
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Add or Remove Members from Groups

1. Select Groups.

The Groups page appears, displaying the list of groups.

2. In the row containing the group that you want to modify, select  .

The Members page appears, displaying the members added to the group.

3. Select Search for Users to add to this group.
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The list of available users and groups appears.

4. Select the check box next to each user or group that you want to add.

5. To add the members to the group, select .
The members (users or groups) are added to the group. The count of the total members of the
group is updated.

6. To delete a member from the group, select  in the row containing the member you want to
delete.
The member is deleted from the group. The count of the total members of the group is updated.

Important:  Exercise caution in modifying the membership of a user because it is possible
for a user to remove their privileges to access Proficy UAA, including the user management
section, thus preventing themselves from accessing Proficy UAA.



Chapter 4. Manage UAA Users

About UAA Users

The user is an individual with privileges for your Proficy application.

You can create users locally in UAA for authentication and assign them to the required groups from
the UAA Configuration Tool.

Users can added to Proficy UAA in two ways:

• Directly adding users: You can create a new user using the UAA Configuration Tool, or using
any UI provided by a product which uses Proficy UAA.

• Mapping existing user groups: If you have user groups in an existing UAA instance, LDAP
service, or SAML service, you can map these groups with the Proficy UAA group. The users of
these groups can then use Proficy UAA.

You can directly add users to Proficy UAA by accessing the Users section of the UAA Configuration
Tool.

Create UAA Users
As an administrator, you can create new UAA users based on your requirements.

1. Select Users.

The Users page appears, displaying the list of the previously created users.

2. Select .
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The Add User window appears.

3. Enter a user name, password, first name, last name, and email for the user.

4. Select Add.

The user is created and added to the list of users on the Users page.

Note:  Users who originate in UAA can be immediately seen after creation in the users list. Users
who originate in LDAP or SAML need to successfully log in to UAA first. Upon a successful log in,
a shadow UAA user is created and can be subsequently seen in the UAA users list.

Modify or Delete Users

1. Select Users.

The Users page appears, displaying the list of the previously created users.

2. In the row containing the group that you want to modify, select  and enter your changes.
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3. To delete a user, select  in the row containing the user you want to delete.
The user is deleted from the group. The count of the total members of the users is updated. The
count of the total members of users is updated.

Note:  Only users who originate in UAA can be edited or deleted. Users who originate from
an external Identity Provider such as LDAP or SAML can be seen but not edited or deleted.

Change Password
UAA local users can log in to their accounts and change password.

You must know your current password to log in to UAA and change it.

1. Log in to UAA on a web browser.

2. Go to your Account Settings screen.

3. Select Change Password.

4. Provide the following information:

Current password Enter the password that is currently used for UAA login.

New password Enter a new password to replace the current password.

Confirm new password Enter the new password again for confirmation.

5. Select CHANGE PASSWORD.

The password is changed successfully.

Reset Password for a User
Administrators can reset the password for UAA users.

You must have administrator access to log in to the application.

1. Double-click  on your desktop.
The icon appears on your desktop after you install Proficy UAA.
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2. Log in to UAA using admin account.

3. Select the Users tab.
The list of all UAA users appears.

4. Select  for the username you want to reset the password.
The pencil icon to edit the respective user is available under the Action column.

5. Select Reset Password.

6. Enter a new password for the user and confirm the new password.

7. Select RESET PASSWORD.
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The password for the user is reset successfully.
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