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Chapter 1. Getting Started

Introduction to the Configuration Hub Framework

Configuration Hub allows you to configure your Proficy products all together in one place, and access and
configure them from anywhere. You can view multiple Proficy applications from within Configuration Hub.

For example: Proficy Authentication, iFIX, Historian, and Operations Hub.

The following graphic shows an example of Configuration Hub with Proficy Authentication selected:

(im] Configuration Hub x IS — €
< O &) https://ifixhmikm002:5000/configurationhub/confighub/loadplugin L A a g :-
% & @ Hv &v
NAVIGATION X White Labelling-Pro.. DETAILS

~ m Proficy Authentication Identity Provider ~ Groups ~ Users

Security

Q_ Search + &
White Labelling
Identity Providers 1 Type Action
= ifixhmikm002
fxhmekm Idap Idap
m Operations Hub uaa uaa

| Historian_IFIXHMIKM..

The following graphic shows an example of Configuration Hub with the iFIX Database panel selected:
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NAVIGATION i DatatmseDATARACE- : pETALS
|+ ™ Proficy Authentication Q Search.. DATABASE %
Security

! White Labeling TAG NAME 1 STATUS | TYPE

Q Q Fifter Q Filter

| i Filter
I+ = ifhmikmo02

| - A GENERAL
| &8 Goiiirei BLENDER1>MOTOR OIL (] Ble ‘
efaulProject i

Tag Name BLENDERL>M:

- | BLENDER1>MOTOR SPEED ] Al Blender 1GS :
Connections Description Blender 01 Motor D
BLENDER1>MOTOR STATE ] ol Blander 01 MotorState  IGS Type Al + Anslog Input
& Model T - Anslog Input
| [] BLENDER1>MOTOR_ TEMP ] Al Blender 01 Motor Temp  1GS P O =
| B Database — — =/
| BLENDER1>MAME ] X Asset Name 1GS e,
& webspace
BLENDER1>TOTAL ] Al Blender 01 Total 1G5 1/O Driver 1G5
H Ha "
| [] BLENDER1>VALVEIN_STATE (] ] Filler 01 Valve In State 168 /0 Address SIM PLC_SCADASSE
P Project Securit: = FE o =
A BLENDERZ>MOTOR_OIL ] Al Blender 02 Motar Oil Lev.. | 1GS Signal Conditio.. Hone
9 Alarms = H/W options
BLENDERZ>MOTOR_SPEED ] Al Blender 02 Motor Speed..  1GS
: Process By Exc.. NO
© Pro 5
Project3 BLENDERZ>MOTOR_STATE e o Oisnceraitorime. | M3 SeanTi
£an Time 1
= Operations Hub: BLENDER2>MOTOR_TEMP 2 Al Blender 02 Motor Temp IGS Phase At
BLENDERZ>NAME L] ™ AssetName 1GS s LIMITS AND SCALING
| BLENDERZ>TOTAL ] Al Blender 02 Total 1GS )
BLENDERZ>VALVEIN STATE (] ol Filler 01 Valve In State 1GS 1000
Tag Count: 41/41 Published VO Count: 41

The following graphic shows an example of Configuration Hub with Historian and a Server selected from
the Historian Systems panel:

(im} Configuration Hub x [+ = a
& O (&) https:/ifixhmikm002:5000/configurationhub/confighub/loadplugin L AN 1’5 o= :‘
-7
NAVIGATION > Security-Profic.. > White Labelling-P.. < Systems-Histori.. < RNIERGIGIIEN] St n_IFIXHMIKMO02 DETAILS =4
V= Proficy Authentication Q search Refreshed on 4/10/2023, 4:21:52 AM o Q search
Security SYSTEM HISTORIAN SERVER FIELD VALUE
5 3 Filt Filts Vv GENERAL
White Labelling G i
> B IFIXHMIKM002 Name IFIXHMIKM002
= ifixhmikm002
System Type Standalone Syste...
m Operations Hub Primary Server  IFIXHMIKMO02
v & Historian_IFIXHMIKM002 Description IFIXHMIKMO002
Default System ~ Yes
v B systems
Collectors 1
IFIXHMIKMOO2
Tags 2
& Model Data Stores 3
i 3
B8 collectors Clients
SeiverTime 4/10/2023, 4:22:...

<Q Tags

Server Version ~ 11.0.6093.0
8 pata stores Do Meds No
] Archives Clustered No

v SYSTEM DEFAULTS

PO,

Sample Deployment Architectures

The following examples show different types of deployment architectures you may choose to use with
Configuration Hub.
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Example 1

The following example shows Configuration Hub, Proficy Authentication, and Operations
Hub installed on one central computer, with iFIX (SCADA), View nodes, and Historian all on

different computers. This diagram represents a highly recommended deployment architecture.

Operations Hub s
»’ \\

"’ i ~
A ~
* -

T il Historian & Register with Existing

BB Historian Web- Scmff'igu;aiiﬁnl;ll.lbf.nd

. roficy Authentication
/,." based Clients %

Security Enabled e

Secure EachWeb Browser:

Web Web Web 1. Install ConfigHubRootCA.crtfrom
: e 5 Confi tion Hub.
Client Client Client SRl
2. Enable Trust for self-signed certificatein

Chrome for Historian.

3. Restart the browsers.

Example 2:

The following example shows an iFIX SCADA (SCADA1) with Configuration Hub and Proficy
Authentication installed. Operations Hub, the Historian Server (Historian1), and additional SCADAs
(SCADA1 and SCADAZ2) are on different computers connecting to that existing SCADA1 node.
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Historianl & Register with Existing
Operations 2 & B Configuration Hub and
P Hub Historian _WEh Proficy Authentication
g based Clients on SCADA1
iFIX SCADA1,
Register with Proficy
Existing Authentication,
Configuration
Hub and Proficy e e s
Authentication
on SCADAL
4 4 S -}
K Y | g3
f i \ %
I 1 1 LY
] i \ gy
H / \ 5
1 H kY Y
i - \ n
Secure EachWeb Browser: £ 1 N
e 1. EnableiFIX Security.
. Install ConfigHu i
B Web Web Web S
from Configuration Hub 2. Register withExisting
Client Client Client ’ i
on SCADAL. Configuration Huband
2. Enable Trust for self-signed Proficy Authentication with
certificatein Chrome for Historian1. SCADAL
3. Restart the browsers.

Example 3
The following example shows a computer with Operations Hub, Proficy Authentication, and Configuration
Hub all on the same box, with other computers with iFIX (SCADA1 and SCADA2) connecting to that

existing node, along with web-based clients.

A L
Proficy Authentication, :— ————— *
& Configuration Hub .
\‘\
\.
. Enable iFIX Security.

. Register with Existing Configuration
Hub and Proficy Authenticationon

t\ Operations Hub. |:|
1
1

1
Secure Each Web Browser:

i
L y
Web Web 1.  Install ConfigHubRootCA.crt from Configuration Hub
Client Client on Operations Hub.
2. Restart the browsers.

4
!
]
!
]
]
I
T
4

| I E———Y




Configuration Hub Documentation | 1 - Getting Started | 19

Example 4

The following deployment architecture illustrates Historian (Historian1), Proficy Authentication, and
Configuration Hub all on the same box, with the iFIX SCADAs (SCADA1 and SCADA2) connecting to the
existing Historian1 server, along with web-based clients.

|~ -

Proficy
Authentication, ®
& Configuration Hub M

1. EnableiFIX Security.

2. Register with Existing
Configuration Huband

Proficy Authentication
on Historianl. |:|

Secure EachWebBrowser:

1.  Install ConfigHubRootCA.crt from Configuration Hubon Historianl.
2. Enable Trust for self-signed certificate in Chrome for Historianl.

3. Restart the browsers.

Example 5

The following example shows iFIX SCADA (SCADA1) with Proficy Authentication and Configuration Hub
installed with other SCADAs (SCADA2 and SCADA3) on different computers connecting to the existing
node with SCADA1, along with web-based clients.
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iFIX SCADA1,
Proficy Authentication,
& Configuration Hub

a

1. EnableiFIX Security.

2. Register with Existing Configuration Hub
and Proficy Authenticationon SCADAL.

Secure Each Web Browser:

Web Web Web 1. Install ConfigHubRootCA.crt from Configuration
Client Client Client RebETHERELL
2. Restart the browsers.

Install and Uninstall Options

Configuration Hub, along with the iFIX SCADA, Historian, and Operations Hub products are all installed

using Integrated Installer experience.

Integrated Installer

To install Configuration Hub, use the Integrated Installer Common Components option, as shown in
the following figure. This figure shows the SCADA version of the Integrated Installer. Configuration Hub
only needs to be installed once. It should not be installed on a computer with the Webspace Server or a

Enhanced Failover pair.

! Important:
In order to access Historian from Configuration Hub when using iFIX, you need to manually install
the Web Components by browsing the folders on the Integrated Installer to this location: Historian
\WebComponents, and then right-clicking the install.exe > Run as Administrator, and install
Historian Web-based Clients. Currently, there is not an option to install Web Components from the
iFIX Integrated Install experience. You will need to make sure that the Historian security groups
(on page 97) are added to your admin user in order to view Historian from Configuration Hub.
Restart the browser, after modifying your user (on page 107), and then you can access Proficy
Historian from within Configuration Hub, along with iFIX.
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O INSTALL IFIX
Welcome to the IFIX 2023 Suite!

ABOUT

WHAT WOULD YOU LIKE TO INSTALL? lized servic all iy

products.The common components should
be installed once for your system running
Proficy products on the same network.

@ Common Components

Configuration Hub
Proficy Authentication
Licens

License Server Tool

Uninstall

To uninstall Configuration Hub, or any of it's associated plug-ins (Historian, Webspace, Operations Hub,
for instance), use the Add Remove Programs feature in Microsoft Windows. Locate the app you want
to uninstall, and select Uninstall to remove it. After uinstalling, you can then choose to reinstall with
the Integrated Installer again, or through one of the individual installers found in the subfolders on the
Integrated Installer.
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Settings - [m] X
@ Home Apps & features
Find a setting o | Installing apps Change app defaults

Apps Choose where you can get apps from. Installing only apps from the
Store helps protect your PC and keep it running smoothly.

= Turn off app recommendations ~

Apps & features

B Chamm Related settings
Apps & features Programs and Features
[ Apps for websites
Manage optional features

7 Startup Manage app execution aliases

Search, sort, and filter by drive. If you would like to uninstall or move an
app, select it from the list

Search this list

Sort by: Name Filter by: All drives ~~

CodeMeter Runtime Kit Reduced v7.30 511MB
I

] 3/15/2023

Commeon Licensing
3/31/2023

W] Configuration Hub 2023 33.3M8B
{5 3/15/2023

3.2.160.0

Crowdstrike Windows Sensor 129 M8
- 3/15/2023
o)l GE Operations Hub 2023 3,02 GB
3/31/2023

m Google Chrome

Installing from a Command

A response file named SilentIinstallResponseFile.json is saved to the install folder with the settings you
selected for the install — each time you run the integrated install. This response file can be used to run
the integrated installer from a command line or programmatically. This can be helpful, for instance, if you
have several computers on your network that you need to run the installer on.

You can make your own SilentInstallResponseFile.json using any of the full list of options in detailed

in the sections that follow, or modify the one created for you when you installed your products with the
integrated install. You can find this autogenerated file in the install folder, which is by default: C:\Program
Files (x86)\Proficy.

To run the integrated installer from a command line, use the following command line:

D: \ Set up\ set up. exe -response Silentlnstall ResponseFile.json

where D:\ is the drive where the integrated installer is located.

Note:

In addition to the options provided in the following sections, you can further customize the

options selected for the iFIX install by using the scadaconfig.ini for SCADA installs or the


https://www.ge.com/digital/documentation/ifix/version2023/index.html#mastering-ifix/adv_scadaconfig_ini_file.htm
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installconfig.ini for iClient (View node) installs. Refer to the iFIX Documentation for more
information.

Common Components

{

"packageSel ected": "CommonConponents”,
"install Location": "C:\\Program Files (x86)\\Proficy",
“configHubdientld": "admn",
“configHubd i ent Secret”: "xx***xu,
"uaadientld": "admn",

"uaaC ientSecret": "*x*xEkxr,

"sel ect edPackagePr oducts": [

{

"product Nane": "Configuration Hub",
“instal |l Type": "install Text"

b

{

"product Nanme": "Proficy Authentication",

“instal |l Type": "install Text"
H
{
“product Nanme": "Local License Server",
"instal | Type": "install Text"
h
{
"product Name": "License Server Tool",
“instal |l Type": "install Text"
}
|
}
SCADA Client
{

"packageSel ected": "Scadadient",
“install Location": "C \\Program Files (x86)\\Proficy",
"sel ect edPackageProducts": [

{


https://www.ge.com/digital/documentation/ifix/version2023/mastering-ifix/oem_installconfig_ini.htm
https://www.ge.com/digital/documentation/ifix/version2023/index.html#getting-started/gs_running_the_integrated_installer_from_a_command_line.htm
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"product Nane": "iCient",
“instal |l Type": "install Text"
H

{

"product Name": "Productivity Tool s",

“instal |l Type": "install Text"

b

{

“product Nane": "Historian Cient Tools",
"install Type": "install Text"

I

{

"product Name": "Proficy Wbspace",
“instal |l Type": "install Text"

}

1.

"nodeNane": "Fl XVI EW

"hi storianServerLocation": "10.10.01. 10",

SCADA Standalone Server

{

"packageSel ected": "ScadaStandAl oneServer",

"install Location": "C:\\Program Files (x86)\\Proficy",
"nodeNane": "FI X",

"sel ect edPackageProducts": [

{

" product Name": " SCADA",

"install Type": "install Text"

I

{

"product Nane": "Industrial Gateway Server [IGS]",
“instal |l Type": "install Text"

H

{

" product Name": "Productivity Tool s",

“instal |l Type": "install Text"
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B

{

“product Nanme": "Historian Collectors”,
"install Type": "install Text"

}

{

"product Nane": "Historian Server",
“instal |l Type": "install Text"

}

1.

"dat aPat hFol der": "C:\\Proficy Historian Data",
"enabl eCertificateSecurity": false,

"server Cert PassPhrase":

SCADA with Remote Historian

{

"packageSel ected": "ScadaW thRenoteHi storian”,

"instal |l Location": "C:\\Program Files (x86)\\Proficy",
"sel ect edPackageProducts": [

{

" product Name": " SCADA",

"install Type": "install Text"

I

{

"product Nane": "Industrial Gateway Server [IGS]",
“instal |l Type": "install Text"

H

{

"product Name": "Productivity Tool s",

“instal |l Type": "install Text"

b

{

“product Nane": "Historian Cient Tools",
"install Type": "install Text"

I

{
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"product Nane": "Historian Collectors”,
“instal |l Type": "install Text"

}

1.

"nodeNane": "FI X",

"dat aPat hFol der": "C:\\Proficy Historian Data",

"hi stori anServerLocation": "H ST1",
"hi storianUser Nane": "adnin",
"hi storianPassword": "***x*x

Historian Server

{
"packageSel ected": "HistorianServer",
“install Location": "C \\Program Files (x86)\\Proficy",

"sel ect edPackageProducts": [

{

“product Name": "H storian Server",
“instal |l Type": "install Text"

}

1.

"dat aPat hFol der": "C:\\Proficy Historian Data",
"enabl eCertificateSecurity": false,

"server Cert PassPhrase":

Operations Hub

{
" packageSel ected": "product OpsHub",

"install Location": "C:\\Program Files (x86)\\Proficy",

"opshubusername": "ch_admi n",
"opshubpassword": "**xx**t
"ophub": {

"uselLocal Uaa": fal se,
"uaaBaseUr|": "https://server/uaa",
"adm ndientld": "adm n",

"adm nC i ent Secret": "adm n",
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"confi gHubRegC i ent1d": "admi n",
“confi gHubRegC i ent Secret": "admi n",
" def er Confi gHubRegi stration": true
b

"opshubdrivel ocation": "C",

"sel ect edPackagePr oducts": [

{

“product Nane": "Qperations Hub",
“instal |l Type": "install Text",
"opshubinstal I type": "Silent Install"
}

|

}

Available Product Plugins

Overview

Configuration Hub is a framework where more than one Proficy product can be configured. Currently, you
can register Proficy Authentication, iFIX, Historian, and Operations Hub "plugins” with Configuration Hub.
When you log in to Configuration Hub, you will see the registered products in the navigation pane. For
example, here is the navigation pane showing Proficy Authentication, iFIX, and Historian.
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MAVIGATION

™ Proficy Authentic..

Security

et

= FIX A I
o Connections
& Model
£ Database
~ B3 Historian_WI..
= systems
WIN2022
& Model

oo
a0 Collectors

& Tags

Common Panels

Common Panels

In the Configuration Hub IDE, there are two panels and a toolbar that are common across all products and
instances. These panels are the Navigation panel and the Details panel. These panels are always available

to re-open via the toolbar. For more information, refer to the following topics:

« Application Bar (on page 29)
« Navigation Panel (on page 30)
« Details Panel (on page 32)
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You can make the panels float, and dock them either to the left, right, top, or bottom of the application

window.

iy roviders |

Application Bar

Configuration Hub has a common toolbar always at the top of the IDE. From this toolbar you can close
and open the common panels (Navigation and Details) as well as access the Help and the User actions

like Logout.

When configuring an iFIX node, a Home and Save button also appear on this toolbar.

When working with Operations Hub, the paintbrush icon appears between the Home and Save button on
the toolbar, so that you can switch between the following application modes appear on the toolbar:

« Designer Mode

- Configure Mode

Item Description

. Use this button to return to the home view (Configure mode). In Config-
ure mode, you remain connected to the Configuration Hub panels: Navi-
gation and Details.

11‘1' When Operations Hub is used with Configuration Hub, use this button
to enter Design mode for Operations Hub. In Designer mode, the Con-

figuration Hub panels are disconnected to allow more work area for Op-
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Item Description

erations Hub designer. The panels appear in this mode while designing

pages.

In Designer mode, a ribbon bar appears on the left side, wherein you
can minimize and dock your items. To restore minimized items on the
ribbon bar, click their respective icons. See figure below.

Save Click to save your changes locally. These changes will not get pushed
to the iFIX server until you publish them.

Click to access the online help.

Use this button to open or close a Navigation or Details panel.

H B

Click to select Logout. This will end the current user session and load

the launch page to select another plug-in. From a single browser ses-
sion, a user can log into only one plugin at a time. For example, a user

can log in to an iFIX node or Historian one.

The following figure shows an example of Design mode, with Operations Hub installed:

App List < of Tos DETAILS < @

L]
L -]
=3

g

g

Navigation Panel

The Navigation panel contains the plugin instance of the name that you are currently logged into and the
associated details. Examples are as follow:
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« For Historian, the Navigation panel includes the Systems configured by user. Systems will have
Server details displayed. By default, there will be one system created. It also includes the Model,

Collectors, Tags, Data Stores, Archives, Data, Alarms, and Activity Logs.

NAVIGATION IFIXHMIKMOO2-Historian_IFIXHMIKMO02 DETAILS
v B proficy Authenticati.. Q, Search Refreshed on 4/5/2023, 223:39PM Q Search
Security SYSTEM HISTORIAN SERVER FIELD ALUE
, i Filter Filter v GENERAL
White Labelling
v B IFIXHMIKMOO0Z IFIXHMIKMOO02 o00 Name IFIXHMIKMO02
& jfixhmikm002
} System Type Standalone Syste..
B SERVERS i
® Operations Hub Primary Server  IFIXHMIKMO02
e —— MACHINE NAME STATUS ARCHIVE CO. WRITE CACH. CONSUMPTL. Description IFIXHMIKMO02
ifixhmikmoo2 @ Connected 363 0.75 047 Default System  ¥es
~ B3 Systems
Collectars 1
IFIXHMIKMOO2
Tags 2
& Model Data Stores 3
BB collectors S o
Server Time 4/5/2023, 2:235..,
Q Tags
ServerVersion  11.0.6003.0
B patastores Derme Mode No
& Archives Clustered No

« In the case of iFIX, the plugin name is the node name of your iFIX node. Under the node name, you
will see a Default Project and Connections, Model, Database, Webspace (if Webspace is installed
and configured), HMI (if Operations Hub is installed and configured), Project Security, Alarms, and
Project Settings panels.
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NAVIGATION Bl |2 VTR v o =B TRl Deploy -ifixhmikm002

~ @ Proficy Authentication Overview  Deployment

Security

Configuration Summary =
White Labelling Node Options
OPTION VALUE
P s
dimilengos Database Name DATABASE
~ © DefaultProject : Node Type SCADA

Local Node Name FIX

£ C ctior =

PENCLLRS Local Logical Name FIX

& Model Mumnber of Configured Drivers - 4

DRIVER

£ Database - - )
SIM - Simulation Driver

% Webspace SM2 - Sim Driver 2 v6.42a
OUA - OPC UA Client Driver v1.0
B HMI
IGS - Industrial Gatewaw Server 7.62
? Project Security Database Block Configuration
BLOCK TYPE ALLOCATED UTILIZED
& Alarms
Al 1000 1
# Project Settings ol 1000 1

« In the case of Operations Hub, you will see an Applications and Plugins panels.

% g =]

NAVIGATION % IFIXHMIKMOO2-Hi.. ¢ Deploy-ifixhmikm.. 3 iFIX-ifixhmikm002 ¢ e B e v CIeesEa )

~ B Proficy Authentication s B [@& Q, Search..

Security 5

Modification Date  Modification User Locked Action
White Labelling * applications
. 3/31/2023, 3:36 ch_admin
> m ifichmikm002 > O Analysis App PM Confighub o = S
3/31/2023, 4:21 ch_admin n
» MyA Sk = =&
|~ ® Operations Hub > Myaep PM cﬁ”ﬁdghE'b ) P
ch_admin
> P Test 4/3/2023,5:26 PM — fighub o LR
% Applications
* plugins

> m Historian_IFIXHMIKMOO2

Depending on the product, the Navigation panel will have different options available to open and
configure.

Details Panel

The Details panel is a companion panel that responds and works with the currently active panel in the IDE.
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For example, if you are configuring the iFIX Database panel, the Details panel will show the tag property

grid for the currently selected tag.

DETAILS
ABLASTS9Z

Q. Search...

FIELD VALUE
ww GEMERAL
Tag Mame ABLASTO92
Description I/O ADDRESSR
Type Al - Analog Input
Current Value 93 G
w |0 ADDRESSING
1/O Driver SIM
1/O Address RE

Signal Conditioning

H/W options

Process By Excepti.. NO
Scan Time 0.05
Phase At

For Historian, the Details panel will show the various details pertaining to Collectors and Servers at this

point of time. You will be able to take some actions from this pane as well.
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X
Collector OPC UA DA
Type Collector
Status ® Unknown
Description
Compression Off
Debug 0 - Debug off
Level
Destination historian
Configuration Historian
Type

For Proficy Authentication, the Details panel will show properties for identity providers, groups, and users.
The following example shows the details of the default user, ch_admin:
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DETAILS s
ch_admin
Q. Search
Field value
v GEMERAL
Mame ch_admin
First Name Confighub
Last Name ch_admin
Email ch_admin@test....
Active
Origin uaa

By

»  GROUP MEMBERSHIP

historian_visuali..
ih_unaudited_wr...
historian_rest_a..
confighub.access
ih_archive_admi..
zZones.write
sCim.invite
historian_visuali...

rliente carrat

Concurrency Management

One of the advantages to a browser-based tool is that more than one user can access the system at the

same time. Configuration Hub supports this generally with some of the following considerations:

Generally
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» Working on one plugin has no overlap with working on a different plugin in terms of different users

overwriting each other's work.
iFIX

« An iFIX node can only ever have one active database, so changes resulting from the Publish
operation to the running database will be reflected across every browser session.

 The Unpublished changes on any given node are common to all browser sessions accessing that
node. So, a user on one browser adding tags, importing tags, modifying, and adding to the model
and so on will affect what a user in a different browser session working on the same node will
see. For example, if one user imports 1000 tags into the database, a second user looking at the
same Database panel will see those tags appear in their panel even though they have not yet been
published to the running iFIX SCADA system.

- If a user is in the middle of changing anything in iFIX that requires a "Save" operation, they will be
prompted to save and refresh if the database is changed from any other source.

« Generally, you should avoid importing from more than one session at the same time. Though this is
supported from the Data panel, it will slow down performance drastically to have multiple imports

happening simultaneously.
Historian

« Changes resulting from a Publish operation will be reflected across every browser session.
- If an item is changed from any other source while a user is in the middle of making a change in
Historian that requires a "Save" operation, the user will be prompted to save and refresh.

Server Certificates for Configuration Hub

Server-side certificates allow for secure connections between the REST services running and the
Configuration Hub web server. The SSL certificate for Configuration Hub is valid for two years and must

be regenerated after it expires. If you need to regenerate your certificates use the following steps.

Self-Signed Certificates for Configuration Hub
Use the following steps to update your self-signed certificates for Configuration Hub:

1. Either remove or backup the certificate files in C:\Program Files (x86)\Proficy\ConfigurationHub
\ConfigHubPki folder.

2. Open a command prompt as an administrator in the C:\Program Files (x86)\Proficy
\ConfigurationHub directory.

3. Enter the following command to create new self-signed certificates:
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restart_confighub. bat "C:\Program Files (x86)\Proficy\ConfigurationHub" "C:\Program Fil es

(x86)\ Proficy\ ConfigurationHub\ Web" 5678 4890 htcl ab. ge. com

where "C:\Program Files (x86)\Proficy\ConfigurationHub" is the Configuration Hub install directory,

C:\Program Files (x86)\Proficy\ConfigurationHub\Web is the directory where the Configuration Hub
server resides, 5678 is the Configuration Hub authentication service port (Not used any more), and

4890 is the Configuration Hub server port.

4. Copy the server_cert.crt and server_cert.key files the from C:\Program Files (x86)\Proficy
\ConfigurationHub\ConfigHubPki folder to the C:\Program Files (x86)\Proficy\ConfigurationHub
\Web\conf folder.

5. Restart the computer.

Self-Signed Certificates for iFIX with Configuration Hub
Use the following steps to update your self-signed certificates for iFIX:

1. Open iFixConfigServiceCertTool.exe as an administrator. This tool is found in the C:\Program Files
(x86)\Proficy\iFIX\ folder. The iFIX Configuration Service Certificate Tool appears.

2. Click Delete Certificates, and then click Delete Certificate Binding.

3. From the Windows File Explorer, remove or backup the certificate files in C:\Program Files
(x86)\Proficy\iFIX\CFG\iFIX_OpcuaConfigService\pki directory.

4. From iFIX Configuration Service Certificate Tool, create the new certificates by clicking on the
Create Certificates button.

5. After the new set of certificates are created, ensure that the certificate thumbprint is different in
the iFIX Configuration Service Certificate Tool. If they are not different, the new certificates are not
created.

6. Copy the iFIX_OpcuaConfigServer.crt and iFIX_OpcuaConfigServer.key files from C:\Program Files
(x86)\Proficy\iFIX\CFG\iFIX_OpcuaConfigService\pki into the C:\Program Files (x86)\Proficy\iFIX
\web\conf directory.

7. Restart the computer.

External Certificates for Configuration Hub and iFIX

Use the following steps to configure an externally issued server certificate for Configuration Hub and iFIX.
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1. Obtain the private key, server certificate, and the CA bundle that contains the certificates for the
issuers. Typically, the private key is generated by you or someone in your organization, and the
certificate vendor provides you with the server certificate and the CA bundle.

2. If you received the certificates and the private key in other formats (such as PFX), consult your
vendor on how to obtain them as or convert them into PEM files.

3. In a text editor, open the PEM file and locate the multiple certificates mentions; each certificate is

enclosed by an opening line:

----- BEG N CERTI FI CATE- - - - -

and a closing line:

----- END CERTI FI CATE- - - - -

4. Confirm that the server certificate appears first in this certificate PEM file, followed by the CA
certificates in the CA bundle.

5. For Configuration Hub, copy the root and server certificates and key files into the C:\Program Files
(x86)\Proficy\ConfigurationHub\ConfigHubPki folder, and the server certificate and key files to the
C:\Program Files (x86)\Proficy\ConfigurationHub\Web\httpd\conf folder. (In Configuration Hub the
HTTPD server certificate files are named: server.crt and server.key.)

L )
Note:
If there is a name change, then the httpd.conf file in the C:\Program Files (x86)\Proficy
\ConfigurationHub\Web\httpd\conf\httpd.conf folder also must be updated with the

correct file names.
o J

6. If iFIX is used with Configuration Hub, copy the root and server certificates and key files into
the C:\Program Files (x86)\Proficy\iFIX\CFG\iFX_OpcuaConfigService\pki folder, and the
server certificate and key files to the C:\Program Files (x86)\Proficy\iFIX\web\httpd\conf
folder. (In iFIX, the HTTPD server certificate files are named: iFIX_OpcuaConfigServer.crt and
iFIX_OpcuaConfigServer.key.)

o ™
Note:
If there is a name change, then the httpd.conf file in the C:\Program Files (x86)\Proficy
\ConfigurationHub\Web\httpd\conf\httpd.conf folder also must be updated with the

correct certificate file names.
o J

7. Also for iFIX, edit the ifix_config_service.json file (found in the C:\Program Files (x86)\Proficy\iFIX
\CFG folder) with the correct certificate file names. The following fields must be updated in this file:
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“rootCertificateName": "iFlX_OpcuaConfigRoot",
"serverCertificateNane": "i FlI X _OpcuaConfigServer",
"serverCertificatePassPhrase": "75D43CAACLE440F08080D7E4AS8AE941",

“generateSSLCerts": false

! Important:
The "generateSSLCerts" field must be set to false if external certificates are used.

Client Certificates for Configuration Hub

For a browser to have a secure connection to Configuration Hub, the Configuration Hub certificate must
be copied to the remote machine and added to the trusted root folder. Client-side certificates validate the

client’s identity to the Configuration Hub web server.

Configuration Hub Root Certificate

To install the Configuration Hub root certificate:

1. Copy the ConfigHubRootCA.crt file on the server machine. By default, this file can be found in the
C:\Program Files (x86)\Proficy\ConfigurationHub\ConfigHubPki folder.

. Paste the ConfigHubRootCA.crt file to the destination computer.

. Double-click ConfigHubRootCA.crt to install the certificate. The Install Certificate screen appears.

. Click the Install Certificate button. The Import Certificate screen appears.

. Select Local Machine, and then Next. A message appears requesting if you want to proceed.

. Click Yes. The Certificate Store Screen appears.

. Select Place All Certificates in the Following Store.

0 N o b WDN

. Click Browse, and then select Trusted Root Certificate Authorities and then click OK.
9. Click Next. The final screen appears.

10. Click Finish. A message should appear indicating the import was successful.

11. Click OK.

12. Restart the browser.

iFIX Configuration Hub Client Root Certificate

To install the iFIX OPC UA Client root certificate:
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. Copy the iFIX_OpcuaConfigRoot.crt file on the server machine. By default, this file can be found in

the C:\Program Files (x86)\Proficy\iFIX\CFG\ iFIX_OpcuaConfigService folder.

2. Paste the iFIX_OpcuaConfigRoot.crt file to the destination computer.

3. Double-click iFIX_OpcuaConfigRoot.crt to install the certificate. The Install Certificate screen

0 N o o1 b

9.
10.
11.
12.

appears.

. Click the Install Certificate button. The Import Certificate screen appears.

. Select Local Machine, and then Next. A message appears requesting if you want to proceed.
. Click Yes. The Certificate Store Screen appears.

. Select Place All Certificates in the Following Store.

. Click Browse, and then select Trusted Root Certificate Authorities and then click OK.

Click Next. The final screen appears.

Click Finish. A message should appear indicating the import was successful.
Click OK.

Restart the browser.

Enable a Trust with Historian with a Self-Signed Certificate in Chrome

During Historian installation, a self-signed certificate is generated for use with Historian web applications.

A self-signed certificate is a certificate that is signed by itself rather than signed by a trusted authority.

Therefore, a warning appears in the browser when connecting to a server that uses a self-signed

certificate until it is permanently stored in your certificate store. These steps describe how to ensure that

Google Chrome trusts the self-signed certificate.

To enable a trust with Historian using a Self-Signed Certificate in Chrome:

1.

2.

Using Google Chrome, access the site to which you want to connect. A message appears to inform
you that the certificate is not trusted by the computer or browser.
Select Not Secure in the URL, and then select Certificate. The Certificate window appears.
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A Not secure  w2016/uaa/login

: T X
Your connection to this site is not secure

You should not enter any sensitive information on this
site (for example, passwords or credit cards), because
it could be stolen by attackers. Learn more

[Z  Pop-ups and redirects Allow w

B Certificate (Invalid)
& Cookies (0 in use)

* Site settings

3. Select the Certification Path tab, and then select the root certificate.
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ah Certificate

General Details Certification Path

Certification path

EAIW2016 Root CA 202104020120

View Certificate

4. Select View Certificate. The Certificate window appears, displaying the General, Details, and
Certification Path sections. Select Details, and then select Copy to Files.
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i# Certificate X

General Details Certification Path

Show: <All= e

Field Value A

“\Version

[=ISerial number 00ae78143757...
[-|Signature algorithm sha256RSA
[-ISignature hash alg... sha256

[|Issuer W2016

[-IValid from Thursday, Apri...

[-]valid to Saturday, April...

[=]Subject W2016

[=lPublic kev RSA (2048 Bits) M
V3

Edit Properties... Copy to File...

5. Follow the on-screen instructions to save the certificate to a local file. Use the default format: DER
encoded binary X.509 (.CER).
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& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use;

(") Base-64 encoded X.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Include all certificates in the certification path if possible

Personal Information Exchange - PECS #12 (LPRX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Mewt Cancel

6. Right-click the .CER file that you have exported, and select Install Certificate. The Certificate Import
Wizard window appears.

7. Select Local Machine and click Next.

8. Select Trusted Root Certificate Authorities, and then select OK.

Note:

Do not let the wizard select the store for you.




9.
10.
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Fu

€ &% Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(_) Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:
i Trusted Root Certification Authorities

- J

A Security Warning window may appear. If it does, ignore the message by selecting Yes. The
certificate is installed.

Restart the browser, and connect to the server.

Open the URL authenticated by the certificate. If error messages do not appear, the certificate is

successfully imported.

Import an Issuer Certificate in Chrome for Historian

If you want to use an external UAA, you must import an issuer certificate.

1. Copy the issuer certificate from the machine on which UAA is installed.

N

o o1~ W

. Access the Certificate Management tool. The GE Operations Hub Certificate Management Tool

page appears, displaying the Server Certificate section.

. In the External Trust subsection, next to the Certificate File box, select Select.
. Navigate to and select the certificate file, and then select Open.
. Select Import. A message appears, asking you to confirm that you want to import a certificate.

. Select Yes. You are now ready to use Configuration Hub.

For more information on Historian, security, and certificates, refer to the Historian online

documentation.


https://www.ge.com/digital/documentation/historian/
https://www.ge.com/digital/documentation/historian/
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Operations Hub Client Certificates

o o~ WON

. On the client machine, open a browser such as Google Chrome and access the Operations Hub

server using the url. For example: ht t ps: / / opshubser ver name/ i gp. The browser should display a
"Not secure” icon.

. Right-click the Not Secure icon, which should lead you to a Certificate dialog box.

. Find the issuer in the Certificate Path tab.

. On the issuer, select View Certificate.

. In the Certificate dialog box, on the issuer certificate, select the Details tab and then Copy To File.
. Right-click that exported certificate file, and choose to import it into the Trusted Root Certificate

Authorities store.
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— >
&N Cenificate
= &* Certificate Export Wizard
General Deteils Certification Path
Show: <All= |
o Export File Format
Field Value ~ Certificates can be exported In a varlety of file formats..
[ZiVersion V2 |
| ZSerfal number 30ab3d8f25353031....
| Signature algorithm  sha?S6RSA
[i5ignature hash alg... sha256 Select the format you want to use:
[ Issuer OPSHUBDEMO
2vald from Sunday, March 22, .. (H0ER dassaat iy X 00/ (oK)
(2 Valid to Tuesday, March 22, ... (®) Base-64 encoded X.500 (.CER)
:—;:5‘-'“3'“‘ OPQiUH:lEMO‘ % () Cryptographic Mescage Syntax Standard - PKCS #7 Certificates {.PB)
UPubdic ke RSA (048 Bt
Include all certificates in the certification path If pessible
Persgnal Information Exchangs - PKCS 212 (PRX)
Include all cedificates In the certification path if passible
Dedete the private key if the export Is successful
Export all extended properties
Enable certificate privacy
'ﬁ . Copy to File. 1 Microsolt Seriafized Certificate Store (55T}
x| | Gonce
U .
€ & Cerificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept,
Windows can automatically select a certificate store, or you can sped Select Certificate Store X
the certificate.
() Automatically select the certificate store based on the type of Se¥ect the certificate store you want to use.
(®) Place all certificates in the following store =
‘ 4| Personal ~
Certificate store: el i
| -] Enterprise Trust
~{| Intermediate Certification Authorities om op!
-{ ] Trusted Publishers
T intnstad Carbfieates b
[[] show physical stores
| ok || conce |
o Lpages y

to Google. Privacy policy

[ Net ]| cance |

| Advanced” ’
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Proficy Authentication Certificate

The location of the Proficy Authentication certificate is, by default:

C:\ Program Fi |l es (x86)\ Proficy\Configurati onHub\ UaaCert\uaa_cert.crt

During iFIX registration with Proficy Authentication, this certificate is automatically imported for you.
However, if there is error or you want to reinstall the certificate, you can browse to the folder above on the
installed product folder, and then copy it and register it manually.

Proficy Authentication Certificate

To install the Proficy Authentication certificate:

1. Copy the uaa_cert.crt file from the C:\Program Files (x86)\Proficy\ConfigurationHub\UaaCert
folder.

. Paste the uaa_cert.crt file to the destination computer.

. Double-click uaa_cert.crt to install the certificate. The Install Certificate screen appears.

. Click the Install Certificate button. The Import Certificate screen appears.

. Select Local Machine, and then Next. A message appears requesting if you want to proceed.

. Click Yes. The Certificate Store Screen appears.

. Select Place All Certificates in the Following Store.

0 N o bk WDN

. Click Browse, and then select Trusted Root Certificate Authorities and then click OK.
9. Click Next. The final screen appears.

10. Click Finish. A message should appear indicating the import was successful.

11. Click OK.

12. Restart the browser.

Known Issues and Limitations

The following limitations apply to using Configuration Hub:

« Multiple users can log into the same server and make changes, but they must be different browser
sessions.

« Only the following browsers were tested for use with Configuration Hub and iFIX: Google® Chrome,
Microsoft® Edge based on Chromium, Mozilla® Firefox, or Apple® Safari (MAC OS only).
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o ™
Note:

Sometimes the MAC OS cannot resolve the system name. In this case, update the hosts

file. Also, on the MAC OS, you will be required to manually install the Configuration Hub

root certificate.
N\ J

- From a single browser session, a user can log into only one plugin at a time. For example, an iFIX
node or Historian one.

« For iFIX, you can only run Configuration Hub from a running SCADA node. View nodes/iClients will
not be able to login to Configuration Hub.

« For Historian, if only one machine remains in a mirror group, you cannot remove it.

- If you install Configuration Hub and the Historian Web Admin console on the same machine, and
use self-signed certificates for both of them, the login page for Configuration Hub does not appear.
To prevent this issue, disable the domain security policies:

1. Access the following URL: chrome://net-internals/#hsts
2. In the Domain Security Policy section, in the Delete domain security policies field, enter the
domain name for Configuration Hub, and then select Delete.

- Configuration Hub cannot be installed on computers with machine names containing non-English
characters.

- For German, French, and Polish languages, when using Configuration Hub, the iFIX database name
can only be in lower case letters. Do not use capital letters for the iFIX database file name in these
languages; capital letters in an iFIX database file name are not supported for German, French, or
Polish.

« Configuration Hub will display the number formats and strings as they appear on SCADA or
Historian Server node. Changing the browser language will not have impact on the appearance of
this data.

« In the Connections Panel, group parameters do not support regional number formatting.

« Only English alphanumeric characters values and the following symbols are supported in the client
ID and client secret fields:

"-<>$~ 1@ #%&*?|"

» When iFIX and Configuration Hub are on different computers and an error displays that the iFIX
SCADA is not active or unable to retrieve locale information, ensure that iFIX is started and that
SCADA is enabled. (If iFIX has Failover enabled, then only the Primary Node in Maintenance Mode
can connect to Configuration Hub.) Also, make sure that both systems have same date and time.

- Spaces are not supported in the model or iFIX tag names in Configuration Hub.
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- If Historian and iFIX are registered with the same Configuration Hub, the Historian Model editor will
be disabled. In this case, you can use the iFIX model to create your model.

» When multiple iFIX and Historian plugins are registered to Configuration Hub, all plugins should use
same Proficy Authentication (UAA) Server Name. If the Configuration Hub or Proficy Authentication
Server are part of a domain system, then Fully Qualified Domain Name (FQDN) name should be
used for Server Name.

» When iFIX is upgraded from a previous version of iFIX, sometimes the iFIX Register to
Configuration link shows as non-trusted. You will need to delete the certificates and binding, and
then recreate them using the iFixConfigServiceCertTool.exe tool (as an Administrator). As a final
step to establish the trust, you would need to copy the certificate files (iIFIX_OpcuaConfigServer.crt
and iFIX_OpcuaConfigServer.key files) from the C:\Program Files (x86)\Proficy\iFIX\CFG
\iFIX_OpcuaConfigService\pki folder into the C:\Program Files (x86)\Proficy\iFIX\web\conf
directory, and restart iFIX.

« For Configuration Hub, it is recommended to use a display setting at 1920x1080 or better, with
scaling set to 100%.

- Be aware that if you want to publish a model from iFIX 2023 to Operations Hub, you must use
Operations Hub 2023.

« Alarm name, tag name, model object instance names should not be same.

« iFIX entities like the database name, tag names, alarm areas, model types, and model instances
must be unique. Ensure you use unique names when creating these items.

- Computers connected in a Work Group environment is not supported in iFIX 2023 with shared drive
Security Paths (using Configuration Hub).

« The iFIX Registration page does not function when the Client ID or Client Secret for Configuration
Hub or Proficy Authentication include any characters other than the alphanumeric character set

from the English keyboard. This is currently a known limitation. There is no workaround.

High Availability for Configuration Hub

Overview

This topic provides an overview of a clustered environment for high availability for Configuration Hub. It
does not cover SCADA Enhanced Failover. iFIX Failover should not be used on a node participating in this
High Availability configuration. See Special Considerations for SCADA Enhanced Failover (on page 198)
for details on SCADA Enhanced Failover with Configuration Hub.

High availability (HA) is the ability of a system to operate continuously without failing for a designated
period of time. HA works to ensure a system meets an agreed-upon operational performance level. The

following sections describe how high availability works with Configuration Hub.
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About Failover Cluster

In a cluster environment, multiple servers are installed, which share the same data. Each of these servers
is called a node. One of them acts as the primary node, while the others are standby nodes. If the primary
node is down, one of the standby nodes is used.

Failover Cluster
B
| Name: DC (Demain Controller)
{ i r J

Role: Active Directory Server/DNS

MName: Node3
0S: Server 2022
Role: Storage Node

For example, if Configuration Hub on the primary node is unable to connect to the server, then the user
session on the standby node is activated. Therefore, you will still be able to connect to the server using
Configuration Hub installed on the standby node.

Configuration Hub works with Microsoft Failover Cluster Manager to ensure high availability of web-based
clients. The following services are shared between the primary and standby nodes in a cluster. Using
Failover Cluster Manager, you must add these services to the cluster.

¢ Confi ghubCont ai ner Servi ce
* Confi gHubHt t pdServi ce

Refer to Configure High Availability for Configuration Hub (on page 51).

For additional information on Windows failover clustering, visit the following links:

« https://docs.microsoft.com/en-us/windows-server/failover-clustering/create-failover-
cluster#install-the-failover-clustering-feature

- https://www.papercut.com/support/resources/manuals/ng-mf/common/topics/cluster-
server-2012-2016.html#Create

Configure High Availability for Configuration Hub

This topic describes how to set up a highly available server for Configuration Hub using Windows failover
cluster.


https://docs.microsoft.com/en-us/windows-server/failover-clustering/create-failover-cluster#install-the-failover-clustering-feature
https://docs.microsoft.com/en-us/windows-server/failover-clustering/create-failover-cluster#install-the-failover-clustering-feature
https://www.papercut.com/support/resources/manuals/ng-mf/common/topics/cluster-server-2012-2016.html#Create
https://www.papercut.com/support/resources/manuals/ng-mf/common/topics/cluster-server-2012-2016.html#Create
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You need:

» Two Windows Server 2022 virtual machines to serve as nodes in a cluster:
o Primary node (Node1)
» Secondary node (Node2)

Ensure that both the nodes (primary and secondary) have the same domain name, and are installed

with the same version of Windows Server.

« One Windows Server 2022 virtual machine (Node3) in the same domain.

Create a shared drive on this node, which both the nodes in the cluster can access.

« During installation, provide the same Configuration Hub credentials in both the nodes. Use the
same cluster name created in the Windows failover cluster manager.

Perform the following tasks to set up high availability for Configuration Hub using a two-node failover

cluster.

. Install Failover Clustering Feature (on page 54)

. Create Failover Cluster (on page 55)

. Create Role (on page 58)

. Create Client Access Point (Virtual IP) (on page 60)
. Add Dependencies to Role (on page 62)

. Create Network Attached Storage (on page 63)

. Install Configuration Hub on Cluster Nodes (on page 65)

0 N O b WN =

. Handling Silent Installation (on page 67)
When Configuration Hub is installed on a node server (for example, Node1):

* Conf i gHUbRoot CA. crt and Conf i gHubRoot CA. key files are created in the Confi gHubPki folder using
Node1 DNS name Configuration Hub ports.
« Using the above root certificates, server _cert.crt and server_cert. key files are created to access

the application.

3 ThisPC > Local Disk(C) » Frogeam Fils (s86) > GE » Configuiationtiub > Confighubiii

W senverRootBundieCent



Configuration Hub Documentation | 1 - Getting Started | 53

« The Configuration Hub cluster name parameter is sent to the Regi st er Conf i ghub_ht t pd. bat for
creating certificate 'subject alternative names' using the cluster name.

& Certificate > a Certificate >
General Detals Certification Path General Detals Certification Path
Show: | <Al> w Show: | <All> wr
Field Value ] Field Value a
| Public key RSA (2048 Bits) vaid to 12 June 2024 09:52:54
_|Public key parameters 0500 | Subject CONFIGHUB Bcompany.com, ...
{4))|Basic Constraints Subject Type=CA, Path Lengt... | Public key RSA (2048 Bits)
1 |Netscape Cormemient Proficy Configuration Hub Ser... _|Public key parameters 0500
(&) |Netscape Cert Type SSL CA (04) (£ Netscape Comment Certificate signed by Configur...

1 Subject Alternative Name DS Name =CONFIGHUB @Con. .. (i1 |Netscape Cert Type S5L Server Authenbcation (40)

Thumbprint Alc1c3920 1804 149224854278, .. v} Subject Alternative Hame DNS Name =CONFIGHUBNODE... .
= L] T it 1fShahatashnddfihhbaadrs ¥
DNS Name =CONFIGHUB @ConfigHubSenviceRoot Name =CONFIGHUBMNODEZ
DS Name =CONFIGHUBNODE2 Name =CONFIGHUBNODE 2. custer ge. com
DMS Mame =localhost Name mlocalhost
Name =confighubduster. duster.ge.com
Edit Properties. .. Copy to File... Edit Propertes... Copy to Fie...

o ] [Cox ]

- Two extra parameters are introduced to capture ‘cluster name' and 'domain name' if high
availability is set up for Configuration Hub. The root certificates and server certificates are created
using the extra parameter like ‘cluster name'. All cluster nodes certificates have the same ‘cluster

name' so users can access all the nodes without any certificate issues.

RegisterConfigHub_httpd bat + X

1 REM X8 DS Mame 2
1 ECHD X1 %2 X3 %6 X5 X8 X7

13 od /4%
14 REM call config service_cert.bat %3 %4 X5 ConfigHubRootCA sarver_cert proficy %6
s i [X7K] == []
call config_service_cert.bat %3 %4 %5 ConfigubRootCh server_cert proficy %6) ELSE (
if MOT [X8%) == [] (
call config service_cert.bat X3 ¥4 XS ConfigHubllootCh server_cert proficy ¥6 X7 %8 ) ELSE (
call config_service_cert.bat %3 %4 %5 ConfigHubRootCA server_cert proficy %6 %7 ) )

2 ed /4 %1
set WITPD_PATHs%1
3 mssm install “ConfighubttpdService” X3

set "Confighub Httpd Service™ St
7 REM nssa set “Confighub Httpd Service™ AppDi

SERVICE_AUTO_START
ppDirector _PATHK
3 mssm set  “ConfigHubHttpdService™ Description ~WebServer for Configuration hub.”

- Configuration Hub installer copies Conf i gHubRoot CA. crt and Conf i gHubRoot CA. key files into shared
configuration. These are used in the other nodes for creating server _cert. key and server_cert. key
files and maintains a trust between both nodes.
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- While installing Configuration Hub on other cluster nodes, the system checks if any root
certificates exist in the given shared configuration path or not. If certificates exist, then copies
both Conf i gHubRoot CA. crt and Conf i gHubRoot CA. key into the local machine Conf i gHubPki folder of
Configuration Hub, and then creates server certificates using the root certificates.

Install Failover Clustering Feature

This topic describes how to install the failover clustering feature on the nodes.

Perform these steps on both the server nodes (Node1 and Node2).

1. Log in to the node server.

2. Go to Start > Administrative Tools > Server Manager.

3. From the Server Manager dashboard, select Manage > Add roles and features.
4. Complete Add Roles and Features Wizard with these options:

Section What To Do
Before You Begin Skip to the next section.
Installation Type Select Role-based or feature-based installation.
Server Selection a. Choose the option Select a server from the server pool.

b. Under the server pool section, select your Node1 server. This

means you will be installing the role/feature on this server.

Server Roles In the roles list box, select the check box for File and Storage Ser-
vices.
Features To allow the installation of Failover Cluster Manager:

a. In the features list box, select the check box for Failover Clus-

tering.

The Add features that are required for Failover Clustering?
screen appears, which shows the dependencies that are in-
stalled with this feature.

b. Select Add Features.

Confirmation Select Install.

The selected role and feature is installed on the server node.
5. When the installation is complete, restart the machine.
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After completing the steps in this topic, the failover clustering feature is installed on all the server nodes

you want to include in the failover cluster.

Create Failover Cluster (on page 55)

Create Failover Cluster

This topic describes how to create a failover cluster.
Install Failover Clustering Feature (on page 54)

You can perform these steps on either Node1 or Node2. Suppose you perform these steps on NodeT, they

are automatically applied to Node2.

1. Log in to the server node.

2. Go to Start > Administrative Tools > Failover Cluster Manager.

3. In Failover Cluster Manager, select Validate a Configuration.
Before starting to create a cluster of nodes, you should validate whether the nodes that you are
adding to the cluster are compatible with the cluster hardware requirement. For more information,
refer to Microsoft documentation.

4. Complete Validate a Configuration Wizard with these options:

Section What To Do

Before You Begin Skip to the next section.

Select Servers or a Clus- [ Browse and locate the nodes you want to add to the cluster.

ter
For example, confi ghubnodel. cl ust er. ge. comand conf i ghubn-
ode2. cl uster. ge. com
For resolving server related issues, see Troubleshooting (on page
55).
Testing Options Select Run all tests (recommended).
Confirmation Review the list of tests run on the selected servers. The number of
tests run are based on the roles installed on the server nodes.
Validating This process may take several minutes depending on your network

infrastructure, and the number of server nodes selected for valida-

tion.



https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj134244(v%3dws.11)
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Section

What To Do

Summary

a. Select View Report.

b. Review Failover Cluster Validation Report and fix any failed
validations. You can ignore expected warnings. The validation
report should be free of any errors, otherwise the cluster setup
will not be successful.

c. Select Finish.

5. In Failover Cluster Manager, select Create a Cluster.

6. Complete Create Cluster Wizard using these options:

Section

What To Do

Before You Begin

Skip to the next section.

Select Servers

Nodes were already added during validating the configuration
process. Skip to the next section.

Validation Warning

Select No. We already validated the nodes in the previous steps.

Access Point for Adminis-
tering the Cluster

Enter a unique name for your cluster.

i Create Cluster Wizard

,I.";: Access Point for Administering the Cluster
Ll
Belore You Begn Type the name you wart 1o use when Sdministenng the cluster

ouia Sanes Oustertame:  |ConfighubHA

Access Portfor
c""""‘“" The Net10S name is Imited to 15 characters. One o more [Pv4 addresses could not be configured
) sstomatically. For each network to be used, make sure the netwerk s selected, and then type an

addres:

<Preven e

Confirmation

This screen lists the settings to be applied to your new cluster. Select
the check box for Add all eligible storage to the cluster. The system

will now try to assign any storage it can find.
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Section

What To Do

| Corbematen |
Node

 Create Cluster Wizard

100 Confirmation

EFyl

Belors You Begn You are ready 10 create & chuster
The wizard wil create your chister with the folowng sefings

Admrsstenng the Cluster
Custor i ! S

Server2 mydoman oy

Sorver 1 mypde g

Cluster registr

NS and Actrve Diectory Damain Services o

1] Add sl sbgbie storsge to the chuster
To contrnm. chek Nt

T Cancel

Creating New Cluster

This process may take a while as there are several checks that must

be run, and tests that are conducted while the system is configured.

o ™
Note:
You may receive node cleanup failed errors at this stage (not
detected during validation stage). Run the following com-
mand in all the cluster nodes, and then attempt to create the
cluster. You need to execute this command in the administra-

tive mode of Windows power shell.

> Cl ear-C uster Node - Nane confi hubnodel. cl uster. ge.com - Force

\ J

Summary

When the process is complete, select Finish.

After completing the steps in this topic, a new cluster is created in your network domain.

To verify that the cluster is configured correctly, navigate to Nodes in the Failover Cluster Manager. Check

that all nodes in the cluster are online. If they are not, go to the server that is offline, and bring the system

online to join the cluster.

Troubleshooting Errors:
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]

3.% Select Servers or a Cluster

Before You Begn ;ovnhd-uamdmm.mhwdalhm

= 5 e o'best an existing cluster. add the name of the cluster or one of its nodes.

Cluster
Enter name Browse
Selected servers

EA The compter corbghubnode | chuster ge cam’ could net be resched

While adding the cluster nodes, if you get the above error, you need to do the following and attempt to add

the clusters again:

« Disable the firewall on both the nodes.
» Add DNS name in the host s. conf file.

# localhost name resolution is handled within DNS itself
* localhost
" 11 localhost

htclab.ge.com

htclab.ge.com

confighubnodel. cluster.ge.conf

* confighubcluster

Create Role (on page 58)

Create Role

This topic describes how to create a role.

Create Failover Cluster (on page 55)

1. In Failover Cluster Manager, expand your cluster name and select Roles.
2. Right-click Roles and select Create Empty Role, (or) select under Actions as shown here:
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An empty role is created with primary node pointing to the active cluster node. The newly created
empty role appears in the Roles pane with the name New Rol e.

3. Right-click New Rol e and select Properties.

Prefemed Qwneny  User Settngs

Sttt Running
Prionty: Uedur
Owrer Node corbghbnode?

The New Role Properties screen appears.

4. Enter a valid name, and select the primary node to access the application, and then apply the
changes.

Mew Role Properties

General Faiover

[ New Role
Name:
Preferred Owners
Select the preferred owners for this clustered role. Use the buttons

to list them in order from most preferred at the top to least preferred
at the bottom

[ confighubnodet
[[] confighubnode?

Down

Priority: Medium N
Status: Running
Node: confighubnode2

(o] o

After completing the steps in this topic, the newly created empty role is renamed.
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If the role is in offline mode, you can manually start this role using the failover cluster. Use the options
Start Role and Stop Role to start or stop the cluster roles.

B Failover Cluster Manager - = =
Fie Adion View Help
= nm Hm
B Fai o -
“ Queries = |l w|lvll | % Configure Role
- rtu I »
| rame Stats Tipe Ovner Hode Pricety e | Virtusl Machines..
T} Contaghu 13 Pendng Caher confghubends2  Madum Mae | T Create Empty Role
Vitw »
G Refresh
H e
Confighuls -
i Stop Ricke
5 Add File Share
¥ % Confighub Prefemed Onners.  Liger Sesings | | Move »
1
W Change Startup Priority 3
Status. Pendng
Priarity. Meduam
Owmer Node corbipubrodel
Chort Access Name: usschuster
e R R

See also Move Role (on page 60).

Create Client Access Point (Virtual IP) (on page 60)

Move Role

This topic describes how to move a role from one node to another.
Create Role (on page 58)

When you shut down a server node in a cluster, the role automatically moves to the next available node.
You can also move the role manually (without shutting down the current node) to another node with these

steps.

1. In Failover Cluster Manager, select the (renamed) empty role, and from the right pane, select Move.
The Move Clustered Role screen appears.

2. Select the node to which you want to move the role and select OK.
The cluster now points to the selected node and serve the results from selected node

Create Client Access Point (Virtual IP)
This topic describes how to create a client access point.
Create Role (on page 58)

The client access point is a virtual IP address and a corresponding DNS name that allows to access the

Configuration Hub application.
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1. In Failover Cluster Manager, right-click the (renamed) empty role and select Add Resource > Client
Access Point.

2. Complete New Resource Wizard with the following options.

Section

What To Do

Client Access Point

Enter a name. This name (DNS) will be used to access the Configura-
tion Hub application.

| New Resouwrce Wizard X

& Client Access Point

A —r——"

Name: confighubclsted

{{§ T MetSI0S name s mited o 15 characters. One or more DHOP [P addresses were configured
u . Al networks were confi, by.

Cancel

Confirmation

The network name and IP address are displayed for confirmation.

Point

Configure Client Access

Verifies the validity of the client access point settings and creates a
new resource.

Summary

Select Finish.

After completing the steps in this topic, a virtual IP address is created to access the application.

38 Failover Cluster Manager
File Action View Help
s 20 B

8 Failover Cluster Manager

« B3 ConfigubHAclustergecon|f .

T Roles

# Nodes

a Storage

33 Networks

[ Cluster Events

Quenes vIH hd
Name Status Type Owner Node Priorty Inform
[ Confighub ) Running Other corfighubnode2 Medium Narme|
5, Confighub Prefemed Owners: User Seffings
. -
Name Status Information
# 3 Custer Disk 2 #) Onine
Roles
}, GE Proficy Authentication PostgreSQL Database #) Oniine
® [, GE Proficy Authentication Tomcal Web Server #) Orline
Server Name
= 1% Name: uaachuster #) Online Name Resolution Nc
o™ IP Address %) Oriine

Summary  Resources
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Add Dependencies to Role (on page 62)

Add Dependencies to Role

This topic describes how to add dependency services to a role.

Create Client Access Point (Virtual IP) (on page 60)

On adding dependency services to a role, services restart whenever the role is switched to a different

node (failover condition).

1. In Failover Cluster Manager, right-click the (renamed) empty role and select Add Resource >

Generic Service.

2. Complete New Resource Wizard with the following options:

Note:

stops in all other nodes.

N

Section What To Do
Select Service In the services list, select the dependency service to add to the role.
| — — I
Confirmation Skip to the next section.
Configure Generic Service | Skip to the next section.
Summary Select Finish.
g ™

Windows failover cluster starts the generic services in whichever node is currently active.
It stops these generic services on all other nodes. When you switch the cluster nodes,
then automatically Windows failover cluster starts the services in the new active node, and

J

After completing the steps in this topic, dependency services are added to the role. See also Move Role

(on page 60).

Create Network Attached Storage (on page 63)
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Create Network Attached Storage

This topic describes how to create a Network Attached Storage (NAS).

Log in to the Node3 Windows server machine.

1. Create a shared folder on Node3.
2. To make the shared folder a central storage location, give full permission to the drive.

a. Right-click the drive and select Give access to > Advanced sharing....

The Properties dialog appears.

b. Select Advanced Sharing....
The Advanced Sharing dialog appears.

c. Select the check box for Share this folder, and then select Permissions.

The permissions dialog for the drive appears.

d. Select the group/user, and then select the check box for Full Control.

P —

During Configuration Hub installation, we will select this drive to store common data across the

nodes in a cluster.

3. Add cluster nodes IP address and FQDN in the shared VM host s. conf file. Also add shared VM IP
address and FQDN to the hosts file.
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hosts - Notepad
Fle Edt fomat View Help

¥ Copyright (c) 1993-2008 Microsoft Corp.
»

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The [P address should

# be placed in the first colusn followed by the corresponding host name,
# The 1P address and the host name should be separated by at least one
# space

*
# pdditionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a "#* symbol.

For example:

rhino.acme. com # source server
x.acme. com # x client host

Y

# localhost name resolution is handled within DNS itself.

# localhost

" localhost

* - ravikorrald
confighubnode?. cluster.ge. con
confighubnode2
confighubnodel . cluster.ge, con
confighubnodel
htelab.ge. com
htclab.ge. com
Ravikorral.htclab.ge.con

. - - zonfighubhal. cluster.ge.com

1111

4. Log in to Node1 and Node2 servers and attach the shared drive.

Here we can give either the IP address or FQDN to access the shared drive.

Specify the location of your website

Tyme the address of the website, FTF site, O network IoCaton that this sShorout w

5. Access the Configuration Hub application using the virtual IP address.
In the following example screenshot, Configuration Hub cluster virtual IP address is DNS name.

FQDN: confi ghubhal. cl ust er. ge. com

v il Srleiiein Frefand Oura Sy
Hame St Infoemation
Sarves Name
= 8 M. cordghubhal ®) Orien arra Ranohston Nct Yt Aolabie - Hama Repakston Net

™ 1P Adcvwss: 101 181 243 55 ) Oriee.
Flles

i ConfighubContsner Sarvice. #) Orire.

[ — B O

You can either access with virtual IP address or domain name.

For example, access the Configuration Hub application with htt ps: //

confi ghubhal. cl ust er. ge. com 5200/ from any network.
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Install Configuration Hub on Cluster Nodes

This topic describes how to install Configuration Hub in a high available environment.
Log in to a cluster node.

Follow these steps to install Configuration Hub on all the cluster nodes. You can access the application

using the virtual IP address.

1. Run the Configuration Hub installation setup.
The welcome screen appears.

15 Configuration Hub 2022 Setup - *®

Welcome to the Configuration Hub 2022
Setup Wizard

The Setup Wizard will install Configuration Hulbs 2022 on your
computer, Click Next to continue or Cancel 1o exit the Seup
Wizard,

I

2. Select Next.
The license agreement screen appears.

# Configuration Hub 2022 Setup - %

End-User License Agreement

Please read the following license agreement carefully

GE DIGITAL GENERAL TERMS AND CONDITIONS ~

The license or provision of the GE products and services ("GE Offerings”)
by the GE Digital business ("GE") providing this proposal or quote is
expressly conditioned upon the terms and conditions contained or referred
to herein. Any authorization by Customer to fumish the GE Offerings or
arder placed by Customer for GE Offerings will constitule acceptance of
these terms and conditions.

1. DEFINITIONS,

v

Tn memitalinnd bnmen snnd in bhin Amemamant shall b tha msanine whe.

[ 1 accept the terms in the License Agreement

Print Back Nt Cancel

3. Select the check box for | accept the terms in the License Agreement, and then select Next.

The destination folder selection screen appears.
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## Configuration Hub 2022 Setup ¥
Destination Folder

Click Naxt to install to the default folder or dick Change to choose another.

Install Configuration Hub 2022 to:
\C:\Program Files (x86)\GEYConfigurationHub

Change...

Do you need High Availabllity or duster setup?

Back Next Cancel

4. Complete the following and select Next.

Field Name What to do

Install Configuration Hub <ver- | Proceed with the default install location, (or) select Change...

sion> to: to specify a different location path for installation.

Do you need High Availability or | Select the check box.
cluster setup?

Options to set destination folder for shared configuration appears.

=~
Click Next 10 install to the default folder or elick Change to choose anather. 36
Install Configuration Hub 2022 to:
C:\Program Files (x86)\GE\ConfigurationHub),
Change....
[#] Do you need High AvailabilRty or chuster setup?
Please select 2 comman shared drive location other then your lacal drive on this system
\Selva-geielconh
Change..
Back | Nest Cancel

5. Enter the mapped shared network folder path, and then click Next.
The application client credentials screen appears.

6. Complete the following and select Next.

Field Name What to do
ConfighubClusterName Enter the cluster name created for high availability.
ConfighubClientld Enter the client ID to log in to the Configuration Hub applica-

tion.
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Field Name What to do

ConfighubClientSecret Enter the secret password to authenticate the client for log-

ging in to the Configuration Hub application.

i Configuration Hub 2022 Setup - x
Confighub Client Credentials
Create credentials required for connecting with Configuration Hub b ¢ /.'

ConfighubClusteriame

ConfighubClientid eonfighubadimin

ConfighubClientSecret T

(minimyum esght characters with at least one number)

Show Password

Bok | Newt Cancel

7. Select Install.
# Configuration Hub 2022 Setup b4

Ready to Install Configuration Hub 2022

Qlick Install to begin the installation. Click Back to review or change any of your installation
settings, Click Cancel to exit the wizard,

Back W instal Cancel

All binaries are installed on to the selected node. The shared configurations are installed on to the shared

configuration path. Configuration Hub application shortcuts are created on all the cluster nodes using the
virtual DNS name.

Handling Silent Installation

This topic describes how to perform a silent install of Configuration Hub in a high available environment.

These are the prerequisites for an HA silent install:

1. All the cluster VMs should have Windows server with any version.

2. Windows Failover cluster is setup on all the cluster nodes.

3. Provide a full access to shared drive on any other VM, and mount that drive in all cluster nodes
manually as per the network attached storage drive setup.
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4. Create a client access point under Windows failover cluster role. Use this as the cluster name or
virtual DNS name to access to the Configuration Hub application. Give the same name for silent
install command parameter.

5. Provide the port for the Configuration Hub web server.

You need to run the command on all the cluster nodes.

1. Open Windows command prompt as an administrator.

2. Run the following command for fresh installs of Configuration Hub:

ConfigHubl nstal l er.msi /quiet W XU _CHB_CLI ENTSECRET=adni n123 | SI NSTALLHASHAREDRESOURCE=1

W XUl _CHB_CLUSTERNAME=conf i ghubcl ust er SHAREDCONFI NSTALLFOLDER="\\ Sel va- ge2\ e\ conf "

These are the required command parameters for silent installation in high availability:

(g N
Note:
To achieve Configuration Hub high availability, the following parameter values must match

on all the nodes.
N J

Parameter Description

I SI NSTAL L HASHAREDRESOURCE=1 Check box value to select Configuration Hub
run on HA environment.

W XUl _CHB CLUSTERNAME=conf i ghubcl ust er Enter the name of your Windows failover clus-
ter.

SHAREDCONFI NSTALLFOLDER="\\ Sel va- ge2\ e\ conf " | Enter the shared configuration path, which con-
tains Configuration Hub authentication and re-
verse proxy configuration. This configuration

is shared by all cluster nodes and used when
switching the nodes.

These are optional command parameters:
o W XUl _CHBHTTPD_PORT = 5000
o W XUl _CHBCON_PORT = 4890
o W XUl _CHB_CLI ENTSECRET = " "
° W XUl _CHB_CLI ENTI D = "confi ghubadni n"
° | NSTALLFOLDER = "C:.\ Program Fil es (x86)\Proficy\Configurati onHub"

3. After installing Configuration Hub on all the cluster nodes, do the following:
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a. Add Configuration Hub services like Conf i gHubHt t pdSer vi ce and Conf i gHubCont ai ner Ser vi ce
to Windows failover cluster nodes.

These services will restart whenever nodes are switched in Windows failover cluster.

b. Perform a setup authentication on any node (in a cluster).
Once the authentication is set up on one node, it automatically applies to all the cluster
nodes since they share the configuration.

Any plug-in registered on the primary node will also load on other stand by nodes as well.



Chapter 2. Proficy Authentication

About Proficy Authentication

Proficy Authentication (UAA) provides identity-based security for Proficy based applications and APlIs.
It supports open standards for authentication and authorization, including Oauth2. You can configure
Proficy Authentication from Configuration Hub.

When a user is created or deleted in a product that uses Proficy Authentication, the associated user

account is created or deleted in the Proficy Authentication instance, respectively.

Several Proficy products use Proficy Authentication, including Historian, Plant Applications, and
Operations Hub. To use Proficy Authentication, you must install one of these products. Each product
can install an independent instance of Proficy Authentication, or it can reuse an existing instance of
Proficy Authentication which was previously installed by another Proficy product. When more than one
product uses the same instance of Proficy Authentication, this is called a shared or common Proficy
Authentication.

Shared Proficy Authentication (UAA) means that if you have a Proficy product installed that uses Proficy
Authentication, additional Proficy products installed after that initial product can also share that existing,

already configured Proficy Authentication architecture.

Proficy Authentication can additionally be configured to use an external identity provider. This includes
identity providers which use Lightweight Directory Access Protocol (LDAP) or Security Assertion Markup
Language (SAML). When you integrate Proficy Authentication with an external identity provider, you

can provide the users and groups from that identity provider with access to Proficy products and their
features.

Set up Proficy Authentication

This topic describes how to set up Proficy Authentication in Configuration Hub.
The following steps describe how to set up Proficy Authentication in Configuration Hub. Setting up

authentication provides access to all the products (Historian, iFIX) registered with Configuration Hub. You
use the same Proficy Authentication server to authenticate.

i
1. Double-click desktop icon to launch the Configuration Hub application.
2. Select Setup Authentication.
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Configuration Hub Login pr',

Authentication Source not configured Click setup below to configure

Setup Authentication

The Configuration Hub Administrator Credentials screen appears.
3. Enter the details for logging in to the Configuration Hub application.

Field Description

Client ID The client ID provided during installing Configu-
ration Hub. Example: conf i ghubadnmi n

Client Secret The client secret provided during installing Con-
figuration Hub.

Configuration Hub Administrator Credentials X

MOTE: Use the credentials created during the install process

4. Select Verify.
If the credentials are correct, the Register with Proficy Authentication screen appears.

5. Provide these details to configure the Proficy Authentication application.
These fields are populated automatically if you opted for installing Proficy Authentication along
with Configuration Hub. You have the option to edit and update the details.

Field Description

Server Name (Fully Qualified Name) The host name of the machine where Proficy
Authentication is installed.

Enter a fully qualified domain name. For exam-

ple, deskt op- sahf g5f . | ogon. ds. ge. com
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Field

Description

Refer to step 6 to establish a trust with this

server connection.

Server Port

The port number to communicate with the host
machine. The default port where UAA is in-

stalled is 443.

The server connection is automatically tested
on entering the port. You can also select Test
to test the connection.

Use Configuration Hub Administration creden-

tials for Proficy Authentication

Select this check box to populate the same lo-
gin credentials you entered for Configuration

Hub Admin account.

If you want to use unique login credentials for
Proficy Authentication, clear the check box and
enter CLIENT ID and CLIENT SECRET.

Proficy Authentication Client ID

The administrator client identifier that has per-
mission (authority) to log in to Proficy Authenti-
cation.

Proficy Authentication Client Secret

The administrator client secret to log in to Profi-
cy Authentication.
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Register with Proficy Authentication X
SERVER NAME (FULLY QUALIFIED NAME)

sachinauthguardianvm0O1.htclab.ge.com % Lot tousted
SERVER PORT

443

Test Server Connection

Proficy Authentication Credentials

| Use Configuration Hub Administration credentials for Proficy Authentication

CLIENT ID

CLIENT SECRET

NOTE: Use the credentials created during the install process.

6. Select Not trusted to establish a trust connection between Configuration Hub and Proficy
Authentication.
The Certificate Details screen appears.

Certificate Details

Attribute Name Root Certificate

Subject CHN=SACHINAUTHGUARD Root CA 202112241544, OU=0Operations Hub Site,
0=GE Customer

Thumbprint OBSBE5FDALT2C1DCFTABCABF12T0B5EF1338119C
Serial Number IFETECC3T32C8A69
Issuer CN=SACHINAUTHGUARD Root CA 202112241544, OU=0Operations Hub Site,

0=GE Customer

Valid From 2021-12-24 00:00:00 GMT
Valid To 2026-12-23 00:00:00 GMT

7. Select Trust.
The trusted certificate(s) are added to the windows store on the machine where Configuration Hub

is installed.
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Register with Proficy Authentication %
SERVER NAME (FULLY QUALIFIED NAME)
sachinauthguardianvm01.htclab.ge.com i:“‘;t —

SERVER PORT

443

Test Server Connection

Proficy Authentication Credentials

| Use Configuration Hub Administration credentials for Proficy Authentication

CLIENT ID

CLIENT SECRET

8. Select Register.

Register with Proficy Authentication b

A default user ch_admin is created with password same as
Proficy Authentication secret, please use this to continue to login

Ok

9. Select Ok.
The Configuration Hub Login screen appears.

Configuration Hub is set up as a client for Proficy Authentication. The following default user is created to

log in to the Configuration Hub application.
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User ID Password

ch_adnin The client secret you entered for Proficy Authenti-
cation.

Log in to Configuration Hub and perform operations related to Proficy Authentication.

Navigation in Proficy Authentication

Proficy Authentication provides identity-based security for Proficy based applications and APls.

You can perform the following tasks in Proficy Authentication:

« Configure UAA/LDAP/SAML identity providers

- Create new user accounts

- Create new group accounts and add users/other groups as members
« Perform UAA/LDAP/SAML group mapping

Displaying Data Columns

You can show or hide columns within the Proficy Authentication application.

o . . . . .

1. Select {:} for the respective data. The Column Chooser dialog appears with a list of available
columns.

2. Select the check box for the column you want to show. To hide a column, clear its check box.

3. Close the dialog to apply the changes.

Sorting Data

The sorting option appears when you select a data column.

« Select T to sort data in an ascending order.

« Select l to sort data in a descending order.

Filtering Data

The filtering option appears next to each data column.
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1. Select for the data you want to filter. A screen appears with a list of existing data in that
column.

2. Select the check box for the data you want to filter. To undo filtering, you can Select All.

3. Select OK to apply.

Searching Data

Use the search option to search for existing accounts in Proficy Authentication. You can also filter

account details using search keywords.

Manage Identity Providers

Add LDAP Identity Provider

This topic describes how to add a LDAP account in Proficy Authentication.

Log in to Configuration Hub with user/client having write access for admin and clients.
You can add multiple LDAP connections.

1. Go to Proficy Authentication > Security > Identity Provider.

2. Select _I_ and then select LDAP.

Security-Proficy Authentication Dt
-| oups  Users

Q_ Search + &

Identity Providers 1

Okta Login Station saml

uaa uaa

The LDAP Identity Provider screen appears.

3. Enter the following details:

Field Description
Name A unique name to help identify your LDAP con-
nection.
URL The URL of the LDAP server. The trailing slash
(/) must be included at the end of the URL.
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Field Description

You can use LDAP with or without secure au-
thentication in the following format:
° Insecure port:
| dap: //100. 100. 100. 2: 389/
o Secure port: | daps: //100. 100. 100. 2: 636/

You can also use a fully qualified domain name
instead of an IP address.

For a secure port, provide user credentials.

Bind User Distinguished Name Distinguished LDAP user name.

Describes the part of the hierarchy the user
belongs to on the active directory network.
CN=Common Name. DC=Domain Component.
OU= Organization Unit Name.

CN and DC are typically required, while OU is
optional.

Example: cN=John Sni t h, OU=Fact or y, DC=Conpa-
ny, DC=COM

Password The password to log in to the LDAP server if
you choose secure authentication.

Test Tests the connection to the LDAP server. If the
URL and login details are correct, you will re-
ceive a test successful message.

Skip SSL Verification This option appears only when you choose a
secure port for LDAP.

Select this check box if you want to skip estab-
lishing a secure connection between client and

server for exchanging LDAP data.

Clear the check box to allow SSL verification.

Refer to step 4.
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LDAP Identity Provider

MName*

DSFREESOKFORUM

URL*

Bind Use shed Name *

CN=spcuserl,CN=Users DC=pa,DC=com

Password *

Test Cancel Save

4. If you choose to secure LDAP, select = for SSL verification.
A message appears when the security certificate is trusted and added to the store.

In case the certificate is not added automatically, the following message appears.

Close

Select Browse to navigate and choose the server certificate from your local system.

&

5. Optional: Select next to the lock icon to view the certificate.

certAttributeName  Root Certificate
certSubject CH = CWARIRSSVR2ZK19.pacom
certThumbprint 4T23FCE4421BBEAL3B46CRFSAGSEER 12BS602ATE

certSerialNumber  SBO0O0000ZF TOODEEE5058 LAFDOMOOO0000002

certlssuer DC = com,pa CN = CWARIRSSVRZK19.pa.com
certValidFrom Jun 21 18:28:08 2021 GMT
certValidTo Jun 21 18:28:08 2022 GMT

Close
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6. Select Save.
LDAP Identity Provider
.'C‘.'.-.-:-C{IRES /R2K191

URL*

idaps://CWARIRSSVR2K19.pa.com:636, 8 @

Skip SSL Verification

Test Cancel Save

The LDAP identity provider is created.

Enable SAML

This topic describes how to configure SAML identity providers for Proficy Authentication.

You should enable SAML prior to adding SAML IDP accounts (on page 88) in Proficy Authentication.
To enable SAML, you will need to download the Proficy Authentication service provider's metadata file.

1. Visit https: //enter FQDN of the machine where Proficy Authentication is installed/ uaa/san /netadata to
download the sani - sp. xni file.

2. To configure any SAML identity provider, gather information from the downloaded sani - sp. xni file.

3. Generate a metadata XML file from the configured identity providers, and use the file to add a
SAML IDP account (on page 88) in Proficy Authentication.

Refer to the following examples on how to set up SAML identity providers for Proficy Authentication:

« Configure Okta as SAML IDP (on page 79)
« Configure Azure AD as SAML IDP (on page 83)

Configure Okta as SAML IDP

This topic describes SAML configuration with Okta.

1. Create an account in Okta.

a. Visit https://developer.okta.com/.

b. Sign up for an Okta account using your email address.
2. Log in to your newly created Okta account.
3. Navigate to Applications > Applications.


https://developer.okta.com/

Configuration Hub Documentation | 2 - Proficy Authentication | 80

okta

Dashboard A

Directory hd

Customizations A

Applications ~
Applications

Self Service

Security w

4. Select Create App Integration.

Create App Integration

Search
STATUS
ACTIVE o]
INACTIVE 0

Developer Edition provides a limited number of apps.

Deactivate unused apv check out our plans page. Contact us to find a plan that is right for your erganization.

Browse App Catalog Assign Users to App More ~

Okta Admin Console

Okta Browser Plugin

Okta Dashboard

The Create a new app Integration screen appears.
5. Select SAML 2.0, then select Next.

Create a new app integration

Sign-in method

Learn More 3

OIDC - Open|D Connect
Token-based OAuth 2.0 authentication for Single Sign-On (S50 through AP1
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication

Okta-specific S50 methed. Use if your application doesn't support QIDC or
SAML.

AP| Services

Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Cancel Next
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The Create SAML Integration screen appears.

6. Under General Settings, provide a name and logo for your application, then select Next.

o General Settings

1 General Settings

App name

App logo (optional)

App visibility

Cancel

7. Under Configure SAML, fill out these details:

Multiverse Paradigm

B
L]

Do not display application icon to users

Single sign on URL

Use the dowloaded Proficy Authentication
metadata file (on page 79) sani -sp. xn to
get the URL for this field. It should look some-
thing like this:

<md:Assert
Locatiot

nConsumerservice
"https://ghldz593e.logon.ds.ge.com/uaa/saml/$S0/alias/ophubSamiSp"
i ML:2.0:bindi TTP-POST" isDefault="true"

index="0"/>

<md:AssertionConsumerService
Location="https:/ /ghldz593e.logon.ds.ge.com/uaa/oauth/token/alias/ophubSamiSp”
Binding="ur i ML:2 indi I" index="1"/>

Audience URI (SP Entity ID)

Refer to sam - sp. xni to get the logout URL. It

should look something like this:

<?xml version="1.0" encoding="UTF-8"?>

- <md:EntityDescriptor entityID="https://ghldz593e.logon.ds.ge.com/uaa/saml|/metadata”
ID="https___ghldz593e.logon.ds.ge.com_uaa_saml_metadata"
xmins:md="urn:oasis:names:tc:SAML:2.0:metadata">

Enable Single Logout

a. Select Show Advanced Settings.
b. Select the check box for Allow applica-

tion to initiate Single Logout.
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c. Enter Single Logout URL. Refer to san -
sp. xm to get the logout URL. It should
look something like this:

</md:KeyDescriptor>
<md:SingleLogoutService

Location="https:/ /ghldz593e. ds /S ogout/alias/
Binding=" i 12 TTP-POST'/>

<md:Singlel e
Location="https:/ /ghldz593e.logon.ds.ge.com/uaa/: /S ogout/alias/
ind T />

,,,,,, Tt

Attribute Statements (optional) Add user attribute statements such as email,

first name, and last name as shown here:

Attribute Statements (optional)

Name Mame format Value

Group Attribute Statements (optional) Add group attribute statements such as groupA

and groupB as shown here:

‘Group Attribute Statements (optional)

Name Name format Filter
Erouph Unspecified  +  Gontains + manage
groupl Unspecified  + | Contains ©  operato

Add Anather

- N
Note:
The setting option mentioned in this topic is the minimum requirement for setting up
the SAML identity provider. Refer to the Okta documentation for information on using

additional settings.
- J

8. Select Next.

9. Provide your feedback and select Finish.

3 Help Okta Support how you this

Are you a custemer or partner? I'm an Okta custorner adding an internal app
Q I'm a software vendor. I'd like to integrate my app with
Okta

Onee you have a working SAML integration. submit it for [JFERNEPN
Okta review to publish in the OIN.

Pravious Finish

Your application is created.



https://help.okta.com/en-us/Content/index.htm
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10. Under Sign On, select Identity Provider metadata.
Multiverse Paradigm

View Logs Monitor Impoerts

n Once you have a working SAML integration, submit it for Okta review to publish in the OAN.

v

General Sign On Import Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3 party application.

Application username is determined by the user profile mapping. Configure profile mapping
SAML 2.0

Default Relay State

SAML 2.0 is not cenfigured until you complete the setup instructions.

View Setup Instructions

dentity Provider metadata is available if this application supports dynamic configuration.

Credentials Details

The metadata opens in a new tab.

11. Save the metadata as an .xml file.
Use the metadata xml file to configure a SAML identity provider (on page 88) in Proficy
Authentication.

12. Under Assignments, you can assign the app to groups and individual users.
If there are no users/groups, navigate to Directory > People to create and activate new users/
groups in Okta.

Configure Azure AD as SAML IDP

This topic describes SAML configuration with Azure AD (Active Directory).

1. Visit https://azure.microsoft.com/en-us/free/ and create an account.

2. Add an enterprise application. For more information, refer to Microsoft Azure documentation. cps
Hub Dev is the example enterprise application used in the procedural steps (refer to the figure in
step 2).

3. Create at least one user and group.


https://azure.microsoft.com/en-us/free/
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal
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The following steps include:

« Creating a SAML app in Azure (steps 1-5).
- Configuring Azure metadata xml in Proficy Authentication (steps 6-7).

1. Download Proficy Authentication sam - sp. xm metadata file. Refer to Enable SAML (on page 79)
on how to download the file.
2. Sign in to the Azure portal, and upload sam - sp. xm .
a. From left menu, select Manage > Single sign-on.
b. Select Upload metadata file.

Arwe hotive Dectonry sdmen center

g

AN paroCr,

R

druew ATt Deechony

F-grt

Ops Hub Dev | SAML-based Sign-on

B (rteepens sppiastons

3. Perform user and group attribute mapping in Azure.
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a. Under the User Attributes & Claims section, select Edit and add claims.

Attributes & Claims P edit
givenname User.givenname

surname usersumame

emailaddress wser.mail

name user.userprincipalname

Unique User Identifier useruserprincipalname

Group user.groups

b. Select Add new claim and save entered details to set up claims.

1 —
Attributes & Claims
il
€l & ot
il e
Cla o Wb
Pripe +- oM. W L e I ] 4+ i i
g N

Note:
Make a note of the claim name value (for example user . gr oups). You need to

provide this value in the Attribute Name field when adding a SAML identity provider
in step 6a (on page 87).
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c. Select Add a group claim and set up group claims.

s

Enterprae sppboations » Ops Hulb Dev based Sign-on

Dashbaard 5 MEsemcoip
Attributes & Claims

Required claim
Cham name Vahse

Unigue Uer identifier (Nasne D)

Additional claims

Cladm namwe Valse

i usér groups [SecurityGroup]

T g

hitgs/ fschemasamiscaporg/ws/ 200505/ dentity/ claims/emailadd... usermail

hitge/schemas CApLOIG/WE/ 2005/ 05 identiy, claims giv USE givenname

-/ fschemasamisoap.ong/ws/2005/08 identity/claims/name useruserprincipalnamse

hemasamisoap.ong/ws/2008/0%/identity/claims/surname  usersurname

uSeruSeRpANGPalname [namesd-farmatemaliddress] v

Group Claims

Marage the group claims used by Azure AD to populase

€ This page includes. previews availabie for your evaluation in the ‘Advanced opticns’ section

‘Which groups sssocisted with the user should be returned i the daim?
Q) mone

) 4 groups

{®) Security groups

) mirectory roles

O croups assigned 1o the appication

Source Menbute *

Group ID

w  Advanced options

4. Under the SAML Signing Certificate section, download the Federation Metadata XML file.

Actmaly

£ T LT
D g g a LAy Tagrung Cartiaate &
i Uaspe & mughty -

——— L

B donion AL2008 208 AN
B Sroeareng log L dm (i, | | —

g ladar gt WhrLip I r o TR DR e D T T Y

e Lot ate (et P
- -
I L TR LE i I
ﬂ ot wp D Mol Doy
W Tl i 1) Do Wl peplaC ittt b el weith ASuns el
Mg it Agen metros oM Onkew Core inmili bl . T
At AD) wmaed Mtps /AT o, T -0 D

. Perform user group mapping in Azure.
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6. Log in to Proficy Authentication and do the following:

a. Upload the Federation Metadata XML file downloaded from the Azure portal in step 4 (on
page 86).
For step-by-step instructions, refer to Add SAML Identity Provider (on page 88).

b. Add and map SAML groups.
For step-by-step instructions, refer to Map Groups (on page 99).

7. To test SAML authentication, visit Operations Hub login page, and select Sign In With Azure.

GE Digital

Welcome!

1.1-5.5.“..-,
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> You should login successfully. In Azure portal, you can access the logs to verify successful
logins:

) Tea e Signi-in logs

T o Ll e o ) S

o If login access is denied, then verify the group attribute name and group name from SAML
Azure (see troubleshooting below). Clear the cache and login again.

Troubleshooting: For troubleshooting, add SAML-tracer extension to Chrome.

1. Open SAML-tracer from your browser extensions.
2. Log in to Operations Hub to reproduce the SSO login issue.

3. In SAML-tracer, look for PosT messages, and select the Summary tab.

In the following screenshot, incorrect SAML group attribute names were detected, and replaced
with the correct ones to fix the login issue.

Add SAML ldentity Provider

This topic describes how to add multiple SAML accounts in Proficy Authentication.
Enable a SAML identity provider (on page 79). For example, Okta or Azure AD or any other IDP.

You can add multiple SAML connections.

1. Log in to Configuration Hub as an administrator.
2. Go to Proficy Authentication > Security > Identity Provider.


https://chrome.google.com/webstore/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?hl=en

3. Select _I_, then select SAML.

Security-Proficy Authentication <
Groups Users

Identity Providers 1
Okta Login Station

uaa

The SAML Identity Provider screen appears.

4. Enter the following details:
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s

i )
Note:
The XML file contains the metadata to interact with SAML enabled identity providers
(Azure, ADFS, or Okta). Refer to Configure Okta as SAML IDP (on page 79).
J

Field

Description

Upload XML File

Choose this option if you want to upload an
XML document.

Select Upload XML File to browse and locate
the XML document from your local system.
The uploaded data appears in a text box, and is

read-only.

Provide File Location

Choose this option if you want to provide an ex-
ternal URL to the XML document.

Enter the URL in the text field, and select Load.
The data from the URL appears in a text box,
and is read-only.

Name

Name of the SAML identity provider. You can
provide any name. For example, okt a_123 Or de-

nmo_mach_azure.

Attribute Name

The attribute that contains the group member-
ship information about a user in a SAML asser-
tion.
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Field Description

Name ID SAML Name identifier and associated fields

that you want to use in a link test.

Enable SAML Link Select the check box.

SAML Identity Provider

NOTE : &l fields are mandataory

:names:te-SAML:1, 1:nameid-formatemail Addy K -

5. Select Save.
The SAML identity provider is created.
Enable Multi-Factor Authentication
This topic describes how to enable multi-factor authentication for users.
Install the Google Authenticator app on your mobile device.
Only administrators can enable multi-factor authentication (MFA) for users.

Note:

Enabling MFA also enables two-factor authentication for UAA and LDAP users as both the identity

providers have a common login entry point.

1. Log in to Configuration Hub as an administrator.
2. Go to Proficy Authentication > Security > Identity Provider.
The existing list of identity providers appear.
3. Select the uaa record for which you want to enable the multi-factor authentication.
The option to enable MFA appears on the DETAILS panel under the MFA section.
4. Enable the toggle switch for MFA.


https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
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By default, MFA is disabled.

»  ADMINISTRATOR CREDENTIALS I'j'
Client ID admin

~  GENERAL

URL https://deskto...
v  MFA
Disabled _@
Authenticator Googl... x‘
Enabled -
Authenticator Googl...

The multi-factor authentication for uaa is enabled.
5. Select Authenticator.

Currently, Google authenticator is the only available authenticator.
6. Restart the GE Proficy Authentication Tontat Wb Server Service.
7. Activate multi-factor authentication for user logins.

You need to perform the following steps only for the first time for every user login.

a. Log in to Configuration Hub with UAA user credentials.
The MFA setup screen appears with a barcode.

Setup Multifactor Authentication

1. Install Google Authenticator on your mobile device from the App Store
on your iPhone or Google Play on your Android.

2. Open Google Authenticator on your mobile device.

3. Tap the "+" button.

4. Tap "Scan barcode”.

5. Scan this barcode:

Can't scan barcode? See manual setup instructions.

=

b. Open the Google Authenticator app on your mobile device and scan the barcode.
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The authentication app validates the user login and displays a 6-digit code. Barcode
scanning appears only for the first time validation for every user login.

c. On your browser, select Next on the MFA setup screen.

The code verification screen appears.

d. Enter the 6-digit code in the passcode field and select Verify

Enter your Google Authentication Code

Enter the 6-digit code displayed in Google Authenticator app:

565106 :

Back

You are logged in successfully.

Multi-factor authentication is enabled for both UAA and LDAP users.

Modify LDAP Identity Provider

This topic describes how to modify the existing details for the LDAP account.

Add LDAP Identity Provider (on page 76)

1. Log in to Configuration Hub as an administrator.
2. Go to Proficy Authentication > Security > Identity Provider.
The existing list of identity providers appear.
3. Select the LDAP identity provider.
The existing information for the identity provider appears on the DETAILS panel.

4. To modify the GENERAL details, select [ to open a pop-up screen with the existing information.
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FReraie ™
DETAILS )
| S,

=}

5. If you modify any existing information, save the changes.
The general details are required to configure LDAP authentication.

6. To modify OTHER SEARCH CRITERIA details, place your cursor and enter the new value for the
respective criteria.

% OTHER SEARCH CRITERIA

Group Base DC=pa,DC=co...
User Base DC=pa,DC=co...
User Filter &i-{0}

Group Filter member={0}
Max Filter 10

Use these settings to enable the sub-directories in your search criteria.

Search Criteria Example Value Description

Group Base OU=Sal es, OU=Gr oups, OU=En- Defines the starting point for the LDAP group

terpri se, DC=conpany, DC=com | search in the active directory tree.

> CN is Common Name (required)

o DC is Domain Component (required)

> OU is Organization Unit Name (option-
al)

(g ™\
Note:
If you use only bc=Ge, bc=com time-
out may occur due to slow system
response. Use the exact cuto avoid

timeout.
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Search Criteria

Example Value

Description

User Base

OU=Sal es, OU=User s, OU=En-

terpri se, DC=conpany, DC=com

Defines the starting point for the LDAP group
user search in the active directory tree.

(g ™\
Note:
If you use only DC=Ge, bC=com time-
out may occur due to slow system
response. Use the exact cuto avoid

timeout.
. J

User Filter

user Pri nci pal Name={ 0}

Allows the LDAP user (active directory user)
to login into Configuration Hub with their
email address.

User Filter

cn={ 0}

Allows the LDAP user (active directory user)
to login with their display name. This is field
is populated by default.

User Filter

sAMAccount Nanme={ 0}

Allows the LDAP user (active directory user)
to login with their account name (Windows
login name). This is field is populated by de-
fault.

Group Filter

menber ={ 0}

Retrieves the nember & attribute values for
the specific user. This is field is populated by
default.

Max Filter

10

Defines the maximum depth for searching
the LDAP groups. The default value is 10.

For very large systems, set the value to 2 as
it may impact system performance.

Modify SAML Identity Provider

This topic describes how to modify the existing details for a SAML account.

Add SAML Identity Provider (on page 88)

1. Log in to Configuration Hub as an administrator.

2. Go to Proficy Authentication > Security > Identity Provider.
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The existing list of identity providers appear.
3. Select the SAML identity provider you want to modify.
The existing information for the identity provider appears on the DETAILS panel.

4. Select EIH to display the details in a pop-up screen.

DETAILS X

Okta Login Station
Q, Search

Field

> GENERAL @

» OTHER SAML PROPERTIES

The SAML Identity Provider screen appears.

5. You can modify the existing information and save the changes.
6. You can also modify items under OTHER SAML PROPERTIES section. Enter a new value to replace

the existing value.

Delete Identity Provider

This topic describes how to delete identity providers.

Add SAML Identity Provider (on page 88)

1. Log in to Configuration Hub as an administrator.

2. Go to Proficy Authentication > Security > Identity Provider.
The existing list of identity providers appear.

3. Select the identity provider you want to delete.
Additional options appear under the ACTION column.

4. Select EEE then Delete.

Security-Proficy Authentication % OF

Identity Provider ) Groups  Users

Q, Search + @

Identity Providers 1 Type Action o

Okta Login Station
Map Groups

uaa uaa .N
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A message appears to confirm the delete action.

5. Select Delete.

The identity provider record is deleted from the Proficy Authentication database.

Manage Groups

Overview of iFIX Groups in Proficy Authentication

Proficy Authentication provides access to the following security groups for iFIX access:
scada. fi x_shared_| FI X_PROFI CY_AUTH_ADM N, scada. fi x. shar ed. APPLI CATI ON_DESI GNER,
scada. fi x. shar ed. OPERATORS, scada. f i x. shar ed. SUPERVI SORS, and scada. proficy.adm n.

The following descriptions explain the access provided for iFIX groups in Proficy Authentication.

* scada. fi x_shar ed_I FI X_PROFI CY_AUTH_ADM N: This group allows access to all iFIX application
features. Any Proficy Authentication user who is a member of this group will have privileges similar
to a native iFIX ADMIN user (except the access to security areas). Proficy Authentication users who

want to directly log in to iFIX can use this group.
This group is not available by default when you upgrade from iFIX 6.1 or 6.5. You must manually
create this group with all the iFIX application features as needed.

* scada. fi x. shar ed. APPLI CATI ON_DESI GNER: This group allows a user to access Configuration Hub and
provides use of iFIX features such as iFIX connection, database, and model management.

Important:
Be aware that the scada. fi x. shar ed. APPLI CATI ON_DESI GNER group is not available by default
when you upgrade from iFIX 6.1 or 6.5. You must manually create the group with the
required iFIX application features, or update your existing groups to include the following
iFIX application features (if you want users in these groups to have access to and use
Configuration Hub).

> Database Block Add-Delete

o Database Manager

> Database Reload

o Database Save

o Security Configuration

o System Configuration
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To create a new group or modify an existing group, use the iFIX Security Configuration application.

* scada. fi x. shar ed. OPERATCRS: This group provides run mode only access for a user in iFIX.

* scada. fi x. shar ed. SUPERVI SORS: This group provides access to WorkSpace run and configure mode,
as well as access to background task exit, iFIX system shut down, and iFIX system user login.

« scada. profi cy. adni n: This group allows the Proficy Authentication user access to the iFIX
Projects panel and to the Deploy operations from Configuration Hub. This group is for Proficy

Authentication only; this group is not linked to any iFIX group and has no permissions in iFIX.

Overview of Historian Groups in Proficy Authentication

Proficy Authentication provides access to the following security groups for Historian access:

hi storian_enterprise.adnmn, historian_enterprise.user,historian_rest_api.admn,

hi storian_rest_api.read, historian_rest_api.wite, historian_visualization.adnin,

hi storian_visualization.user,ih_archive_admns, ih_audited witers,ih_collector_admns,ih_readers,

i h_security _admins,ih_tag_adnins,ih_unaudited | ogins,andih_unaudited witers.

The following descriptions explain the access provided for Historian groups in Proficy Authentication:

* historian_enterprise. adm n: Provides read/write access to Configuration Hub APlIs.

s historian_enterprise. user: Allows access to Configuration Hub APlIs.

* hi storian_rest _api . adni n: Provides read/write access to public REST API.

* hi stori an_rest _api . read: Provides read access to public REST API.

* historian_rest_api.wite: Provides write access to public REST API.

« hi storian_visualization. adni n: Provides access to Trend Client and the Web Admin console.

* historian_visualization. user: Allows access to Trend Client.

*ih_archive_adnins,ih_audited_witers, i h_collector_adnins,ih_readers,ih_security_adm ns,
i h_tag_adm ns, i h_unaudi ted_|l ogi ns, i h_unaudi ted_writers: Provides access to tables for the

Historian OLE DB provider.
Create Groups
This topic describes how to create new groups in Proficy Authentication.
Log in to Configuration Hub as an administrator.

For example, you can create a group for users who perform the same task on the same resource.
You can have a group of supervisors for each line such as, Super vi sors_Li neA, Super vi sors_Li neB,

Supervi sors_Li neC.
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1. Go to Proficy Authentication > Security > Groups.

2. Select _I_

Security-Proficy Authentication
Identity Pr ::'.-'|c|e‘r Users

Q, Search

Group Name |
clients admin 0
clients.read 1

clients.secrat 0

clients.write 1

The Add Group screen appears.

3. Enter the following details for the new group.

Field Description
Group Name A unique name of the group that does not
match with any existing Proficy Authentication
groups. For example, Super vi sors_Li neA
Description A brief description of the group.

Add Group

Group Name®

Supervisors_LineA

Description

Members to monitor LineA|

Cancel m

4. Select Add.

The group is created successfully.

The newly created group is added to the list of groups on the Groups tab.

Modify Groups

This topic describes how to modify existing groups in Proficy Authentication.
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Log in to Configuration Hub as an administrator.

You can modify a group to:

» Add/Remove Users in a Group (on page 102)
» Add/Remove Sub-Groups in a Group (on page 103)
» Map Groups (on page 99)

1. Go to Proficy Authentication > Security > Groups.
The existing list of Proficy Authentication groups appear.
2. Use any of these options to open a group.
> Double-click the group name you want to modify.
o For the group you want to modify, from its ACTION column, select EEE then Edit.

The group opens in a new tab.

T L GUTTETT S confighub.access-Proficy Authentication

Group

confighub.access -

Member(Users) Mapping Member(Groups)

Q. Search + @&

User Name 1 Orrigir Email
ch_admin uaa ch_admin@test.org
kal_el uaa krypton@gmail.com

phantom uaa devilwolf@gmail. com

3. You can modify the following:

Tab Description

Member (Users) Displays the list of users added to this group. Add/Remove
Users in a Group (on page 102).

Mapping Displays the list of mapped groups for this group. You can add/

remove mapped groups (on page 99).

Member (Groups) Displays the list of sub-groups added to this group. Add/Re-

move Sub-Groups in a Group (on page 103).

Map Groups

This topic describes how to perform group mapping.
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Log in to Configuration Hub as an administrator.

You can map any of the following to a Proficy Authentication group. The users belonging to these groups
gain access to Proficy Authentication, and become a member of the target group.

* UAA groups
* LDAP
« SAML groups

1. Go to Proficy Authentication > Security > Groups.
The existing list of Proficy Authentication groups appear.

2. Double-click and open the group you want to map to UAA/LDAP/SAML groups.
3. Select the Mapping tab.

4. Map UAA groups.

a. From the Identity Provider drop down list, select the UAA record.
The groups from the UAA record appear.

b. Select the check box for the groups you want to map to the Proficy Authentication group
selected in step 2.

c. Select - to move the selected items from Groups to Mapped Groups.

Group
confighub.access -
Member(Users) Mapping  Member(Groups)

Identity Provider

uaa -
Groups Mapped Groups
a
o cloud_controller.admin scim.invite
clients.read uaa.resource
(_
clients.secret
uaa.admin =

clients,admin

The users belonging to the mapped UAA groups are now a member of the Proficy
Authentication group selected in step 2.

5. Map LDAP groups.
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a. From the Identity Provider drop down list, select the LDAP record.

The groups from the LDAP server appear.

b. Select the check box for the groups you want to map to the Proficy Authentication group

selected in step 2.

c. Optional: To search for an LDAP group, enter the keyword in the LDAP Groups Search Filter

field and select Y .

d. Select - to move the selected items from Groups to Mapped Groups.

Member(Users) Mapping Member(Groups)

Identity Pravider
UAA LDAP o

LDAP Groups Search Filter

(objectclass=*) Y
Groups Mapped Groups
] N
CMN=HelpLibraryUpdaters,CN=Users,DC=p... CN=50LServer20055QLBrowserUsersC..
o CN=WSS_ADMIN_WPG,CN=Users,DC=pa,... « CN=3QLServerMSASUserSCWARIRSSVRZ...
' CN=Administrators,CN=Builtin,DC=pa,DC... CN=WSS5_WPG,CN=Users,DC=pa,DC=com
CN=Guests,CN=Builtin,DC=pa,DC=com 2 CN=Users,CN=Builtin,0C=pa,DC=com

CN=Print Operators,CN=Builtin,0C=pa,DC...
CN=Backup Operators,CN=Builtin,DC=pa,...

CM=Replicator,CN=Builtin,DC=pa,DC=com

The users belonging to the mapped LDAP groups are now a member of the Proficy

Authentication group selected in step 2.
6. Map SAML groups.
a. From the Identity Provider drop down list, select the SAML record.

b. To create SAML groups, enter the valid SAML group name in the Add SAML Group field and

select the plus icon.
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Group

cloud_controlleradmin -

wer(lsers)  Mapping  Member(Groups:

Identity Provider
Okta Login Station -

Add SAML Group

Groups

Group Name |

c. Select the check box for the groups you want to map to the Proficy Authentication group
selected in step 2.

d. Select - to move the selected items from Groups to Mapped Groups.

Group

cloud_controlleradmin -

Member(Users) Mapping  Member(Groups)

Identity Provider

Okta Login Station

Add SAML Group
+
Groups Mapped Groups
@ | GroupName ip Name
[w]  corp_group secure_sys_group
v action_group «

cloud_group

If the mapped SAML groups are valid, then all their users become a member of the Proficy
Authentication group selected in step 2.

7. To unmap any of the mapped groups, select and move them back to Groups.
UAA/LDAP/SAML groups are successfully mapped.
Add/Remove Users in a Group
This topic describes how to add or remove users from a group.

Modify a group (on page 98) to add or remove users.
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1. Select the Member (Users) tab.

2. Select _I_
The Map User screen appears.
3. Select the check box for the user account you want to add to the group.

To remove user from a group, clear the check box.

Map User
[ | User List 1
ch_admin
kal_el
mandrake_01
V] phantom

NOTE: Mapping supported for UAA users only.

4. Select Apply.

The users are added to (or removed from) the group.

Add/Remove Sub-Groups in a Group

This topic describes how to add or remove sub-groups from a group.

Modify a group (on page 98) to add or remove sub-groups.

1. Select the Member (Groups) tab.

2. Select _I_
The Group Membership screen appears.
3. Select the check box for the group/s you want to add as a sub-group.

To remove a sub-group from a group, clear the check box.
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Group Membership
(.)\ Search

] GROUPNAME 1
clients.admin
clients.read

v clients.secret
clients.write

v cloud_controller.admin

confighub.admin

cancel m

Important:
Do not select the check box for i gp. st udi oAdmi n group for any users or groups. As this
group is for reserved purposes, make sure no user accounts or groups are assigned to this

group to avoid runtime errors.

4. Select Apply.
The groups are added (or removed) as sub-groups in the group.

The users added to the sub-groups are automatically associated to the main group.

Delete Group

This topic describes how to delete Proficy Authentication groups.

Log in to Configuration Hub as an administrator.

1. Go to Proficy Authentication > Security > Groups.
The existing list of groups appear.
2. Select the group you want to delete.
Additional options appear under the ACTION column.
3. Select EEH then Delete.
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Identity Dmuidsers
Q, Search -+ @

Group Name 1 Members Action

clients.admin 0

clients.read
Edit

clients.secret 0

clients.write 1

cloud controlleradmin 0

A message appears to confirm the delete action. The message also informs if users are
associated to the group being deleted.

4. Select Delete.

The group account is deleted from the Proficy Authentication database.

Manage Users

Create Users

This topic describes how to create new users in Proficy Authentication.

Log in to Configuration Hub as an administrator.

1. Go to Proficy Authentication > Security > Users.

2. Select +

Security-Proficy Authentication

Identity Provider Groups

Q, Search

User Name 1 Email Origin Action
ch_admin ch_admin@test.org uaa
kal_el krypton@gmail.com uaa
mandrake_01 magician@gmail.com uaa
phantom devilwolf@gmail. com uaa

The Add User screen appears.

3. Enter the following details for the new user account.
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Field Description
User Name The user name to log in to Proficy Authentica-
tion.
Password The password to log in to Proficy Authentica-

tion.

Confirm Password

Enter the password again for confirmation.

Email

User's email address.

Add User
User Name*
sys_admin

Email*
pacman@gmail.com
4. Select Add.

The user is created and added to the list of user accounts on the Users tab.

The new user is associated to default Proficy Authentication groups. These default groups

cannot be deleted or modified: approval s. ne, cl oud_control | er. read, cl oud_control | er.wite,

cloud_control |l er_servi ce_perm ssions. read, oaut h. approval s, openi d, password. wite,profile,roles,

scim e, sci m userids, uaa. of fl i ne_t oken, uaa. user, user_attri butes.

Every user/client must possess the following three scopes to access the Security plug-in via Configuration

Hub. If these scopes are not added, then a warning message alerts the user to contact Admin.

Scope

Description

uaa. adm n

This scope indicates that this is a superuser.
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Scope Description

clients.wite This scope resets the Security plug-in's admin
client secret.

password. write This admin scope enables to change the user

password.

o ™\
Note:
This scope is assigned to all the UAA/
LDAP/SAML users by default without the

need to assign manually.

Default ch_adni n has all the three scopes.

For user accounts originating from LDAP or SAML, refer to Add LDAP/SAML Users (on page 107).

Add LDAP/SAML Users

This topic describes how to add LDAP/SAML users to Proficy Authentication.
You must have an LDAP or SAML user account.

Only user accounts created in Proficy Authentication are immediately visible in the users list. LDAP or
SAML users must perform the following steps to create user accounts in Proficy Authentication.

Log in to Proficy Authentication with LDAP/SAML user credentials.
A shadow user is created in Proficy Authentication. and can be subsequently seen in the Proficy

Authentication users list.

The LDAP/SAML user account is added to the list of accounts on the Users screen.
Add/Remove Groups for a User

This topic describes how to modify group membership for existing user accounts.

Create Users (on page 105)

1. Go to Proficy Authentication > Security > Users.
The existing list of user accounts appear.

2. Select the user account for which you want to modify group membership.
The existing information for the user appears on the DETAILS panel.
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3. Select Elz next to the GROUP MEMBERSHIP section.

2

ch_admin

Q, Search

» GEMERAL

~  GROUP MEMBERSHIP @

uaa.admin

scim.write

The Group Membership screen appears.

4. Select the check box for the groups you want to add the user as a member.

To remove a group, clear the check box.

Group Membership
Q Search
] GROUPNAME 1|
clients.admin
o clients.read
clients.secret
v clientswrite
cloud_controller.admin
v confighub.access
Cancel m
! Important:

Do not select the check box for i gp. st udi oAdni n group for any users or groups. As this
group is for reserved purposes, make sure no user accounts or groups are assigned to this

group to avoid runtime errors.

5. Select Apply.

The groups are added (or removed from) for the user.

Note:

If a logged-in user attempts to remove his/her own scopes/groups, the remove operation may fail

and result in an error: Error whil e assigning the group. In such instances, the user should log
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out of the Configuration Hub application and log-in again. We recommend that logged-in users
should avoid removing their own scopes.

Reset User Password

This topic describes how to reset passwords for Proficy Authentication users.

Log in to Configuration Hub as an administrator.

1. Go to Proficy Authentication > Security > Users.
The existing list of user accounts appear.
2. Select the user account for which you want to reset the password.
The option to reset password appears on the DETAILS panel under the PASSWORD section.

Security-Proficy Authentication DETAILS »
Identity Provider  Groups  Users phantom
Q, Search + &
User Name | > GEMERAL
ch_admin ch_admin@test.org uaa 3  GROUP MEMBERSHIP &

kal_el
v PASSWORD
mandrake_01

Last Modified 04/01/2022, 2.
phantom devilwall@gmail com

Last Logon

ResetPassword Rieset

3. Select RESET.
The Password Reset screen appears.

4. Enter the new Password and Confirm Password for the user account.

Password Reset

User Name*®

Password®

........ -
Confirm Password*

5. Select Reset Password to apply the changes.

The password is reset for the user.
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Delete User

This topic describes how to delete Proficy Authentication user accounts.

Log in to Configuration Hub as an administrator.

1. Go to Proficy Authentication > Security > Users.
The existing list of user accounts appear.

2. Select the user you want to delete.
Delete option appears in the ACTION column.

Identity Provider Glol:p

Q_ Search + &
User Name 1 ma Origir
ch_admin ch_admin@test.org 18]
kal_el krypton@gmail. com uaa
mandrake_01 magician@gmail.com uaa
phantom devilwolf@gmail.com uaa
=
n
3. Select 141}

A message appears to confirm the delete action.
4. Select Delete.

The user account is deleted from the Proficy Authentication database.

Windows Integrated Authentication / Auto-login

Windows Integrated Authentication is a new capability added to Proficy Authentication Service from

version 2.5.

When Windows Integrated Authentication or Auto-login is enabled, users logged into any Windows
machine in a domain are able to access Operations Hub and/or hosted Proficy applications without the
need to type in their Windows credentials again. The same Windows logged-in user context is used for
authenticating the user. Based on the user's privileges, access is provided to Operations Hub and/or its
hosted applications.

This document describes the steps to configure the 'Windows Integrated Authentication’ functionality
in an instance of Proficy Authentication service. After configuring auto-login, when you attempt to log

into Operations Hub / hosted Proficy applications, the Select Authentication screen appears (see figure
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below) to choose between st andard Proficy Authentication Login Or Active Directory (W ndows)

I ntegrated Login.

If you choose Active Directory (Wndows) Integrated Login,the authentication option will follow
the new flow and you will not be prompted for providing credentials. Whereas choosing st andar d
Proficy Authentication Logi n will take you through the normal authentication flow and prompt for your

credentials.

e N

Note:

« The auto-login capability is only for authenticating the users. For authorization or access
permissions, you have to configure LDAP IDP. To accomplish this, select the same active
directory service / LDAP server, which brings the authentication service node, application
accessing nodes in the network, and the users seeking auto-login, into the same Windows
scope.

« For configuring LDAP IDP, refer to Add LDAP Identity Provider (on page 76).

Select Authentication

=y i L T T g g
® Standard Proficy Authenticabion Log

Actrve Directory [Windows) Integrated Logn

Standard Proficy Authenti- | Choose this option if you want to use the standard login (username/pass-

cation Login word or SAML).

This is a regular login, which is based on username/password, including
LDAP, or SAML.

Active Directory (Win- This option appears only if Windows auto-login is configured.

dows) Integrated Login
This allows to automatically log into Operations Hub using the user's do-

main login session that was used to log in to Proficy Authentication.

Don’t ask me again Select this check box, if you don't want to display the Select Authentication

screen every time you login.
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The system remembers the last selected authentication (between regular

and autologin) and applies it for future logins.

With Don’t ask me again enabled, you can clear the last selected authenti-
cation only during logout.

You have logged out

.

ou should now close the browser
or click here to login again.

You may also click here to clear the
previgusly selected authentication option.

Select You may also click here to clear the previously selected authentica-
tion option to clear the saved selection. Once cleared, the clearing option is
hidden from the logout screen.

Select click here to login again to return to the login page.

Defer

Select to dismiss this screen, and skip selecting an authentication. You
have the choice to select authentication next time you login.

To configure Windows Auto-login, an administrator performs the following tasks only for the first

time. The first task is performed on all the participating nodes (Active Directory service node, Proficy

Authentication service node, and the client nodes). The second and third are performed on the

Windows Active Directory Server machine. The fourth task is performed on the machine where Proficy

Authentication is installed.

1. Configure Security Policy (on page 113).

2. Create a service principal for your user account (on page 115).

3. Generate the Kerberos keytab file (on page 118).

4. Update the Proficy Authentication .yml file (on page 121).

5. Add LDAP Identity Provider (on page 76) for the Active Directory service used in Steps 2 and 3.

Note:

Users logging into DPM products using Windows Auto-login are authorized / get the

scopes based on the LDAP configuration performed in Step 5.
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To configure the browser settings for Windows Auto-login, the following task is performed on the end-user

machine.

« Configure the browser settings for Kerberos authentication (on page 122).

Figure 1. Windows Auto-login - Deployment Topology and Configuration

ex’ uaa test.ge.com

All the three participating nodes are in the same realm

______________ Windows Server hosting

Active Directory Service / KDC

Actions :

1. Ensure that the security pelicy setting
Network security: Configure encryption types
allowed for Kerberos' is set to same

encryption types as it is on Proficy
Authentication Service node and the Client
node(s).

Authentication service

3 Generate a keytab file with the SPN

Client node ing Proficy-A ication Service — — — —

from Browser

Actions :

1. Ensure that the security pelicy setting for Wetwork
security: Configure encryption types allowed for Kerberos'is
set to same encryption types as it is on Active Directory
server and the Proficy Authentication service node.

2. Launch Internet Explorer and open 'Internet Options’
3. Open "Security’ tab and select 'Local Intranat’.

4. Click the "Sites’ button and add the url of the

Proficy Authentication service to the existing

sites list.
5. For the Windows Integrated Authetication use
UseKerbAuth' query paramater while accessing the Proficy
Authentication Service URL, like
hitps:/fqdnoftheproficyauthneticationservice/uaa/?
UseKerbAuth=true

Configure Security Policy

|
|
|
1
|
|
|
|
|
| 2 Generate SPN for the Proficy
|
|
|
|
|
|
|
|
|
|

Windows Server hosting Proficy Authentication Service

Actions :

1. Ensure that the security pelicy setting for Network sscurity: Configure
encryption types allowed for Kerberos'is et to same encryption types as it is on
Active Directory server and the Client nods(s).

2. Copy the keytab file from AD server and paste on this machine
in any path.

3. Edit the section kerberos' in the uaa.yml file (C\ProgramData\GE\Operations
Hubluaa-config) with SPN name (generated on the Active Directory server ) and
local keytab file location.

4. Using the Security Administration Toel or Security plug-in in ConfigHub configure
the same Active Directory server as LDAP IDP.

This topic describes how to configure security policy setting associated to Kerberos authentication.

It is possible that you may not have access to your computer’s local security policy settings, if it is

governed by a group policy (controlled by your domain administrator). In any case, make sure that these

security options are enabled for your computer.

If your environment is not governed by a group policy, then follow these steps to configure local security

policy:
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1. To access Local Security Policy, enter secpol . msc in Windows Run dialog and select OK.

Run

X

Type the name of a pragram, folder, document, of Intemet |

resource, and Windows will open it for you.

Open:

i‘; Local Security Policy
File Action Wiew Help
= 2m XE

T Security Settings
4 Account Policies
~ g Local Policies
A Audit Policy
» U@ User Rights Assignment
» & Security Options
1 Windows Defender Firewall with Advar
. Metwork List Manager Policies
|| Public Key Policies
| Software Restriction Policies
1 Application Control Policies
&, 1P Security Policies on Local Computer
Advanced Audit Policy Configuration

B m

Policy

<. Network access: Remotely accessible registry paths and sub-paths
3 Network access: Restrict anonymous access to Named Pipes and ..
L., Network access: Restrict dients allowed to make remote calls to 5.
5 Netwerk access: Shares that can be accessed ananymously

4 Network access: Sharing and security model for local accounts

L Network security: Allow Local System to use computer identity for
s, Network security: Allow LocalSystem NULL session fallback

., Network security: Allow PKU2U authentication requests to this co..
Network security: Configure encryption types allowed for Kerberos
_.;_:] Network security: Do not store LAN Manager hash value on next -
j;i Network security: Force logeff when logon hours expire
3 Network security: LAN Manager authentication level

5 Network securitv; LDAP dient sianina requirements

security policy setting.

selection is same across all the participating nodes.

. Navigate to Security Settings > Local Policies > Security Options.

- [n] =

Security Setting -
System\CurrentContralS.
Enabled

Not Defined

Classic - local users auth..
Disabled

Not Defined

Disabled

AES128_HMAC_SHATAES.
Enabled

Disabled

Send NTLMV2 response .
Require signing

. Double-click and open Net wor k security: Configure encryption types allowed for Kerberos

. Select the valid encryption types that you want to use as shown in the figure. Ensure that the

You can select either AES128_HVAC_SHAL or AES256_HMAC_SHA1 as the encryption type. Also select the

Future encryption types option.
| Network security: Configure encryption types allowed for .. 7 X
Local Security Setting  Explain

? Network security: Configure encryption types allowed for Kerbercs

e
RC4_HMAC_MD5
AES128 HMAC SHA1 O
AES256_HMAC_SHA1 =]
Future encryption types = I

Cancel Apply
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Note:
In our current documentation, we use AES256_HMAC_SHA1 encryption type in our example
code to generate the keytab file (on page 118).

For more information refer to Microsoft documentation on security policy settings.

Create Service Principal Name

This topic describes how to create a service principal name.


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn452420(v=ws.11)#to-configure-a-setting-for-your-local-computer
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« Create a dummy user account on the Active Directory Server node to represent the Proficy
Authentication application in the active directory registry. Make sure to implement these settings
for the account:

o It is mandatory user is a member of the domain user group. Refer to Microsoft
documentation for more information.

o Set the account password to never expire. To do so, access the domain user account
properties dialog: Account > Account options > Password never expires.

File Action View Help
o M@ {0 XE Gz Hrm 3RETE%R
|| 3 Active Directory Users and Comgl| [
= W. Fl| Nam service Account Proficy SPN Autologin Properties ? x|
| Saved Queries a
. St oy |H%.G  Published Certificates  Member Of  Password Replication  Diakin  Object 1
= Buiftn &gﬁ Security Environment Sessions Remote control h
= CDmpf"ters Bq Remote Desktop Services Profile COM#+ Attribute Editor
e Domain Coptrollers &BG General Address  Account Profile Telephones Organization
2. Enterprise '-'E
| ForeignSecurityPrincipals &G User logon name:
1 Keys &g @uastestad ge.com -
| LostAndFound
" i User logon name (pre-Windows 2000): |
| Managed Service Accoun &g UMTI:ST'. ¢ ) e [
51 MFG E) H STV icyS|
1 P Dat K if
i iolibai s [ !? Logon Hours... Log On To...
| System Sk u
| Users ’:B N
| NTDS Quotas 2} n  []Unlock account
" TPM Devices &n
E) n Account options:
3, N [_] User must change password at next logon [
&N [_] User cannot change password
& P [ Password never expires
% Pl || Store password using reversible encryption v if
[ % R Account expires h
EB R W
E} ® Never
S|
s End of: 02 March 2023
&
s
Bs |
ke [k ] com [ [ 00y Hep
. gall ok



https://learn.microsoft.com/en-us/microsoft-desktop-optimization-pack/medv-v1/how-to-configure-a-domain-user-or-groupmedvv2#how-to-add-a-domain-user-or-group
https://learn.microsoft.com/en-us/microsoft-desktop-optimization-pack/medv-v1/how-to-configure-a-domain-user-or-groupmedvv2#how-to-add-a-domain-user-or-group
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+ Configure Security Policy (on page 113)

File Action View Help
& 2/ {0 XEdz B PaEvads
T

: Active Directory Users and Comp ma Tuna Dacrrintinn
Saved Queries uaaautologin Properties ? X
v 33 uaatestad.ge.com
_ Builtin Organization ~ Published Certificates =~ Member Of  Password Replication
| Computers Dialin Object Security Enwi t Sassi
2 Domain Controllers Remote control  Remote Desktop Services Profile COM+  Attribute Editor
2. Enterprise General  Address  Account Profle  Telephones Delegation
| ;Z;e:gnSecuntyPnncupals User logon name:
_- LostAndFound HTTP/uaaautologint dgec @ d.ge.com i
. Managed Service Accoun User logon name (pre-Windows 2000):
:— Program Data UAATEST\ uaaautalogin
| System
:_ Users Logon Hours... Log On To...
_ NTDS Quotas
| TPM Devices

["] Unlock account

Account options:

[_] Use only Kerberos DES encryption types for this account A
[] This account supports Kerberos AES 128 bit sncryption.
[] This account supports Kerberos AES 256 bit encryption.

[] Do not require Kerberos preauthentication o
Account expires
®) Never
End of: 27 Januwary 2023

0000 00 00 8 00 02 00 02 5 5 08 36 08 8 00 00 00 06 00 88 00 00 56 3B B 00 00

< > |

Note:
Delete existing SPNs, if any. Refer to Useful SPN commands (on page 127).

You must be an administrator to perform this task.

1

. Log in to your Active Directory machine.

2. Open the Windows Command Prompt application.

3. Run the following command replacing with the appropriate code: set spn - S HTTP/ <FQDN> <user

account >
Code Replace With
<FQD\> Fully Qualified Domain Name (FQDN) of the server on which Proficy
Authentication service is running.
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Code

Replace With

For example, HTTP/ wi n16- phant omhost . uaat est ad. ge. cOMAAATESTAD-
. GE. Com

o ™\
Note:
These should be in capital letters:
° HTTP

o UAATESTAD. GE. coM(the domain name that follows @)

- J/

<user account>

Dedicated dummy user account created for Proficy Authentication

service.

For example, ghost 1.

Based on the above examples, your code should look like this: set spn - S HTTP/ wi n16-

phant omhost . uaat est ad. ge. COm@QJAATESTAD. GE. COM ghost 1

The service principal name (SPN) is created.

Generate Keytab File (on page 118)

Generate Keytab File

Generate the Kerberos keytab file.

Create Service Principal Name (on page 115)

You must be an administrator to perform this task.

1. Log in to your system and open the Windows Command Prompt application.

2. Run the following command replacing with the appropriate code: kt pass -out <filename> -princ

HTTP/ <servi ce pinci pal name> - mapUser <user account> -mapQp set -pass <password> -Crypto AES256-

SHAL - pType KRB5_NT_PRI NCl PAL

Code

Replace With

<fil enane>

Name of the keytab file.

Note:

Keytab file name can be any given name.
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Code

Replace With

The file is created at the default location. You also have the option
to specify an absolute path for file creation. For example, - out c:

\ Docunent s\ nyskul | cave. keyt ab.

<servi ce pincipal nane>

Enter the service principal name that was created in the following
format: HTTP/ wi n16- phant omhost . uaat est ad. ge. com@JAATESTAD. GE-

. Cov

<User account>

Enter the same dummy user account that was used during creating
the service principal name.

For example, ghost 1.

- ™
Note:
If you want to use a different user account, delete the ex-
isting user account, (or) rename the logon name in the

user account.
- /

<passwor d>

Proficy Authentication dummy user account password.

AES256- SHA1

Encryption algorithm you want to use.

Note:

GE recommends AES256- SHA1. But you can also use

AES128- SHAL.

KRB5_NT_PRI NCI PAL

Encryption type you want to use.

If the keytab is successfully created, the log should look something like this:

C:\ User s\ Admi ni strat or >kt pass -out c:\ Tenp\ SACH NJOHUB21VM uaat est ad. ge. com keytab -princ

HTTP/ SACHI NJOHUB21VM uaat est ad. ge. COmM@JAATESTAD. GE. COM - mapUser Mark -mapOp set -pass Gei 32litc -crypto

AES256- SHAL - pType KRB5_NT_PRI NCl PAL

Targeting domain controller:

uaat est ad. uaat est ad. ge. com

Usi ng | egacy password setting nethod

Successful | y napped HTTP/ SACH NJOHUB21VM uaat est ad. ge. com to Mark.

Key created.

Qut put keytab to c:\Tenp\ SACH NJOHUB21VM uaat est ad. ge. com keyt ab:

Keytab version: 0x502
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keysi ze 105 HTTP/ SACH NJOHUB21VM uaat est ad. ge. cCom@AATESTAD. GE. COM ptype 1 (KRB5_NT_PRI NCl PAL) vno 3 etype 0x12

(AES256- SHA1) keyl ength 32 (0x3f b2a2824864a6b3617bf a4a6458af 83534ef db8a3eac08b02316cce9c4ee’f c)

Example of a failed log:

C:\ W ndows\ syst enB2>kt pass -out c:\Tenp\w nl6-sachi n. uaat est ad. ge. com keytab -princ
HTTP/ wi n16- sachi n. uaat est ad. ge. com@QJAATESTAD. GE. COM - mapUser John - mapQp set -pass Cei 32litc -crypto
AES256- SHAL - pType KRB5_NT_PRI NCl PAL

Targeting domain controller: uaatestad. uaatestad. ge.com

Usi ng | egacy password setting nethod

Failed to set property 'userPrincipal Nane' to 'HTTP/wi n16-sachi n. uaat est ad. ge. COm@AATESTAD. GE. COM on Dn
' CN=John, CN=User s, DC=uaat est ad, DC=ge, DC=coni : 0x13.

WARNI NG Failed to set UPN HTTP/wi nl16-sachi n. uaat est ad. ge. COmM@QJAATESTAD. GE. COM on
CN=John, CN=User s, DC=uaat est ad, DC=ge, DC=com

kinits to 'HTTP/w nl6- sachi n. uaat est ad. ge. COm@QAATESTAD. GE. COM wi Il fail.

Successful |y mapped HTTP/ wi n16-sachi n. uaat est ad. ge. com t o John.

Key created.

Qut put keytab to c:\Tenp\w nl6-sachin. uaat est ad. ge. com keyt ab:

Keyt ab version: 0x502

keysi ze 102 HTTP/ wi n16- sachi n. uaat est ad. ge. COMQAATESTAD. GE. COM ptype 1 (KRB5_NT_PRI NCI PAL) vno 9 etype 0x12

( AES256- SHA1) keyl ength 32 (0x8b551a22050935e9ace848cachacc86a4eb845e63b6461d4f 31b7d815158cf 6¢)

You can also do the following to verify if the service principal is mapped to the dummy account, and a
keytab is created:

1. Go to Active Directory Users and Computers > Users.
2. Access the properties of the user account for which you created the keytab file.

3. On the Account tab, verify User logon name. is pointing to your service principal name.
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T Active Directory Users and Compd | ame Tipe Deseription
: - Saved Oueries Eﬂdmirislre'lot User Built-in account for admin.
~ B vsttadgecon: B plowed RODC Password Rep.. SecurityGroup . Members inthis group ca.
X - g:::;nm ECm Puiblishers Secunty Group . Members of this group ar.
y ;_. Domain Controllers gclmﬂhlr Domain Contrellers  Secunty Group - Members of this group the
. . E, Denied RODC Password Repl_  Security Group . Members inthi .
» 2] Enterprise | prafuss Properties ) ®
» B Foreignsecuritybrindpals B2, Dretdrnins Security Group = DNS Admiristr
1 Keys B2, BrsUpdateProxy Security Group - DNS clientswh o Publishod G Member Of  Passwond Repication
> [ LestAndFound B2, Domain Admins Secunty Greup —  Designated ad) Diakin Oject Securty Envionment Spstions
i | Managed Senice Accaunt gﬂomin(omputers Security Group - All workstation  Remole contrel Remole Deskiep Sendces Profie  OOMs+  Aliribute Editor
» [ Program Data gli)omain{orlmllers Security Group . All domaincon  Genesal Address Hcoounk Profia Telaphans Dalegation
s B System B2 Domain Guests Security Group . All domain gue
| Users EDurminUsm Secunity Group - All domain use
1 NTDS Quatas Eimcfprise Admins Security Group . Designated ad) L
1 TPM Devices Eimwrisr Ky Admire SecurityGroup - Members of thi UsSer iogon name (pré-Windows 2000}
Einl:rpriw Read-only Domain.  Secunty Group . Members ofthi UAATEST, profuss
&, Gaurd1 User
R, GeOpHublreTrustStoreMana_  Security Group _  Members inthi Logan Hours... Log OnTo..
B2, Group Policy Creator Owners  Security Group _ Members inthi
aﬁmum Secunty Group - [ Undoek aceourit
B Group2 Security Group _
B Groupa Security Group Agoount options:
35”""’2 User [ wsar misst changs passaond &t nast kogon )
2, Guard User ] User canmot changs password
B Guest User Built-in accound ] Password naver expies
&, HarishTest User ] Ston passwind using mwersble enaypion v
EK:V Aadmire Security Group . Members of th
E,_-krblgl. User Key Distributio w“w
2, MainGroup Security Group _ @ Never
sMal* User 2 End of 08 May D022
& Markliser User
5masmwnhal Liser
& NaveenTest2 User
& profuaa User o Cancel Apply Help
Eﬁmwd Users Security Group . Members. of this group ar.
EPAS and 145 Servers Security Group . Servers in this group can -
Eﬂmd-nrly Domain Controllers  Secunty Group - Membiers of this group ar
B, sachinfromuaatestad User
B cachintestgroup Security Group -

- Copy the keytab file on the machine, where Proficy Authentication is installed.
- Update the Proficy Authentication uaa.yml file (on page 121).

Proficy Authentication Service Configuration

This topic provides steps to update the Proficy Authentication uvaa. ym file.

Make sure you have completed the following tasks:

- Generate Keytab File (on page 118).

« Copy the keytab file from the Active Directory server, and paste it anywhere on the Proficy
Authentication machine.

 Make a note of the keytab file location on the Proficy Authentication machine.
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You must be an administrator to perform this task.

1. Log in to the computer machine where Proficy Authentication is installed.
2. Access the uaa. ymi file.
The file is located at C: \ Pr ogr anDat a\ Pr of i cy\ Oper ati ons Hub\ uaa- confi g\ uaa. ym
3. To modify, open uaa. ym in any text editor.
Example: Notepad++
4. Search for ker ber os and enter values for the following keys:

service-principal Enter the service principal name. For more information, refer to Create

Service Principal Name (on page 115).

keytab-location Enter the location path where you copied the keytab file on this ma-
chine.

For example:

ker ber os:
servi ce-principal: HTTP/ wi n16- phant omhost . uaat est ad. ge. cCOm@AATESTAD. GE. COM

keytab-location: 'file:///C:/ProgranData/ GE/ Proficy Authentication/uaa-config/ nyskullcave. keyt ab’

5. Save and close the modified file.
6. Restart the GE Proficy Authentication Tontat Wb Server Service.
a. Access the Windows Run dialog.
b. Enter servi ces. nsc to open the Services screen.
c. Right-click GE Proficy Authentication Tontat Wb Server and select Restart.

The Proficy Authentication service configuration is updated .
Configure Browser
Configure the browser settings for Kerberos authentication.

Windows Auto-login works if the following tasks are accomplished.

« Create Service Principal Name (on page 115)
 Generate Keytab File (on page 118)
- Proficy Authentication Service Configuration (on page 121)

The steps describe how to configure the browser settings on Internet Explorer (IE). Since IE settings are
shared by Chrome, you do not have to configure it separately for the Chrome browser.
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Important:

Windows Auto-login is not supported on the node where the Proficy Authentication service is
running. To enable auto-login, configure the browser settings on a node different from the Proficy
Authentication service node.

1. Go to Control Panel > Internet Options
The Internet Properties dialog appears.

2. On the Security tab, select Local intranet > Sites.
The Local intranet window appears.

3. Select Advanced.

4. In Add this website to the zone, enter the URL of the Proficy Authentication service, and then select
Add.

&* Local intranet X

Wl  You can add and remove websites from this zone. All
websites in this zone will use the zone's security settings.

Add this website to the zone:
https://win16-phantomhost.uaatestad.ge.com|

Websites:
*.ad.sys ~ Remove
*.alstom.com
*.eqlals.lan
10.93.16.101
10.93.16.149 ~
"1 Require server verification (https:) for all sites in this zone

Close

5. Select Close.
6. Select OK to close the open windows.

Kerberos supported SPNEGO authentication is enabled on your IE browser.

For Windows Auto-login, use UseKer bAut h query parameter while accessing the Proficy Authentication

service URL. For example, https://FQDN of the Proficy Authentication Service Node/ uaa/ ?UseKer bAut h=t rue

Troubleshooting Error Logs
This topic describes Windows Auto-login success/failure scenarios.
User logs in successfully

Verify the uaa. | og if the TGT/Kerberos token is generated properly. It should start with YII. You can ignore

the lengthy token value in the log entries.
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[2022-02-22 19: 29: 41. 949] cl oudf oundry-identity-server - 14188 [http-ni 0-9480-exec-8] ....
DEBUG --- SpnegoAut henti cati onProcessingFilter: Received Negotiate Header for request

https://w nl6-sachi n. uaat estad. ge. comf uaa/: Negotiate Yl | H/QYGKWY***** %%

A local Windows (non-domain) user attempts Windows Auto-login (using query
parameter in the URL) from a domain member machine

Browser displays an error. The error message also appears in uaa. | og. The following error appears when
attempting to login with domain name in the URL.

HTTP Status 500 — Internal Server Error

W7 Exception Report

[T Serviet.init() for serviet [spring] threw exception

[T The server encountered an unexpected condition that prevented it from fulfilling the request.
Exception]

javax.servlet.ServletException: Servlet.init() for servlet [spring] threw exception
org.apache.catalina.authenticator. AuthenticatorBase. invoke(AuthenticatorBase. javaz 5
org.apache.catalina.valves. ErrorReportvalve. invoke(ErrorfeportValve. java:92)
org.apache.catalina. valves. AbstracticcessLogvalve., invoke(AbstractAccessLogValve. jay
org.apache.catalina.valves. RemoteIpValve. invoke(ResoteIpValve . java: 769}
org.apache.catalina.valves.rewrite.RewriteValve. invoke (RewriteValve. java: 289)
org.apache.catalina.valves.RequestFiltervValve. process(RequestFilterValve.java:378)
org.apache.catalina.valves. Remotedddrvalve. invoke{Remotedddrvalve. java: 56)
org.apache.catalina. connector . CoyoteAdapter . service (Coyoteadapter. java: 357)
org.apache. cayote. httpll HttpllProcessor.service(HttpliProcessor, java:382)
org.apache.coyote.AbstractProcessorLight . process(AbstractProcessorlight. java: 65)
org.apache.coyote.AbstractProtocol$ConnectionHandler. process (AbstractProtocel. java:
org.apache. tomcat.util.net.NicEndpointfSocketProcessor . doRun{NicEndpodint . java: 1722 )
org.apache. tomcat.util.net. SocketProcessorBase . run( SocketProcessorBase. java:43)
org.apache. tomcat . ut il.threads ., ThreadPoolExecutor . runkarker [ ThreadPeolExecutor. java
org.apache, tomcat.util, threads. ThreadPoolExecutorforker, run{ThreadPool Executor, jav
org.apache.tomcat.util. threads. TaskThread$WrappingRunnable. run(TaskThread. java:6l)
java.base/java.lang.Thread. run{Unknown Source)

Root Cause

java.lang.Illegal5tateException: Listeners camnot be added to context [fuwaa] as the context
org. cloudfoundry . ident ity .vaa. impl . config. vamlServletProfileInitializer.initialize(
org.clovdfoundry. ident ity.uaa. impl . config. YamlServietProfileInitializer. initialize(
org. springframework . web . servlet . FraneworkServlet. applyInitializers(FrameworkServiet
org. springframework . web.servlet . FrameworkServlet . configureAndRefreshiebApplicationd
org. springframework.web.servlet.FrameworkServlet. createWebApplicationContextFramew
org. springframework .web.servlet .Frameworkservlet.createWebipplicationContext(Framew
org. springframework web. servlet . FraseworkServlet. initWebApplicationContext (Framewor
arg. springframework . web . servlet  FraseworkServlet . initServietBean( FrameworkServlet.
org. springframework . web.servlet HttpServletBean. init(HttpServletBean, java:17a)
javax.servlet.GenericServlet.init(GenericServlet. java:158)
org.apache.catalina.authenticator. AuthentlcatorBase. invoke(AuthenticatorBase. javaz 5
org.apache.catalina.valves.ErrorReportValve. invoke(ErrorfeportValve. java:92)
org.apache.catalina.valves. AbstractAccessLogvalve . invoke(AbstractAccesslogValve. jav
org.apache.catalina.valves.RemotelpValve. invoke(RemoteIpValve. java: 769)
org.apache.catalina.valves.rewrite.RewriteValve. invoke (RewriteValve, java: 285)
org.apache.catalina.valves.RequestFiltervalve. process(RequestFilterValve.java:378)
org.apache. catalina.valves. Remotedddrivalve, invoke| Remotesddrvalve . Java: 56)

The following error appears when attempting to login with non-domain name in the URL.
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& HTTP Stabus 500 - Infernal Serve X -+

L ' & Notsecure | hitpsywin16-sachin/uaa/TUseKerbAuth=true

i ohpps 0 XU LOGN @) OpHub 254 I Autologin Uas 254

HTTP Status 500 — Internal Server Error

[T Sendetinit() for sendet [spring] theew exeption
[T The server encountered an unexpected cordition that preverted it from fulfilling the request.
Exception

javax.servlet ServigtException: Servlet.init{} for servliet [spring] threw exception
orgapache. catal ing, suthenticator. duthent icatorBase. irvoke(AuthenticatorBase, java;548)
org.apache.catalina.valves.ErrorReportValve. invoke(ErrorReportValve . java: 52)
org. apache. catal ina, walves abstractacces slogialve. invoke{dbstractaccesiLogvalve. fava: 687)
org.apache. catalina, valves Resctelpvalve . inveke(RescotelpValve. java: 769)
org.apache. catal ina. valves.rewrite Rewritevalve. invoke{Rewritevalve . java: 289)
org.apache. catalina, valves RequestFilteryalve. precess (RequestFiltervalve, java: 378)
org.apache. catal ina. wvalves . RemoteAddrval ve . invoke | Remotedddrvalwe . java: 56
arg. apache.catalina, comnector, Eﬂ,ﬂtl‘”dﬁltﬁlﬂ service[Coyotaddapter. j-&\'a 1357)
org.apache. coyote. httpll Httpllfrocessor . service{HttpllProcessor. java:382)
arg. apache, coyate, AbsTrac EP‘I‘D{!iSﬂI‘L]‘h‘E process{Abstras EPI‘D(!SMI‘L]SHE " jan-a.-. 65
arg.apache. coyote. AbstractProtocol$Connect ionHandler . process{AbstractProtocol . javaz895)
argapache. toncat  util.net. HioEndpoint$5et ketProcessor . doRun{NioEndpadnt. java:1722)
org.apache. tomcat . util net . SocketProcessorBase . run{SocketProcessorBase. Java 149)
org. apache. tomcat.util. threads . ThreadfoolEvecutor. runkorker| ThreadPool Executor. java:1191)
org . apache. tomcat, util  threads . ThreadPoo lExecutoriborker . run| ThreadPoolExecuter . Java:659)
org.apache. tomcat . util.threads . TaikThreaddurappingAunnable. runi{ TaskThread . javaz 61)
java.base/java. lang. Thread . run{Unkrown Source)

koot Causs

java.lang.IllegalstateException: Listeners cannot be added te context [fuaa] as the context has been imitialised
org.cloud foundry. identity. uaa. impl .config. YamlServletProfilelnitializer.initialize(YanlServletProfilelnitializer. favaz B8)
org. cloudfoundry. Identity. usa. iepl . config. vanlServletProfilelnitializer. initialize(YanlServietProfilelni tial izer. fava:54)
org.springframework . web. serviet.FrameworkServlet .applylnitializers{FrameworkServiet . javaz héd)
arf . Springfrastwork  web, serviet, FrasewerkServlet, conf ijureindRefreshidebippl icationfontext{FraseworkSery et fava: 7al)
arg.springframwork . web. servlet. Framewor kServlet . createsebappl icationContext( FrameworkServilet. java t668)
arg . ipringfrasework . web, serviet. Frasewor kServlet, createlebippl icationCont et [ FrameworkServlet, Java: 716)
arg.springfrasewori . web. serviet. FramoworkServlet . indteebappl icationContext( FrameworkServlet. javazs9l)
arg . ipringfrasework  web, serviet. Frasewor kServiet, initServietBean( Frasewor kServlet, favaz530)
org . springfrasework . web. serviet HttpServletBean. inlt{HttpServietBean. java:17a)
javax . fervlet GenerlicServlet  dnit{GenericServliet. favaz158)
org.apache. catalina, authenticator. AuthenticatorBase. irvoke(AuthenticatorBase. java:548)
org.apache. catal ina. wvalves . ErrorReportialve. invoke{ErrorReportvalve . Java: 5i)
arf.apache. cataling, va Ives . AbSTractAccess L-'}s"i'll\'e-. irvoke{Abstrac tﬂt{éiil{lﬂﬂlﬂ. favaz687)
org.apache. catalina. valves . Remotelpvalve . invoke| RemotelpValwe. java: 769)
argapache. catal ina, valves . réwrite, RewriteValve. invoke|Rewr itevalve . java: 289)
org.apache. catal ina. wvalves . RequestFiltervalve. process ([ RequestFllterValve. Java:378)
arg.apache. catal ina, walves . Remoteiddrval ve . invoke| Remotedddrvalve . java: 56)
1357%

Bad or missing keytab file (or) Bad SPN in uaa. yni file

The following errors appear in uaa. | og.

[2022-02-21 19: 09: 21. 839] cl oudf oundry-identity-server - 13956 [http-nio-9480-exec-8] .... ERROR ---
Dynani cKer ber osAut hent i cati onManager: Kerberos validation not successful. Encountered Bad Credentials Exception :
Ker beros validation not successful

[2022-02-21 19: 09: 21. 839] cl oudf oundry-identity-server - 13956 [http-nio-9480-exec-8] .... ERROR ---
Dynani cKer ber osAut hent i cati onManager: Kerberos validation not successful. Encountered Bad Credentials Exception :
Kerberos validation not successful

[2022-02-21 19: 09: 21. 839] cl oudf oundry-identity-server - 13956 [http-nio-9480-exec-8] .... ERROR ---

Dynani cKer ber osAut hent i cati onManager: Root cause for Kerberos validation failure : null
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[2022-02-21 19: 09: 21. 839] cl oudf oundry-identity-server - 13956 [http-nio-9480-exec-8] .... ERROR ---
Dynani cKer ber osAut hent i cati onManager: Root cause for Kerberos validation failure : null
[ 2022-02-21 19: 09: 21. 839] cl oudf oundry-identity-server - 13956 [http-nio-9480-exec-8] .... ERROR ---
Dynami cKer ber osAut hent i cati onManager: Root cause for Kerberos validation failure : Defective token detected (Mechani sm
| evel : GSSHeader did not find the right tag)
[2022-02-21 19: 09: 21. 839] cl oudf oundry-identity-server - 13956 [http-nio-9480-exec-8] .... ERROR ---
Dynani cKer ber osAut hent i cati onManager: Root cause for Kerberos validation failure : Defective token detected (Mechani sm
| evel : GSSHeader did not find the right tag)
[2022- 02-21 19: 09: 21. 839] cl oudf oundry-identity-server - 13956 [http-ni o-9480-exec- 8]
WARN --- SpnegoAut henti cati onProcessingFilter: Negotiate Header was invalid: Negotiate
Tl RMTVNTUAABAAAAI 4| | 4gAAAAAAAAAAAAAAAAAAAAAKADK 4 AAAADW==
org. springframework. security. aut hentication. BadCredenti al sException: Bad Credentials excpetion. It could be due to

keytab file and the SPN configuration.

Crypto Mismatch

A crypto mismatch occurs if the encryption algorithm specified while using kt pass. exe to generate keytab
does not match what is supported by the service account.

[2022-02-22 11:39:18.326] cloudfoundry-identity-server - 6084 [http-nio-9480-exec-3] .... ERROR ---
Dynani cKer ber osAut hent i cati onManager: Kerberos validation not successful. Encountered Bad Credentials Exception :
Kerberos validation not successful

[2022-02-22 11:39:18.326] cloudfoundry-identity-server - 6084 [http-nio-9480-exec-3] .... ERROR ---
Dynami cKer ber osAut hent i cati onManager: Kerberos validation not successful. Encountered Bad Credential s Exception :
Ker beros val i dation not successful

[2022-02-22 11:39:18.326] cloudfoundry-identity-server - 6084 [http-nio-9480-exec-3] .... ERROR ---
Dynani cKer ber osAut hent i cati onManager: Root cause for Kerberos validation failure : null

[ 2022-02-22 11:39:18.326] cloudfoundry-identity-server - 6084 [http-nio-9480-exec-3] .... ERROR ---
Dynamni cKer ber osAut hent i cati onManager: Root cause for Kerberos validation failure : null

[2022-02-22 11:39:18.326] cloudfoundry-identity-server - 6084 [http-nio-9480-exec-3] .... ERROR ---
Dynami cKer ber osAut hent i cati onManager: Root cause for Kerberos validation failure : Failure unspecified at GSS-API
| evel (Mechanismlevel: Invalid argunment (400) - Cannot find key of appropriate type to decrypt AP-REQ - RC4 with
HVAC)

[ 2022-02-22 11:39:18.326] cloudfoundry-identity-server - 6084 [http-nio-9480-exec-3] .... ERROR ---
Dynamni cKer ber osAut hent i cati onManager: Root cause for Kerberos validation failure : Failure unspecified at GSS-API
| evel (Mechanismlevel: Invalid argument (400) - Cannot find key of appropriate type to decrypt AP-REQ - RC4 with

HVAC)
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[ 2022-02-22 11:39:18.326] cl oudfoundry-identity-server - 6084 [http-nio-9480-exec- 3]

Dynani cKer ber osAut hent i cati onManager: Root cause for Kerberos

find key of appropriate type to decrypt AP-REQ - RC4 with HVAC

[2022- 02-22 11:39:18.326] cloudfoundry-identity-server - 6084 [http-nio-9480-exec- 3]

Dynami cKer ber osAut hent i cati onManager: Root cause for Kerberos

ERROR -- -

validation failure : Invalid argunment (400) - Cannot
ERRCR - - -

validation failure : Invalid argunent (400) - Cannot

find key of appropriate type to decrypt AP-REQ - RC4 with HVAC

Clock skew between client and server

The following errors appear in uaa. | og.

[2022-02-19 13: 14:55.556] cloudfoundry-identity-server - 14532

Dynami cKer ber osAut hent i cati onManager: Root cause for Kerberos

[ 2022-02-19 13: 14: 55.556] cl oudf oundry-identity-server - 14532

Dynani cKer ber osAut hent i cati onManager: Root cause for Kerberos

[ 2022- 02- 19 13: 14: 55.556] cl oudf oundry-identity-server - 14532

Dynami cKer ber osAut hent i cati onManager: Root cause for Kerberos

I evel (Mechanismlevel: Cock skew too great (37))

[2022- 02- 19 13: 14: 55.556] cl oudf oundry-identity-server - 14532

Dynani cKer ber osAut hent i cati onManager: Root cause for Kerberos

I evel (Mechanismlevel: O ock skew too great (37))

[ 2022- 02- 19 13: 14: 55.556] cl oudf oundry-identity-server - 14532
Dynami cKer ber osAut hent i cati onManager: Root cause for Kerberos
[2022-02-19 13: 14:55.556] cloudfoundry-identity-server - 14532

Dynami cKer ber osAut hent i cati onManager: Root cause for Kerberos

[ htt p- ni 0- 9480- exec- 9] ERRCR - - -

validation failure : null

[ ht t p- ni 0- 9480- exec- 9] ERROR - - -

validation failure : null

[ htt p- ni 0- 9480- exec- 9] ERROR - - -

validation failure : Failure unspecified at GSS-API
[ ht t p- ni 0- 9480- exec- 9] ERRCR - - -

validation failure : Failure unspecified at GSS-API
[ htt p- ni 0- 9480- exec- 9] ERROR - - -

validation failure : Cock skew too great (37)

[ ht't p- ni 0- 9480- exec- 9] ERROR ---

validation failure : Cock skew too great (37)

Note:

Make sure the clocks on all the three systems are synchronized.

Useful SPN commands

To view existing SPNs | setspn -F -Q HTTP/ <FQDN>

. GE. COM

Example: setspn -F -Q HITP/ wi n16- phant onhost . uaat est ad. ge. com@QJAATESTAD-

To delete SPN

. COM ghost 1

setspn -D HTTP/ <FQDN> <user account >

Example: set spn - D HTTP/ wi n16- phant omhost . uaat est ad. ge. cOMAAATESTAD. GE-
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High Availability

Configure High Availability for Proficy Authentication

This topic describes how to set up a highly available server for the Proficy Authentication service that is

based on the Windows failover cluster and iSCSI technologies.

You need:

 One Windows Server 2019 virtual machine to serve as iSCSI Target.

» Two Windows Server 2019 virtual machines to serve as iSCSI Initiators:
o A primary node (Node1) server
o A secondary node (Node2) server

The following image illustrates the simplest form of deploying the Windows failover cluster and iSCSI
technology-based high available solution for the Proficy Authentication Service.

Client nodes ( Browser / Operations Hub / Config-Hub )

In failover cluster technology, a group of independent computers work together to increase the availability
and scalability of clustered roles (identified as nodes in a cluster). Nodes are clustered server machines

running applications and services.

Failover cluster feature and file server roles are installed on the Node1 and Node2 servers (also called
iSCSI initiators). A virtual disk is created on the iSCSI target server for shared storage. Failover clustering
technology arranges for a backup server whenever the primary server has failed for any reason. So, if the
primary server Node1 is down, then the backup server Node2 is automatically activated to replace the
role of the primary server. This ensures uninterrupted access to shared storage and continuity of services

even during failure of the primary server.

1. Set up the iSCSI Target.
a. Configure iSCSI Target (on page 129)
b. Create a Virtual Disk (on page 131)

2. Set up the iSCSl initiators: Node1 and Node2.
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a. Configure iSCSI Initiator (on page 130)
b. Initialize a Virtual Disk (on page 133)
3. Open Failover Cluster Manager on any of the iSCSI initiator nodes in a cluster (Node1 or Node2),
and create a cluster (on page 135).
4. Create and configure a role for the failover cluster. See Configure Role (on page 138).
5. Install Proficy Authentication on both the nodes.

See Configure Proficy Authentication Installation (on page 142).

If you are installing Operations Hub in a highly available cluster, follow the steps as described in

Prerequisites for Installing Operations Hub with External Proficy Authentication (on page 146).

6. Restart the services on both the nodes.

Configure iSCSI Target

This topic describes how to configure an iSCSI target server.

You can configure an external storage using Windows 2019.

1. Log in to the virtual machine where you want to set up the iSCSI target server.
2. Go to Start > Administrative Tools > Server Manager.

3. From the Server Manager dashboard, select Manage > Add roles and features.
4. Complete Add Roles and Features Wizard with these options:

Section What To Do
Before You Begin Skip to the next section.
Installation Type Select Role-based or feature-based installation.
Server Selection a. Choose the option Select a server from the server pool.

b. Under the server pool section, select your target server. You
will be installing the role/feature on this server.

Server Roles In the roles list box:
a. Expand File and Storage Services > File and iSCSI Services.
b. Select the check box for iSCSI Target Server.

Confirmation Select Install.

When the installation is complete, restart the machine.

Log in to the same server again and create a virtual disk (on page 131).
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Configure iSCSI Initiator

This topic describes how to configure an iSCSI initiator and connect to the target server.
Configure iSCSI Target (on page 129).

You must perform these steps on all the initiator server nodes you want to add to a cluster. Let us assume

you are setting up a basic two-node cluster, where there are two iSCSI initiators:

« A primary server called Node1
* A secondary server called Node2

1. Log in to the Node1 server.

2. Go to Start > Administrative Tools > Server Manager.

3. From the Server Manager dashboard, select Manage > Add roles and features.
4. Complete Add Roles and Features Wizard with these options:

Section What To Do
Before You Begin Skip to the next section.
Installation Type Select Role-based or feature-based installation.
Server Selection a. Choose the option Select a server from the server pool.

b. Under the server pool section, select your Node1 server. You

will be installing the role/feature on this server.

Server Roles In the roles list box:
a. Expand File and Storage Services > File and iSCSI Services.
b. Select the check box for iSCSI Target Server.

Features To allow the installation of Failover Cluster Manager:
a. In the features list box, select the check box for Failover Clus-

tering.

The Add features that are required for Failover Clustering?
screen appears, which shows the dependencies that are in-
stalled with this feature.

b. Select Add Features.

Confirmation Select Install.

The selected role and feature is installed on the Node1 server.
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5. When the installation is complete, restart the machine.
6. Log in to the same server again and launch Server Manager.
7. From the Tools menu, select iSCSI Initiator.

8. In the Target field, enter the iSCSI target server address.
9. Select Quick Connect.

If connected, the login success appears as shown in the following figure:

Targets | Dusoovery | Faverite Targets | Volumes and Devices | RADILS | Configuraton
Quick Connect

To dscover and log 0n 10 a target using & basic connection, type the P address or
DS sme of the target and then dhok Quick Conmect.

Target: o e s | Gk Cormect...

Discovened targets

Name

Targets trat e Svalabie for connection ot the [P addreds or DN name that o

providied are ated beiow, [f multile trgets are avilable, you need to conrecy
‘o each target indhvdualy.

Correctons made hire wil e sdded 1 the kit of Favarte Targets 80d o st
12 restore them vl be made every Bme this computer restarts.

Dscovered targets

Hame: Stats

ign. 195'1-05. com. merosoiftde -tdksk 1-tang Cornected
Te conect Lsng advanced optins, s
ik Cormect
To completely disconnect a target, seied
then cck Dscorrect.
Far target propertes, nduding confipur
seiect the targe? aeed chel Propes s,
Progress report
For configuraton of devices sssoasted
the tarpet and then cick Devices. Logn Sucteeded
Done

10. Select Done, then OK to exit.

11. Log in to the Node2 server and repeat steps 1-9.
Initialize a Virtual Disk (on page 133)
Create a Virtual Disk

This topic describes how to create an iSCSI virtual disk and configure the access server.

You must first configure the iSCSI target server (on page 129).

1. Log in to the iSCSI target server.

2. Go to Start > Administrative Tools > Server Manager.



Configuration Hub Documentation | 2 - Proficy Authentication | 132

3. Go to File and Storage Services > iSCSI.
4. From the TASKS drop-down menu, select New iSCSI Virtual Disk.
5. Complete New iSCSI Virtual Disk Wizard with these options:

Section

What To Do

iSCSI Virtual Disk Loca-

tion

The iSCSI target server and volume details are displayed.

iSCSI Virtual Disk Name

Enter a name for the virtual disk. For example, shar edDi sk

iSCSI Virtual Disk Size

a. Enter the disk size. For example, 10GB. The disk size depends
on your database utilization and number of users.

b. Select Dynamically expanding.

iSCSI Target

Select New iSCSI target.

If the target is new, then it should be assigned later as described in
step 8.

Target Name and Access

Enter a name for the iSCSI target server. For example, hauaat ar get

Access Servers

Add the iSCSl initiators (Node1 and Node2) and enable them to ac-
cess the iSCSI virtual disk. Follow these steps to add the servers one
at a time:
a. Select Add. The Add initiator ID screen appears.
b. Select Enter a value for the selected type.
c. From the Type drop-down menu, choose any of the following
options to enter a value:
= If you select DNS Name, enter the DNS name of the
computer where the iSCSI initiator is installed.
= If you select IP Address, then enter the IP address of
the computer where the iSCSl initiator is installed.
= If you select Mac Address, then enter the MAC address
of the computer where the iSCSl initiator is installed.
d. Select OK to exit.

e. To add Node2, repeat the above steps.

Enable authentication

Skip to the next section.

Confirmation

Select Create.

When the iSCSI virtual disk is created successfully, select Close to exit the wizard.
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6. In Server Manager, go to File and Storage Services > iSCSI and verify the newly created virtual disk
is listed under iSCSI virtual disks.
The virtual disk status appears as Not Connect ed. This occurs when a new iSCSI target is selected
during iSCSI virtual disk creation.

7. Right-click the Not Connect ed iISCSI virtual disk and select Assign iSCSI Virtual Disk.

8. Complete Assign iSCSI Virtual Disk Wizard with these options:

Section What To Do
iSCSI Target Select Existing iSCSI target and select the target server to connect.
Confirmation Select Assign.

When the iSCSI virtual disk is assigned successfully, select Close to exit the wizard.

Initialize a Virtual Disk

This topic describes how to initialize a disk and create a volume.
Create a Virtual Disk (on page 131).

You need to perform the following tasks only once on any of the iSCSI initiator nodes and it applies to the
other nodes in a cluster. Suppose there are two nodes in a cluster, Node1 and Node2. If you initialize a
virtual disk on the Node1 server, then you don't need to do it again on the Node2 server.

1. Log in to any of the server nodes in a cluster (Node1 or Node2).

2. Go to Control Panel > Administrator Tools > Computer Management > Storage > Disk
Management.

3. Look for the unknown disk, right-click and select Online.

If the unknown disk is offline, you must bring it online.

= Disk 1 |

Basic UaalSCS1 (G2
24.28 GB ad 28 GB NTFS
Onlline Healthy (Primary Partition)
O Disk = |
Unkmicrsm
10.00 GB o
Propeytaes
= cp.ROM 0 Help
A (D)

B Unallacated Il Primary partition
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4. Right-click the unknown disk again and select Initialize disk.

= Disk 1 |
Banic UamalBC%) ()

24 0 Gl 2420 OB MTES

Chnlana Healthvy [Primany Paritamemn)

O Dink 2 |
Ly R e

T

Bt IRdl

e
2 e PR T
DD (T Hal
P

L R . T ——

The Initialize Disk screen appears.
5. Select OK.

Initialize Disk -

Wou must initialize a disk bafors Logical Disk Manager can access it.
Select disks:
il Disk 2

Use the following partition style for the selected disks:

MER (Master Boot Racord)
& GPT (GUID Partition Tabla)

Mote: The GPT partition style is not recognized by all previous versions of

Windows
o] o

6. Right-click the unallocated space on the disk, and select New Simple Volume.

I Manar Simple Valume., I

I
: Driak 1 M Spanned Volume..
anie UaalSCSi (G:)
2428 GB o Plaray St el Wil Lidvii
Ol Healthy (Primary Partiticon) Pdarer Bllirrorec] Wolume,
PFdamsy AL - S Wolumme
- ik 2 Prespeartios

Bagic

9.98 GB D98 GB -_________...--—-"""' el
Cnallire Unallacated

— CD-ROM O
DD (k)
B Unallscated [l Primany partitian
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The New Simple Volume Wizard screen appears.
7. Complete the steps in the wizard to create a new volume.
You need to:
o Specify the size of the volume you want to create in megabytes (MB).
> Assign a drive letter to identify the partition.
o Format the volume with default settings.

The newly created volume should appear under This PC on the logged-in machine.

Create a Cluster

This topic describes how to create a failover cluster.

Install Failover Cluster Manager on the iSCSI initiator nodes. Refer to steps 1-4 in Configure iSCSI Initiator
(on page 130).

You can perform these steps on either Node1 or Node2. Suppose you perform these steps on NodeT, they
are automatically applied to Node2.

1. Log in to the iSCSI initiator node.

2. Go to Start > Administrative Tools > Failover Cluster Manager.

3. In Failover Cluster Manager, select Validate a Configuration.
Before starting to create a cluster of nodes, you should validate whether the nodes that you are
adding to the cluster are compatible with the cluster hardware requirement. For more information,
refer to the Microsoft documentation.

4. Complete Validate a Configuration Wizard with these options:

Section What To Do

Before You Begin Skip to the next section.

Select Servers or a Clus- | Browse and locate the servers you want to add to the cluster. Refer to

ter Add Server Nodes for Validation (on page 136).
Testing Options Select Run all tests (recommended).
Confirmation Review the list of tests run on the selected servers. The number of

tests run are based on the roles installed on the server nodes.

Validating This process may take several minutes depending on your network
infrastructure, and the number of server nodes selected for valida-

tion.



https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj134244(v%3dws.11)
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Section What To Do

Summary a. Select View Report.

b. Review Failover Cluster Validation Report and fix any failed
validations. You can ignore expected warnings. The validation
report should be free of any errors, otherwise the cluster setup
will not be successful.

c. Select Finish.

5. In Failover Cluster Manager, select Create a Cluster.

6. Complete Create Cluster Wizard using these options:

Section What To Do
Before You Begin Skip to the next section.
Select Servers Nodes were already added during validating the configuration
process.
Validation Warning Select No.

Access Point for Adminis- | Enter a unique name for your cluster. For example, hauaacl ust er
tering the Cluster

Confirmation Clear the check box for Add all eligible storage to the cluster.

Creating New Cluster This process may take a while as there are several checks that must
be run, and tests that are conducted while the system is configured.

Summary Select Finish.

Add Server Nodes for Validation

This topic describes how to select computers during validating a cluster configuration.

In the following steps, uaAAHANODEL (Node1 server name) and UAAHANGDE2 (Node?2 server name) are used as

example server nodes in a cluster.
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1. On the Select Servers or a Cluster tab, select Browse.

8 vakidate a Configuration Wizard

X
aﬁ’ Select Servers or a Cluster
Before You Begn To validate & set of servers. add the names of all the servers.
- - Totest an existing cluster, add the name of the chuster of one: of k3 nodes.
Sel Servers or a
Erter name Browse
Selected serven:

« Brevious

The Select Computers screen appears.
2. Select Advanced.

Select Computers

Select this object type:

Computers Object Types...
From this location:

cluster.ge.com

Entar the objsct namas to salect (sxamples):

Check Names

Cancel

3. Select Find Now.

Select Computers
Select this object type:
[Computen)

Object Types...
From this location
cluster.ge com

Locations. .
Common Cueries

HNoma: Starts with -

Descripton:  Starts with

Disablod accounts

Stop
ng password

Days sres last kgan ?bjj
oK Cancel
Search results
Harme In Folder

A screen appears prompting to enter the network credentials.
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4. Enter the user name and password of the domain where the cluster validation is being performed,
and select OK.

After successful login, you can see the associated nodes.
5. Select uaAHANODEL and UAAHANCDE2, and select OK.

Configure Role

This topic describes how to configure a highly available virtual machine.
In failover cluster technology, each highly available virtual machine is considered to be a role.

You can perform the following steps on either Node1 or Node2. Suppose you perform these steps on

Node1, they are automatically applied to Node2.

1. Log in to any of the iSCSlI initiator nodes.

2. Go to Start > Administrative Tools > Failover Cluster Manager.

3. In Failover Cluster Manager, expand your cluster name and go to Storage > Disks.
The cluster name is the unique name entered when creating your cluster. Refer to step 6 in Create a
Cluster (on page 135).

4. Right-click Disks and select Add Disk.
The Add Disks to a Cluster screen appears.
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5. Select the disk you want to add, and select OK.

6. In Failover Cluster Manager, expand your cluster name and select Roles.

7. Right-click Roles and select Create Empty Role.

The newly created role appears in the Roles pane with the name New Rol e.

8. Right-click New Rol e and select Properties.

The New Role Properties screen appears.

9. Enter a name for the new role, and select Apply.

You can assign the role to multiple node servers and set an order of preference.

For example, the new name is Demo Rol e.

New Role Properties

General  Failover

New Role

Name:
Demo Role|

Prefemed Owners

X

Select the preferred owners for this clustered role. Use the buttons
to list them in order from most preferred at the top to least preferred

at the bottom.

[] uaahancde1
[] uashanode2

Priorty Medium
Status Running
Node uaahanode 1

]

Cancel S}W

10. Right-click beno Rol e and select Add Storage.

The Add Storage screen appears.

11. Select the storage that is already associated to the cluster, and select OK.
12. Right-click beno Rol e and select Add Resource > Client Access Point.

13. Complete New Resource Wizard with the following options.

Section

What To Do

Client Access Point

Enter a name. For example, hauaacl ust er

Make a note of this name. You need to provide the fully qualified do-
main name while installing Proficy Authentication. See step 3a in
Configure Proficy Authentication Installation (on page 142). For ex-
ample, hauaacl ust er. cl ust er. ge. comwherein cl ust er. ge. comis the
domain where cluster is installed. Make sure all the initiator nodes

are in the same domain name.
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Section

What To Do

Confirmation

The network name and IP address are displayed for confirmation.

(g
Note:
After creating this resource, the IP address and the name
should be added to the host s file on the node servers config-

ured for high availability.

N

J

Configure Client Access
Point

Verifies the validity of the client access point settings and creates a

new resource.

Summary

Select Finish.

On the node servers configured for high availability, go to . . \ W ndows\ Syst enB2\ Dri ver s\ et c\ host s

and open the file in a text editor to add the network IP address and name as follows.

<i paddress> hauaacl uster.cl uster.ge.com

<i paddr ess> hauaacl ust er

In the above example, <i paddr ess> should be replaced with the actual ip address of your machine.

14. Right-click beno Rol e and select Add Resource > Generic Service.

15. Complete New Resource Wizard with the following options:

Section

What To Do

Select Service

In the services list, select GE Proficy Authentication Tontat Wb

Servi ce.

Confirmation

Skip to the next section.

Configure Generic Service

Skip to the next section.

Summary

Select Finish.
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16. Add the dependency service to role using properties of the added service, so that services restart

when switching the node (failover condition).
a. In Failover Cluster Manager, select the added service.

b. Select Properties.

The properties screen for that service appears.

c. Select the Dependencies tab, and select Insert.

GE Proficy Authentication PostgreSQL Database Properties H
Advanced Policies Registry Replication
General | Dependencies Policies

Specify the resources that must be brought online before this resource can
be brought online:

AND/OR Resource

@ |Click hare to add a dependency

No dependencies.

OK Cancel Apply

A row is added to specify our required dependencies.

d. From the drop-down, select the required resource one by one to be added as part of

dependencies.
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GE Proficy Authentication PostgreSQL Database Properties b4
Advanced Policies Registry Replcation
General Dependencies Policies
Speciy the resources that must be brought online befone this resource can
be brought online:
ANDIOR Resource
Cluster Disk 1 ]

AND | IP Address: 10181251217 J
»
ck here to a

|Narn0: hauaaduster |
ad 3 L. 8

Insert Delete

Cluster Disk 1 AND IP Address: 10.181.251.217 AND Name
hauaaciuster

[ ok || cancel e

e. After inserting the resource, select Apply and then OK.

Configure Proficy Authentication Installation

This topic describes Proficy Authentication installation setup in a high available environment.

For fresh installation, you can straightaway proceed with the procedural steps in this topic. But, if you
want to use an existing database, do the following before you start with the procedural steps:

1. Copy your Proficy Authentication existing database (found in the Postgress database location)
from wherever installed to the shared drive created using the iSCSI server. When you copy, make
sure the cluster is pointing to the drive before copying the database. For example, if the cluster is
pointing to Node1, then copy the database to NodeT1.

2. Make a note of the location path where you copied the database in the iSCSI server. For example,
F: \ UaaConf . You need to provide this path for installing Proficy Authentication on Node1 and Node2
machines.

To install Proficy Authentication on the iSCSI initiators (Node1 and Node2), make sure the shared drive in

available on the node where you want to run the installation.

1. Log in to the iSCSI initiator Node1 server.
2. Open Failover Cluster Manager and verify that the cluster role is associated to the node where you

want to install Proficy Authentication.
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Search Guernes »
Name Status Type Owner Node Priorty Information
7 Demo Roke (®) Running Other @ Medium
- @J Demo Role Prefemed Cwnes
Name Status Information
Storage
® 3 Cluster Disk 1 (#) Oniine

If not, then follow these steps to associate the node server:

a. Right-click your cluster role and select Select Node.

The Move Clustered Role screen appears.

b. Select the Node1 server, and select OK.
Once the cluster is mapped to Node1, the shared drive is available on Node1.

3. Run Proficy Authentication installation setup, and provide these details for the respective screens:

a. In All Host Names field, enter hauaacl ust er. cl ust er. ge. comas the leading hostname,

followed by any other hostname/s.

@ Proficy Authentication 2022

Host Names

To allow secure access to the
host names (fully qualified domain names and oth
separated by comma.

Jocalhost, 12 7.000.1,0phub-host

Cancel Previous Next

b. This step applies for associating existing database. Enter the iSCSI server shared drive
location path where you copied the Proficy Authentication database. Refer to the steps at

the beginning of this topic (on page 142).
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For example, F: \ UaaConf

@ Proficy Authentication 2022

Customize Log Files and Postgres Data Locations

Log Files Base Folder: %ProgramData®™\ProficyAuthenticationLogs

Proficy Authentication Database Folder: | JEEIEESHT] -

Note: leave database felder entries blank if no customization is needed.

Cancel Previous

4. Log in to the iSCSI initiator Node?2 server, and repeat the above steps to install Proficy
Authentication on Node2.
5. After installing Proficy Authentication on both the nodes, copy the DATABASE_PASSWORD registry key
from the last installed node to overwrite the registry key in the first installed node.
For example, in the following scenario:
a. First Proficy Authentication is installed successfully on the Node1 machine.
b. Next Proficy Authentication is installed successfully on the Node2 machine.
Node? is considered as the latest installation. Node1 is considered as the first installation. So,
copy the Node2 registry key and overwrite the Node1 registry key.

L
| Comesti HIEY_LOCAL MACHINE SOF TWAREWWCANEAT2 Mok Apuche Softmare Feundaticn Pricrun 2 D\JaaTomncaf Pasameties

| Name e e
OpertSSH £ Deladt) REG 8 ke i o)

Pastoas S frircnment REG_MULTSZ LGN _COIMFIG_URL « WEB-INF fclavss recuind 5
padmin 4

Poloes

Oualys B Wk Stiieg ¢

RegstersdAppboations
Seiup
Vidtware. Irc
v 1 WOWe3RNode
w1 Apache Seftwan Foundation
w1 Poesun 20

~ Pasmaten
[
log
art

Sop

HIEY_CLSRENT CONFIG -

6. Copy and replace the uaA yani file from Node 2 (latest installation) to Node 1 (first installation).
The file is located here C:\ Pr ogr anDat a\ Prof i cy\ Profi cy Authentication\uaa-config
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“ .
# Cuick sccess
8 Dvsitop *
chentsmisempiate
¥ Dowrlosts # ymLenels
< usayml
usayml emplase
.

7. Copy server.crt and server. key from Node 2 (latest installation) to Node 1 (first installation).

The certificates are located here: C:\ Program Fi | es\ Profi cy\ Profi cy Authentication\httpd\ conf

\cert
[ . x
“ -t GE 3 Proficy Acthentication + Batpd > conf > cent T _ R
A
# Casck ocoess
W Desktop & o localberst ont
Rocalbucrit iy
# Downloads o L
= o 4-06-2022 18 ecusity Cartificats =
* Documents o ‘ = ‘

= Pictures -

sonl

8. After copying the certificates (to Node1), rename server. crt to server. pem

9. Open I Certificate Management Tool on Node1 from the desktop shortcut, and import the

certificates as follows:
a. For Certificate File, select the server. pemfile created in the earlier step.
b. For Key File, select the server . key file.

c. Select Import.
8 GE Operations Hub Certificate Management Tool x
Server Centficate Extemal Tt  Messoges

O this page. you can view and update the cetficate chain used by the main web server
You can use 3 localy generated server cerificate. or import one issued by a thind party.

Local Canficate
View Faneiw
Imported Certficate
View Remove
Centficate to Import
Centficate Fle .C'\Ummﬁmu\msnao\wv«m Select Vhew
Key Fie |CiLisers Administrator Deskton ' server key Select || Clear
Passiword (Ondy for PRX/P12 Fle)

You can impor a certficate ichain) file in etther PEM format or PRX/P12format. F the centificate fle
does not contain the prvate key, then you must provide a standalone key file in PEM format

O Use Local Cenficate (®) Use imported Cenficate Aoply
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Prerequisites for Installing Operations Hub with External Proficy
Authentication

This topic describes how to install Operations Hub with external Proficy Authentication in a high available
environment.

Set up a high available environment. See Configure High Availability for Proficy Authentication (on page
128).

These steps apply for installing Operations Hub with external Proficy Authentication. The steps include

mandatory changes prior to installing Operations Hub on any highly available server.

1. Log in to the node server where you want to install Operations Hub.
2. Open a browser and enter htt ps: // hauaacl ust er. cl ust er. ge. com / securi t yadni ni strati onapp/
3. Select the lock icon next to the web address, and then select Connection is secure.

mdumcmtm.ckusl er.ge.com/securityadminist rationap

hauaacluster.cluster.ge.com X
@  Connection is secure 3
@ Conkies

0 Site settings

4. Select Certificate is valid.

& hauaacuster.duster.ge.com/securityadministrationapp/#
@ Security *

& Connection is secure

Certificate is valid

The issued certificate appears.
5. Select Certificate Path > View Certificate.
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e e

Certification path
S UAAHANODE? Root CA 202206062043
5l uashanode2
Certificate stabus:

’This certificate is OK.

oK
6. Select Details > Copy to File.
GeneralCertiﬁcathm Path
Showe: | <Al > e
[=ield ValLe A
[version V3
[5er al wumber 4o 2eefafeBT0e
[Jsigratre algorittm  shaSERSA
[Jsignature hash alg... sha2se
[ lesuer CE Custamer, Oper..
[valid from 05 dure 2022 05:30...
[valid to 05 dre 2027 05:30...
Hsubject CE Cuetomer, Oper..
| Py lic ke RSA (4719 Ritsi N
Ediit Propartes .. Copv o File, .
CK

The Certificate Export Wizard appears.
7. Select Next.
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&% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocations
lists from a certificate store bo your disk.

A cartificate, whidh i issued by a certification suthority, is 8 conlirmation of your identity
and conbains information used to protect data o bo establish seaure retwork cormections
A vertificate store ks the system area where certificates are kept.

T contirue, click Mest.

8. Select Base-64 encoded X.509 (.CER), and select Next.

€ EF Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Sarbect B format wou want to use:

() DER ereoded binary X.509 (LER)

-G eroded X509 (CER)

{_) Cryptographic Message Synba Standard - PKES #7 Certificates ( P7B)

s

9. Browse and specify the file location, and select Next.
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£ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name

Y sers\Admiristr stor\Dowriloadsh_las_certificate

Eoi

10. Select Finish.

£* Certificate Export Wizard

Completing the Certificate Export Wizard

o have successfully completed the Certificats Export wizarnd

scified the following settings

CiYsers\Adminitstrator \Downloads)|_tsa_d
certificates In the certification path Mo
File Format Buased Encoded X509 (* cer)

11. Rename Uaa_certificate.crt t0 Uaa_certificate. pem

12. Run Operations Hub installation setup, and provide these details for external Proficy Authentication
fields:

Proficy Authentication Base URL https://hauaacl uster. cl uster.ge. conf uaa

Admin Client ID

adm n
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Admin Client Secret

Cei @21itc

@ GE Operations Hub 2022.4.1

Proficy Authentication Service

Configure a built-in or external Proficy Authentication instance

Operations Hub is installed successfully.

Customize Login Screen

This topic describes how to customize the Proficy Authentication login screen.

You can customize the company name, logo, favicon, and include additional text/links to appear on the

login screen.

1. Log in to Configuration Hub.

2. Go to Proficy Authentication > White Labelling.

The default login screen details appear.

3. Use the following fields to customize your login screen.

A quick preview appears on the DETAILS tab.

Field

Description

Company Name

Name of the company that appears on the login homepage.

Company Logo

Select an image from your local system to upload as company logo.

\\

Select to remove an existing image.

Square Logo

Select an image from your local system to upload as a favicon,
which appears on the browser tab.

‘H\

Select to remove an existing image.

Footer Legal Text

Use this space to enter any legal information.

Footer Links

To add hyperlinks, create a label and provide a URL to connect.
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Field Description

a. Select + to add a row.
b. Enter a label name.
c. Enter a URL for the label name.

Select TEI. to delete existing labels.

4. Select Save to save the updates you made to the login screen appearance.
To undo the saved changes, select Reset. The login screen is reset to the previously saved

appearance.

5. Restart GE Proficy Authentication Toncat Wb Server to apply the changes.



Chapter 3. iFIX

Overview

Introduction to iFIX Web Configuration

For iFIX, you can launch Configuration Hub from the Applications ribbon bar in the iFIX WorkSpace.

9

Configuration
Hub

You can also launch Configuration Hub from the icon on your desktop, but be aware that you will get an
error message unless you have a running iFIX project.

Use the Navigation panel to open any of the configuration panels.
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MNAVIGATIOMN -,

¥ = Proficy Authentication
Security

White Labelling
v = fixhmikm002
“ @ DefaultProject
& Connections
& Model
= Database
% Webspace
BE HMI
¥ Project Security
€ Alarms

# Project Settings

The Navigation panel can be closed to give you more real estate in your IDE and can be re-opened again
from the common toolbar on the top right.
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Cther bookmarks

+" MNAVIGATION
DETAILS >

+" DETAILS

Integrated Development Environment

Integrated Development Environments or "IDE's" are configuration tools that provide flexibility in how you
layout a number of panels and tools that work together in building a system. Popular development tools
that are IDEs include Microsoft Visual Studio and Jupyter Notebook.

Configuration Hub leverages web technologies to create a panel-based experience for configuring Proficy
products that allows you to move, open, close and resize panels in such a way as to reflect the most
convenient and efficient way for you to work on your configuration.

NAVIGATION Database-DATABASE-FIXE8 DETAILS

[ ™ Proficy Authenticatio = 1
Proficy Authentication 8, Sasrch. DATABASE N R @ & BLENDER1>MOTOR_OIL
Secrity Q, Search
: TAG NAME 1 STaTUS | CRIPT DRIVER
White Labelling
o Fifter Q Filter | O Filter Q. Filter O Filter
B e Ml BLENDER1>MOTOR_OIL [ ] Al [ﬂiendercl Motor Oil Lev.. | IGS
- efaultProject
2 BLENDER1>MOTOR_SPEED e Al Blender01 Moter Speed..  1GS
Connactions
BLENDER1>MOTOR_STATE [-] ol Blender 01 Motor State 1G5
& Model
BLENDER1>*MOTOR_TEMP -] Al Blender 01 Motor Temp IGS Current Value 3 G
B Database MR
| BLENDER1>NAME e ™ Asset Name 165 « 10 ADDRESSING
& webspace
BLENDER1>TOTAL -] Al Blen: 1G5 1/O Drix I
8 HM =
BLENDER1>VALVEIN.STATE [ DI Filler 01 Valve In State 1GS MPLC.SCADAGSE
@ Project Securit i
: d | BLENDERZ>MOTOR_OIL [ -] Al Blender 02 Motor Oil Lev..  1GS il
@ plarms z 2 =z H/W cptions
BLENDERZ>MOTOR_SPEED ] Al Blender 02 Motar Speed...  1GS
; i Process By Exc. NO
© Project Sertin -
iz e BLENDERZ>MOTOR_STATE e ol Blender 02 MotorState  1GS —
Scan Time
™ Operations Hub BLENDERZ>MOTOR.TEMP ] Al Blender 02 Mator Temp IGS Phase At
| BLENDERZ>NAME ] 2 Asset Name 165 ¢ LIMITS AND SCALING
| BLENDER2>TOTAL (] Al Blender 02 Total 1GS Low limit 0
BLENOER2>VALVEIN STATE [-] ol Filler 01 Valve In State 1G5 High fimit 00
Tag Count: 41/41 Published VO Count: 41 Units

Prerequisites to Use Configuration Hub with iFIX

The following prerequisites are required in order to use iFIX with Configuration Hub:
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1. You must enable security before you can log in to Configuration Hub through the browser.

2. You must use a Proficy Authentication user to login to Configuration Hub. The default user is
ch_admin, and the default password is your client secret entered at install.

3. The ch_admin user should have access to all of the iFIX application features. In Proficy
Authentication, include these groups include: scada. fi x_shar ed_I FI X_PROFI CY_AUTH_ADM N and
scada. profi cy. adm n.

4. You can use either a user's login name or the Full Name to login to Configuration Hub.

5. Configuration Hub can only be run with iFIX SCADA or Historian Server nodes.

6. An iFIX node configured to use Configuration Hub should be registered using the Registration tool
(available from Applications menu in Workspace) if Configuration Hub is not installed along with
iFIX. See the iFIX Plugin Registration (on page 158) topic for more details.

7. Multiple users can log into the same server and make changes, from different browser sessions.

8. If using Enhanced Failover with iFIX, you must be in Maintenance Mode before you log in to
Configuration Hub. (When you enter Maintenance Mode, SCADA synchronization temporarily stops;
synchronization between the SCADA pair is suspended.) After Maintenance Mode is enabled, you
can make changes to the database on the primary node.

9. The time on Configuration Hub server and the iFIX SCADA node should be synchronized.

10. Use any of the following browsers tested for use with Configuration Hub: Google® Chrome,
Microsoft® Edge based on Chromium, Mozilla® Firefox, or Apple® Safari (MAC OS only).

(g M
Note:
Sometimes the MAC OS cannot resolve the system name. In this case, update the hosts
file. Also, on the MAC OS, you will be required to manually install the Configuration Hub

root certificate.
o J

Configuration Information

Local and Remote Installations

Configuration Hub supports product registrations local to the same machine as Configuration Hub and

as remote plugins. For a remote plugin registration, you do NOT need to install Configuration Hub on the
remote computer. Instead, simply use the registration tool on the Application tab in the iFIX WorkSpace. If
on a domain, be sure to use the fully qualified domain name in the server name fields.

For example, say you choose to install Configuration Hub on the same machine as iFIX and Historian.
Subsequent iFIX and Historian installations on different servers in the same network can be registered
with the originally installed Configuration Hub instead of installing Configuration Hub again. This allows



Configuration Hub Documentation | 3 - iFIX | 156

you to open Configuration Hub centrally from a browser and be able to see and configure multiple product

instances from that one installed instance of Configuration Hub.

iFIX — When you use the integrated installer to install Configuration Hub, during installation you provide
Client ID and Client Secret. You will need to take some additional steps after installation to complete the
process, which includes registering the plug-in from the Applications tab on the iFIX WorkSpace ribbon
bar. iFIX Security will also need to be enabled. Refer to the iFIX Plugin Registration (on page 158) for
more details.

Historian — To register with an existing Configuration Hub during the Historian Web-based Clients install,
when prompted, enter the client IDs & client secrets supplied during the original Configuration Hub install.

Historian Web-based Clients can be installed on the iFIX node or separately.

Installation Overview

Use the Common Components option on the integrated installer to install Configuration Hub.
Configuration Hub only needs to be installed only once. It does not need to be installed on remote nodes.

O INSTALL IFIX
Welcome to the IFIX 2023 Suite!

ABOUT

WHAT WOULD YOU LIKE TO INSTALL?

5 o ficy
o products.The common components should
@ Common Components be installed once for your system running
Proficy products on the same network.

Confguration Hub
Proficy Authentication
Local License Sender

License Server Tool



historian/t_installing_webbased_clients.dita
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iFIX Registration Overview

After installing, you can register the iFIX SCADA with Configuration Hub using the Register option on the
Applications toolbar in the iFIX WorkSpace.

£ H&e -

Home Insert Tools Format Wiew Applications

A Register | mems " o R

Canfiguration SCU  Security OPCUA Hilities Alarm  Key Mac
Hulb 1 Canfiguration ¥ History  Edito
Configuration Hub System & Security LIkl

Enter the Server name and port and click Test Server Connection to continue. Click the Trusted link to
enable the trust between the computers. Enter the Client ID and Client Secret supplied during installation

of Configuration Hub to complete the registration.
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Configuration Hub Server Registration

Configuration Hub

SERVER MAME

SERVER PORT

000

Test Server Connection

Create User Friendly Plug-in Name
PLUGHN ALIAS NAME
FIx
Configuration Hub Administration Credentials

CLIENTID

CLIENT SECRET
®

NQTE: Use the credentails created during the configuration hub
install process.

Remote Registration Overview

Proficy Authentication

SERVER MAME

SERVER PORT

443

Test Server Connection

Proficy Authentication Credentials

Use Configuration Hub Authentication Credentials for Proficy

Authentication,

CLIENTID

CLIENT SECRET
®

NOTE: These credentials are used to register iFIX plug-in with
Froficy Authenticaton,

Register

Before you register a remote Configuration Hub, be sure that the latest Microsoft Updates are installed.

Remote registration uses the same iFIX Registration process. However, you will most likely need to enter

the Server names for Configuration Hub and Proficy Authentication. Use the fully qualified domain name if

on a domain.

iFIX Plugin Registration
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A registration tool is installed during the iFIX install. This tool allows you to register (in the case of an
existing Configuration Hub), or re-register your iFIX product plugin with Configuration Hub when and if
your setup changes. iFIX security must be enabled before you can register Configuration Hub.

The following sections describe how to access the Registration Tool and the fields available.
Before you can Register Configuration Hub

- Make sure that users have been added in Windows, and that security is enabled on all of the iFIX
SCADAs.

- Be aware that the Configuration Hub web server and the iFIX plugin ports must be allowed in the
firewall exception rules during installation. If you do not do this during installation, you will need to
add these applications manually to the firewall rules.

« If you are using Configuration Hub on a domain, you may need to update the HOSTS files on your
network with the name of the Configuration Hub server, the iFIX SCADA Server, and Historian Server

(if applicable).

-
0 Tip:

* You can find the HOSTS file in the C:\WINDOWS\system32\drivers\etc folder.

« Depending upon your permissions, you may need to copy this file to another folder, edit it,

and then copy it back to the etc folder after your edits are complete.

« Use a text editor such as Notepad to edit the HOSTS file. To prevent Notepad from
automatically adding a .TXT file extension when you save the file, in the Save as Type field,
select “All Files.”

» An example entry in the HOSTS file is as follows: 198.212.170.4 SCADAOQ1. If SCADA1
was the iFIX SCADA Server node name, but the computer name where the iFIX SCADA
Server was installed was AREA1, you would need to add a second line to the HOSTS file for
AREA1:198.212.170.4 AREAT1.

« If you do not know the TCP/IP address of a computer, run the IPCONFIG command on the
SCADA Server to obtain it.

* The contents of the HOSTS file should be identical on each node in your network.

« If your iFIX SCADA Server node name is different from the computer name where iFIX is
installed, you also need to add this name to each HOSTS file.

« For Historian, you may need to use the fully qualified domain name (FQDN) in the hosts file

of the Web client's machine so it can connect properly to the Configuration Hub machine.
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Access the Registration Tool

You can access the Configuration Hub Registration tool from the Windows Desktop, or from the iFIX
WorkSpace, on the Applications tab, in the Configuration Hub area. Click Register to open the tool.

rﬁ Register
-4

Configuration
Hub

Configuration Hub

After you launch it, the following login screen appears.

iIFIX Plug-in Registration with ConfigHub

USER MAME

PASSWORD

Enter your iFIX user name and password for authentication. The Registration the tool appears, as shown
in the following figure.



Configuration Hub Server Registration

Configuration Hub

SERVER MANME

SERWVER PORT

5000
Test Server Connection

Create User Friendly Plug-in Name
PLUG-IM ALIAS MNAWME
Fli
Configuration Hub Administration Credentials

CLIENT ID

CLIEMT SECRET
@

MNOTE: Use the credentails created during the configuration hub
install process.
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Proficy Authentication

SERVER MANE

SERWVER PORT

443
Test Server Connection

Proficy Authentication Credentials

Use Configuration Hub Authentication Credentials for Proficy
Authentication,

CLIENT ID

CLIENT SECRET
®

NOTE: These credentials are used to register iF plug-inwith
Proficy Authentication,

Register

Test the Connection

For both Configuration Hub and Proficy Authentication, first test the connection. Enter the server's name
and port number (if required). If on a domain, use the fully qualified domain name. Click Test Server
Connection. Confirm that you can connect to both servers.

Trust the Certificates

If the server certificate shows as Not Trusted (in blue next to the server's name), click the Not Trusted link
next to the server name to establish the trust. Here is an example of what the Not Trusted link looks like
next to the Proficy Authentication Server Name field:
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Proficy Authentication

SERVER NAME

win2022

SERVER PORT

443

Test Server Connection

30

Mot trusted

After clicking Not Trusted, the Certificate Details window appears. From the Certificate Details window,

click Trust to trust the certificate.

Certificate Details

Attribute Mame Root Certificate

Subject CN=WIN2022 Root CA 202201201310, OU=0perations Hub Site, O=

GE Customer

1201310, OU=0perations Hub Site, O=

Thumbprint

SerialMumber

Issuer CN=WIN2022 Root CA 20
GE Customer

ValidFrom 2022-01-20 00:00:00 GM

Validio 2027-01-19 00:00:00 GMT

Don't Trust

Both Configuration Hub and Proficy Authentication must have Trusted certificates before proceeding to

register.

Complete the Registration

To complete the registration for Configuration Hub and Proficy Authentication, for both servers, supply the

client IDs and client secrets entered during the common component install, and then click Register. When

registration is complete, the following screen appears.
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A defoult wrer ch_odmen o created with poioword tame ot Proficy

Authenticotion secre!. pledie ute tha o contuimue & ogin

Login to Configuration Hub and Configure the User

You can now login to Configuration Hub with the ch_admin user. Use the client secret supplied when you

installed Proficy Authentication as the password.

Add the scada.fix.shared. APPLICATION_DESIGNER group to the user for iFIX access in Configuration
Hub access, and the scada.fix_shared_IFIX_PROFICY_AUTH_ADMIN group to provide access for to all

iFIX features (iFIX administrator access).

Logout of Configuration Hub and log back in to start using iFIX features in Configuration Hub.

Descriptions of Fields Available in Registration Tool

The following fields appear in the Configuration Hub Registration tool:

Field

Description

Server Name

The server's name for the Configuration Hub or
Proficy Authentication server. When using a net-

work domain, provide the full domain name.
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Field

Description

You must supply valid current credentials (Client ID

and secret) to register.

Server Port

Displays the port associated with the Configuration
Hub or Proficy Authentication server.

Client ID

Displays the Client ID for your Configuration Hub
or Proficy Authentication server. The Client ID and
Client Secret was created when you installed the
Configuration Hub product.

Client Secret

The client secret associated with the Configuration
Hub or Proficy Authentication server. The Client ID
and Client Secret was created when you installed

the product.

You will need to enter the Client Secret if you want
to change the server's name (update), unregister,
or register your Configuration Hub web server.

(L ™
Note:
If you forget your client ID or secret, you
will not be able to register/unregister plug-
ins with Configuration Hub or Proficy Au-
thentication. In this case, you would need
to reinstall Configuration Hub and/or Profi-
cy Authentication and register all of all the

plug-ins again in order to change them.
- J

Use Configuration Hub Authentication Credentials
for Proficy Authentication check box

Select this check box if you had entered same cre-
dentials (Client ID and Client Secret) for both Con-
figuration Hub and Proficy Authentication during

installation.

Update button

Click this button to save changes entered in this
wizard. To save your changes, You must enter the
Client ID and Client Secret information that you en-
tered when you installed the product.
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Field

Description

Register button

Click to register your Configuration Hub and Profi-
cy Authentication server. This button is only avail-
able if the Configuration Hub or Proficy Authentica-
tion web server is in an unregistered state.

To register Configuration Hub and Proficy Authen-
tication, you'll need the Client ID and Client Secret
information that you entered when you installed
the product.

Unregister button

Click to unregister your Configuration Hub web
server. This button is only available if the Configu-
ration Hub or Proficy Authentication web server is

in a registered state.

To unregister Configuration Hub, you'll need the
Client ID and Client Secret information that you en-

tered when you installed the product.

Port Changes for iFIX after Configuration Hub Install

If you need to change the ports used by iFIX after install, use the iFIXConfighubSettingsUtility.exe utility
found in the iFIX folder (by default this folder is: C:\Program Files (x86)\Proficy\iFIX) to reset them. This

change must be done only when iFIX is NOT running.
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[ iFi Settings Utility - X

iFI¥ Config Settings
Install Directory
iFix Install Directony: CaProgram Files (xB6\ProficydiFId,

TCP Port Assignments

iFIX Web Config Port : 0444 iFl¥ Tag Service : 4364

iFIX Configuration Service : 4855 iFIX Model Service : 4865
OPCUA Browse Service : :‘;869 IG5 Browse Service : 4867

iFIX Authentication Service: | 4857 OPCUA Server Port : 51400
iFIX Facade Service : 4359 Proficy Auth Redirect Port: | 4871
Model Editor Service : | 4861 iFl¥ System Service : 4873
Status

iFix application is currently running. Shutdown iFix to apply settings. Apply
Progress

Note:
If you are planning to update iFIX Web Config Port, you must first unregister the iFIX Plugin with

ConfigHub. If any of the other service ports are changed, then there is no unregister/register
needed.
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rﬁ Register
-4

Configuration
Hub

Configuration Hub

If the iFIX Web Config Port changed, then you must register the iFIX plugin again with Configuration Hub
using the Register button in the iFIX WorkSpace. See the iFIX Plugin Registration (on page 158) for more
details.

With the exception of the iFIX Web Config and OPCUA Service ports, if any other service ports are
changed, then you must run the iFixConfigServiceCertTool.exe tool (shown in the following figure) to
bind the certificates to the changed ports found in C:\Program Files (x86)\Proficy\iFIX. Please note that
this utility must be run as an administrator only.

If any ports are changed, the iFIX Configuration Service Certificate tool shows the updated ports as “No
certificate binding is not present.” Click the Create Certificate Binding button to add the necessary port
binding.
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m iFIX Configuration Service Certificate Tool X

Configuration properties
Service Configuration

Config Service File | Port | 4855 |
Browse Service File | C:\Program Files (x86)\Proficy {FIX\CFG\opcua-browse-config.json | Port | 4369 |
ConfigHub Facade Service File | C:\Program Files {x86) \Proficy FIX\CFGYifix_confighub_facade_service.json | Port | 4359 |
Model Editor Service File | C:\Program Files (x86) \Proficy FIX\CFG\model_editor_service.json | Port | 4361 |
Tag Service File | C:\Program Files (x86)\Proficy \FIX\CFGYfix_tag_service.json | Port | 4364 |
iFIX Model Service File | C:\Program Files (x86)\Proficy \FIX\CFGYifix_model_service.json | Port | 4365 |
1G5 Browse Service File | C:\Program Files (x86) \Proficy WFIX\CFGYigs-browse-config.json | Port | 4867 |
Proficy Auth Redirect Uri File | C:\Program Files (x86)\Proficy iFIX\secmar.dr.dll.config | Port | 4871 |
ConfigHub System Service File | C:\Program Files (x86)\Proficy {FIx\ifix_confighub_system_service json | Port | 4873 |
Project Config Service File | C:\Program Files {x86)\Proficy {FIX\CFGYifix_project_config_service.json | Port | 4377 |

Certificate properties
Root Certificate File Name | C:\Program Files (x86) \Proficy JFIX\CFGYFIX_OpcuaConfigService \pkijFIX_OpcuaConfigRoot. pfx |

Server Certificate File Name | C:\Program Files ()(86)\Proﬁcy\‘FIx\,CFG\‘FIx_OpcuaConﬁgSerwoe\ph\;FIx_OpmaConﬁgServer.pf| Store Name | iFIX_OpcuaConfigServiceRoot

Create Certificates

Root Certificate Created? | Created with thumbprint: a7c71b59550fd4d131dac12a1142387be3ab4ba7

Create Certificates Delete Certificates
Server Certificate Created? | Created with thumbprint: 53fc1b0c8dafbc72besb13adfefe93ce846d162a |
Import Certificates to windows store
Root Certificate Imported? | Certificate imported with Hash: a7c71b59550fd4d131dac12a1142387be 3ab4ba7 | Import Certificates Delete Certificates From Store
Server Certificate Imported? | Certificate imported with Hash: 53fc1b0c8dafbc72bedb13adfaf393cea46d162a | Delete Server Store

Bind Certificate to Port
Config Service Port? | Certificate with thumbprint 53fc1b0c8dathc72be8b13adf3f893ce846d 162a is present

Browse Service Port? | Certificate with thumbprint 53fc1b0c8dathc72be8b 13adf3f893ce846d 1623 is present

ConfigHub Facade Service Port?| Certificate with thumbprint 53fc1b0c8dafhbc72bedb 13adf8fa93ce846d 162a is present

Model Editor Service Port? | Certificate with thumbprint 53fc 1bdc8datbc72besb 13adf8f893ced46d 1625 is present
Tag Service Port? | Certificate with thumbprint 53fc1b0c8dafbc72besb 13adfaf393ce846d 162a is present
iFIX Model Service Port? | Certificate with thumbprint 53fc 1b0c8dafbc72besb 13adf8f893ced46d 1623 is present
IG5 Browse Service Port? | Certificate with thumbprint 53fc 1b0c8dafbc72besb 13adf8f893ced46d 1623 is present

Proficy Auth Redirect Uri Port? | Certificate with thumbprint 53fc1b0c8dafbc72beb 13adf8f893ce846d 1625 is present

Confighub System Service Port? | Certificate with thumbprint 53fc 1bdc8dafbc72besb 13adf8f893ced46d 1623 is present

I Create Certificate Binding Delete Certificate Binding

Project Config Service Port? | Certificate with thumbprint 53fc1b0c8dafbc72besb 13adfaf393ce846d 162a is present

® To use certificate in iFix config follow Create-=Import-=Bind sequence

After the binding is complete, close the utility and restart iFIX. The changed ports then will be used by the
iFIX.

Upgrading Configuration Hub

If upgrading from a previous version of Configuration Hub, be sure to clear your browser cache and re-
register the iFIX Plugin (click the Register iFIX Plugin on the desktop). Be aware that iFIX Security must be
enabled to access. For steps, refer to iFIX Plugin Registration (on page 158).

Also, be aware that the scada. fi x. shar ed. APPLI CATI ON_DESI GNER group is not available by default when
you upgrade from iFIX 2022 or earlier. You must manually create the group with the required iFIX
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application features, or update your existing groups to include the following iFIX application features (if

you want users in these groups to have access to and use Configuration Hub):

« Database Block Add-Delete
» Database Manager

- Database Reload

« Database Save

« Security Configuration

« System Configuration

If you create a new user in Proficy Authentication Security, be sure to add these two groups in order to get
full access to iFIX in Configuration Hub: scada.project.admin and iFIX_PROFICY_AUTH_ADMIN.

Access iFIX Web Configuration

1. In the iFIX WorkSpace, select the Applications ribbon and click Configuration Hub Or, on the

r
desktop, click the Configuration Hub icon ().

[ Note: )

If using the desktop icon, confirm that iFIX is running, and you are logged into iFIX.

When using the iFIX plugin, the login page expects credentials that are
configured for Proficy Authentication. The user should be a member of the
scada.fix.shared. APPLICATION_DESIGNER group in Proficy Authentication to have all the

permissions necessary to use Configuration Hub.
N J

The Configuration Hub Login screen appears.

2. Select Continue to Login.
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Configuration Hub Login @

Login with Proficy Authentication Login with custom authentication

PROFICY AUTHENTICATION (LAA)

Nin2022 {E,}

Continue to Login

The iFIX Authentication screen appears.
3. Enter the Proficy Authentication user name and password, and click Sign In.

GE Digital

Welcome!

ch_admin

ELLIA R R L Ll L]

SIGN IN
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Note:
If this is your first time logging in, use the ch_admin login with the client secret that you
entered during install as the password. The ch_admin is the default user.

After a successful authentication, the Configuration Hub screen appears.

Connections

Connections Overview

Connections are where you establish connections to the data you want to collect and bring into iFIX.
Current available options are OPC UA, IGS, Driver, Network, and SQL.

In the Navigation panel, select your iFIX node, and then Connections, and then select the option at the top

of the main panel.

Deploy -ifixhmikm... = Alarms-ifixhmikm.. < EellEtadlvla il G e e

OPCUA IGS Drivers MNetwork SQL

Q. Search..

For more detailed information, see:

* OPC UA Connections (on page 171)
« IGS Connections (on page 183)

* Drivers (on page 191)

» Network Connections (on page 193)
» SQL Connections (on page 200)

OPC UA Connections

OPC UA Connections

iFIX offers an OPC UA Client Driver option that allows you to connect to OPC UA Servers.
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Overview of OPC UA Connections

If you want to connect to an OPC UA server from a newly created project in Configuration Hub, make sure

that the certificate is to the server is validated, else the test connection with the OPCUA server will fail.

To use this feature in Configuration Hub:

* Your running iFIX SCADA node must be licensed for this option.

» You must have valid certificate for iFIX to act as an OPC UA server or as OPC UA client.

Steps to Add a Certified Connection

To create a new connection with a valid certificate:

1. Start iFIX.

N

00 N oo o1 AW

. Open the SCU app and verify that the OPC UA Client was added in the SCADA Configuration. If not,

add the OPC UA Client Driver to SCADA node (in the SCADA Configuration dialog box).

. Save the SCU file and restart the iFIX.

. From the iFIX WorkSpace, on the Applications tab, select the OPC UA Configuration tool.
. Click the Certificate tab.

. Select the Generate Self-Signed certificate button.

. Click Save and Exit.

. From Configuration Hub, in the Navigation panel select the node, the project, and then

Connections.

9. Select the OPC UA connection option.

11

. Click New to create a new connection. Type in the unique server name and the end point URL of

your OPC UA Server. For example: opc.tcp://myserver:51400/.

(L N
Note:
If you do not know this path and port, you can obtain it by opening the iFIX WorkSpace,
selecting the Application tab, and clicking OPC UA Configuration. When the tool opens, on
the Server tab, you can find the Endpoint URL and copy it so that you can paste it in the

Endpoint URL field in The New OPC UA Server Connection dialog box in Configuration Hub.
- J

. Click Test to test the connection. The connection should succeed.
12.

After you get a successful connection, click Create to add the connection.



Configuration Hub Documentation | 3 -

Working with OPC UA Connections

iFIX 1173

After your connection is created, it appears in the table. Click the ellipsis (...) to the right of your entry to

interact with the server.

Connections

DETAILS

unified_auto

OPCUA IGS Drivers Network SQL
Q, Search.. + L Quistarth..
FIELD

SERVER NAME STATUS END POINT ~ AUTHENTICATION

Q  Filter Q  Filter Q. Filter User Credentials
B

» Groups P arver Name

o ndpoint Urls

Create Group
Refresh

Driver Tags

~

From the popup menu, select Browse to browse the hierarchy available in the OPC UA Server.

acurity Mode

acurity Policy Ur

isabled
KEDUNDANCY

Radundanru Snnr

From here you can select individual tags to populate your iFIX Database, or select higher level object and
create a new object type for your iFIX model. For example, you can right-click on an Object row to bring up

a sub-menu, and then select Create Type.
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. Connections x WEGIVEEEe LRl

Server Name: unified_auto

% Iﬁ Server URL: opctep:/fWIN10:48010
« L] F Objects

S D [+ BuildingAutomation

»
.

Select All Children

Clear Children Selection
v [l
Create Type

| TSR

b D @& AirConditioner_4

b |:| @& AirConditioner_5

» [] & AirConditioner_6

v [] & AirConditioner_7

b D & AirConditioner_8

» [] & AirConditioner_9

v [] & AirConditionerkml

b |:| ControllerConfigurations
b D & Furnace_1

4 D & Furnace_10

i e T =

Server Management

OPC UA Server connections can be edited using the Details panel. After selecting a server configuration in
the Connections panel, the Details panel populates the server connection information.

The ENDPOINT URL field takes the host name or IP address and port used to connect with the OPC UA
Server. For example: opc.tcp://MyServer:51400/. The format of this URL (with the machine name, IP
address, or fully qualified domain name) is defined on the OPC UA Server.
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The authentication type can be set to Anonymous or UserName/Password. It is recommended that you
select UserName/Password to provide the highest level of security. Anonymous does not provide any
protection for accessing data or logging.

If the UserName/Password option is selected, enter the user name and password to connect to the OPC
UA Server.

After editing the server details, the Save button on the toolbar is enabled to indicate that the Connections
panel has changes to be saved. On clicking the Save button, the changes made to server connections are
persisted until the changes are published to the iFIX node.

In addition to editing a server connection, the connections panel supports creating groups under the
server connections and deleting them. When an OPC UA server connection is created, a default group is
created.

Groups under a server connection allows you to configure the publishing interval, and sampling interval.
Any application requesting data from the OPC UA Server uses group names to access items in the group.
Group names can be up to 19 alphanumeric characters including underscores ( _) and hyphens (- ).

DETAILS X

OPCUA IGS Drivers Network SQL Group_1

Q_ search +  ooo Q Ssearch..

FIELD VALUE
SERVER NAME STATUS END POINT Name Group_1

. P— PR Publishinginterval 250
Q Filter Q Filter Q  Filter

Samplinglnterval 1000
., UACPPServer [] opc.tcp://DESKTOP-AKOV2NU:48010

. Groups

I N B R

UADefaultServer [] opc.tep://DESKTOP-AKOV2NU: 48010

Testing Connections

Test Connection function is provided on the OPC UA server connection's Details panel. The test

&
connection function is initiated from the toolbar button
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The test makes an attempt to reach to the end point URL provided in the Connection Details panel and on
successful connection comes back with the test status and populates into the end point URL field with a

check mark; on failure to connect the same field is highlighted in red with failure a reason.

The following figure displays a successful test.

JACPPServer

Q. Search.. § &

FIELD WVALUE
»  AUTHENTICATION
User Credentials Anonymous

~  COMMECTIOM DETAILS

Server Name UACPPServer

Endpoint Urls v opc.tcp://DESKTOP-AKOVZNU: 48010
Security Mode Mone

Security Palicy Uri Mone

Disabled false

~ REDUNDAMCY

Redundancy Support Mone
Redundant EndPointl
Redundant EndPoint2

Redundant EndPoint3

Policy Browse

OPC UA servers are configured with specific security mode and policy. The Details panel of a server

connection provides a toolbar button to browse policies 3 .

On execution of this function, the configured Security mode and Policies from the server are browsed and

populated into the respective fields in the Details panel.
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Select a Security Model and Security Policy to apply to this connection: Basic128Rsa15, Basic256,
Basic256Sha256, Aes128_Sha256_RsaOaep, or Aes256_Sha256_RsaPss.

(L ™
Note:

If you are not sure what to select for Security Mode and Security Policy or simply want to test

a connection, select None. Be sure that you go back and change this setting later, however, to

ensure you have adequate security enabled for your connections.

- J
UACPPServer
Q. Search... 5
FIELD WALUE

~  AUTHENTICATION
User Credentials Anonymous

»  COMMECTIOM DETAILS

server Name UACPPServer

Endpoint Urls opc.tcp://DESKTOP-AKOVZMNU:48010
Security Mode Mone

Security Policy Uri Mone -

v REDUNDANCY Basic2565ha256

Redundancy Support
edundancy suppor Aes128_Sha256_RsaOaep

Redundant EndPointl
Bes?56_Sha?56_RsaPss
Redundant EndPaint2

Redundant EndPaint3
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(L ™
Note:
For the connection to work for any other security policy other than None, you will have to ensure
the certificates are properly trusted between the iFIX client and the OPC UA server you are

communicating to. See the iFIX help for use of the OPC UA tool in iFIX.
N J

Redundancy Configuration

You can specify the redundancy settings for your OPC UA Server connection, if you have this feature
enabled on your OPC UA Server. Scroll to view the Redundancy settings on the Details panel for selected
OPC UA server Connection tab, as show in the following figure. You can configure Cold, Warm, or Hot

redundancy.
DETAILS
W2O15KMM

Q Learch...

¥ AUTHENTICATION

Uszer Crecentials ANONYMous

~  COMNMECTION DETAILS

Server Mame W2019KMM

Endpaint Urls opctopy/W2019KMM: 51400/
Security Mode Mone

Security Policy Uri None

Dizzbled falze

REDUMDAMNCY
Redundancy Support Hot

Redundant EndPaintl opCtopy/ W20190:42010/

Fedundant EndPoint2 opctopy/W2019E:43010¢

Redundant EndPoint3 opCtcpy/W2019F:43010/

According to the OPC Foundation: Cold redundancy requires an OPC UA Client to reconnect to a backup
server after the initial server has failed. Warm redundancy allows a client to connect to multiple servers,
but only one server will be providing data values. In Hot redundancy, subscriptions are created in multiple
servers but only 1 server is active and providing data to the client at a time.
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You can configure up to 3 backup servers (endpoint URLS).
Browse and Create iFIX Tags for OPC UA

An OPC UA server connection can be browsed to navigate through the address space and select content
to create tags into the active iFIX database.

The OPC UA server connection browse is provided through the context menu on the selection of the

server connection row.

OPCUA IGS Drivers  Network  SQL UACPPServ
Q, Searct
Q. Search... G @
FIELD
SERVER NAME STATUS END POINT ™~ AUTHI
ar Fitter User C
Filter ! Filter
» UACPPServer - opctcp://DESKTOP-AKOVZNU:48010 “ ~ CONN
» UADefaultServer opc.tep://DESKTOP-AKOV2NU:48010 B prve!
Delete \dpc
scuri
Create Group
scuri
Refresh
sabl
Driver Tags
e Ul
Redur

The first step in the tag creation process is to browse the OPC UA Server device and select the tags from
the browse content. A parent node's right-click menu can be used to selected bulk child tags for creation.

The next step is to stage the tags and preparing the tags for creation into the iFIX database.
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0001 (LGl Browse - OPC UA
Server Name: UACPPServer
i E Server URL: opctepy//DESKTOP-AKOV2NU:48010
VD [ Objects
VD [ BuildingAutomation
] @& AirConditioner_1

Humidity

HumiditySetpoint

PowerConsumption

b I:‘ State

» I:‘ @ StateCondition

b I:‘ Temperature

b I:‘ TemperatureSetPoint
b D @ AirCenditioner_10
» D 4y AirConditioner_2
» D 4y AirConditioner_3

v [] @ AirConditioner_4

The staging environment allows for modifications to tag names, selection of iFIX block type (default
mapped on staging) and selecting a tag for Historian collection.
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(o011, Cla i1l I Browse - OPC UA

Staging Area for Tag Creation

Search Name prefix 1 : @
IFIX TAG NAME BLOCK TYPE GROUP NAME HISTORIAN STATUS RESULT
BuildingAutomation_AirConditioner_1_Humidity Al Group_1
BuildingAutomation_AirConditioner_1_HumiditySetpoint Al Group_1
BuildingAutomation_AirConditioner_1_PowerConsumption Al Group_1

Browss 2gain _

You can automatically generate one or more tags at a time by browsing the OPC UA Server device.
Browse and Create Types for OPC UA

Using the browse functionality on an OPC UA server, you can create new model types from existing types,
replicating their variables and if required, any child objects or variable groupings. This allows you to
quickly populate the properties of an object type, without having to configure them separately.

To create a new model type based on an existing type:
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1. Right-click the existing model type from the Browse tab and select Create Type from the menu that
appears. The Create Object Type dialog will appear.

Database-newdb </ Connections O« QEGIEIEgelyegil)
Server Name: UACPPServer
1 O
vl:‘ = Objects
VD 5 BuildingAutomation
v [ & AirConditioner_1
3 |:| & AirConditioner_10
4 |:| & AirConditioner_2
b I:l i AirConditioner_3

AirConditioner_4

Select All Children

4 |:| g AirConditioner_3

Clear Children Selection
4 I:l & AirConditioner_&

Create Type
» |:| g AirConditioner_7

4 |:| g AirConditioner_2

3 D & AirConditioner_2

—

Create Object Type

MAME

AirConditionerControllerType

DESCRIPTION

Include Hierarchy

STATUS:
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2. Enter a unique NAME for the model type.
3. Enter a DESCRIPTION for the model type (optional).
4. The Include Hierarchy checkbox provides two options:

o If left unchecked, only the variables at the level directly below that of the object type would
be copied. Any contained assets (child objects or variable groupings) will be ignored when
the new model type is created.

o If the box is checked, all contained assets from all sub-levels, will also be created in the new
model type.

5. Click Create.
o If there is a conflict with one of the copied types (that is, it already exists within another

asset), the Create Type Hierarchy dialog appears.

Create Type Hierarchy

Pump ®) Use Existing Create New

At this point you must choose to either:
= Use Existing: reuse the type in the new model.
= Create New: if the existing type does not represent the new asset (for example if it
has different variables), give it a new, unique name in the NEW TYPE NAME field.
> Click Continue.
o Click Close in the Create Object Type dialog.

IGS Connections

IGS Connections

Overview

To use the IGS feature in Configuration Hub, you must:
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« Have a license for IGS: Industrial Gateway Server - Basic or 100.
 Have the IGS driver added to the iFIX SCU.
- Have the correct settings for the IGS Configuration API Service: both the Enable and Enable HTTP

fields are set to Yes. Restart the driver after you configure these settings.

a' Industrial Gateway OPC Server Settings >
Administration Configuration Runtime Process Runtime Options Event Log
User Manager Configuration API Service Certificate Store Service Ports
_Enal:nle | Yes S

Enable HTTP ;‘r’es
HTTP Port h7411
HTTPS Port 57511
CORS Allowed Origins

Hestu:u_re Defaults
Yiew in browser

| Restore Defal._lhs
hittp:/4127.0.0.1:57411 /config
Iﬂ‘tpﬂ:.-; 127.0.0.1:5751 1 /corfig

_‘u"lew in browser IQSSL_}
1= Transaction Loggjng

Pemsistence Mode Memory [no persistence)

Max Records 1000
Leg File Path C:\ProgramData“3E Digital®Industrial Ga... w
Certificate Management

Generated by SYSTEM@DESKTOP-FOCLDZP on 2019-11-06T18:07:37 241 using OpenS5L
1.0.4-3 26 Sep 2016

Cancel Apply Help

Steps to Add the IGS to the iFIX SCU

Start iFIX.

1. From the iFIX WorkSpace ribbon, select Applications and then select the SCU (System
Configuration Utility) option. The SCU appears.

. On the Configure menu, select SCADA. The SCADA Configuration dialog box appears.

. In the 1/0 Driver Name field, click the browse (...) button. The available driver dialog box appears.

. Select the IGS driver, and click OK.

. Click Add to add the driver.

. Click OK. A message appears that the database named “DATABASE” does not currently exist.

. Click Yes to continue.

. On the File menu, click Save to save the SCU file.

. Restart iFIX.

O 00 N o U b W DN
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Steps to Enable IGS Settings

1. In the Windows system tray, select the IGS Server icon.

2. Right-click and select Settings. The Industrial Gateway OPC Server Settings dialog box appears.
3. Select the Configuration API Service tab.

4. Set the 'Enable’ and 'Enable http' fields to YES.

. Restart the IGS Driver.

[$)]

. Open Configuration Hub.

6

7. From the Navigation panel, click FIX and then Connections.

8. Select the IGS option, and then inspect the settings.

9. If the IGS is configured with a user name and password, select the IGS connection, and then enter
the user name and password for your IGS server (as shown in the fields displayed in the following
figure) and then click Save. (If you do not configure a user name and password, the default user

name is Administrator and the password is left blank.)

Deploy -ifixhmikm.. < Alarms-ifixhmikm.. ¢ K&GOTETaalel a0 2 DETAILS it
OPCUA IGS Drivers Metwork SQL IGS access configuration
Q Search. oG Q_ Search. &
CHANNEL / DEVICE NAME PROTOCOL FIELD VALUE
Q Fitter Q Filter User Name  Administrator
Password =~ %
Port num.. 57411
y Channell Simulator
5 DataType Examples Simulator
3 Simulation Examples ~ Simulator
~

0 Tip:

If you need to troubleshoot IGS issues, you can find the IGS log file (igs-browse-config.log)
located in the C:\Program Files (x86)\Proficy\iFIX\ folder, by default.

J

You can now configure channels/devices in the IGS (devices must be added to show Server details), and
then Configuration Hub should display the configured channels/devices.
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Configuration Example

The following example shows how to access the Settings for the IGS.

urbine Detail Screen

Turbine Overview

LoLo 0K oK
MW MW Mw MW MW mMw
100 [l 1009 1000 [l wo il 1000 1000 [
<
<
-
D | D< D D‘ U
Bhaust 138562 Bxhaust 423 Edhaust 5141 Exhaust 3825 Exhaust 15850 Exhaust unmn

OK

MW
100 [

J

Exhaust 75600

106

Outside F

OK
MW

1000 [

g

o |
T

e
Bhast 7 Contarsen

Stop Runtime Service
Resntuloe \

Reset Event Log-. \

|
MW OPC UA Configuration.

Chick Chent |

= [pp——

This is the Settings screen for the IGS driver:
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Prerequisites for IGS

Prerequisites for the IGS driver include:

* Only IGS version 7.6 and onwards will be supported.
« Your license must be for IGS: Industrial Gateway Server - Basic or 100.

« In the IGS Administrator on the Configuration API Service, both Enable and Enable HTTP must be

set to Yes.

* You must specify the proper user name and password in the Details panel of the IGS Connection
screen in Configuration Hub in order to make the connection.
* The IGS driver must be added to iFIX in the SCU.

Getting Started with the Browse Tree for IGS

If you have an active IGS Project, it will appear in the table.

Select Browse to browse the hierarchy of channels and devices available in the IGS Server.

I E————————————————————————————————————————§
DETAILS

Bl Connections

OPCUA IG5 Drivers Network SQL BLC
Q_ Search...
Q, Search... o &
FIELD VALUE
CHANMEL / DEVICE NAME PROTOCOL e
Description
Q. Filrer Q  Fifter
E L3 Channel N.. SIM
L 5M Simulator Protocol Simulator

_ _ S i
Device ID 1

Device Na.. PLC

Browsing IGS Channels and Devices

The IGS tab in the connections panel displays the configured channels in the table. The channel can be
expanded to access the devices configured under the channels. On selection of a device, the menu offers

a browse command.

The configuration content of a device is populated into a new panel, the panel displays the selected
channel/device and shows the tags/tag groups configured in the device. The tag groups can be expanded

to navigated to the further levels of hierarchy.
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Server Name: SIM\PLC
+ O
L B sm
L B rc
] <7 Filler01
[ Motor_oil
Mator_Speed

Motor_State

Motor_Temp

Pump

Total

[ & Name
|

|

|

Valveln_State

» [] <2 Fillero2
» [ 4 Mixer01
r [] 7 Mixero2

Stage Tags

Browse and Create Tags for IGS

The IGS browse panel shows the content of the IGS channel/device. Individual tags or a tag group can
be selected to create as iFIX tags. Right-click menu on the tag groups provides a bulk selection option to
select all the tags under the tag group. On selection of the tags and clicking of the Stage Tags option, the
tags are staged for the next step in tag creation process.

The staging environment allows for selection of iFIX block type (default mapped on staging) and selection
of Historian collection option for the tag. Additionally, you can add a prefix and reduce the hierarchical
levels of the tag names.
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(L Ela Rl Browse - IGS 3

Staging Area for Tag Creation

Search Name prefix ] : ]
IFIX TAG NAME BLOCK TYPE HISTORIAN STATUS RESULT
SIM_PLC_Filler01_Motor_Speed Al
SIM_PLC_Filler01_Motor_State DI
SIM_PLC_Filler01_Motor_Temp Al

Browse and Create Types for IGS

Using the browse functionality on an IGS server, you can create new model types from existing types,
replicating their variables and if required, any child objects or variable groupings. This allows you to
quickly populate the properties of an object type, without having to configure them separately.

To create a new model type based on an existing type:
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1. Right-click the existing model type from the Browse tab and select Create Type from the menu that
appears. The Create Object Type dialog will appear.

Connections ) =t 161

Server Mame: SIM\PLC
v O

o L] £ s
] P

w L] <7 Filler0l
Select All Children

D Motor
Clear Children Selection
I:‘ Motor
Create Type
I:‘ Motor_state
I:‘ Motor_Temp
I:‘ Mame
L I:‘ Pump
[ Tetal
Create Object Type

MAME

AirConditionerControllerType

DESCRIPTION

Include Hierarchy

STATUS:
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2. Enter a unique NAME for the model type.
3. Enter a DESCRIPTION for the model type (optional).
4. The Include Hierarchy checkbox provides two options:

o If left unchecked, only the variables at the level directly below that of the object type would
be copied. Any contained assets (child objects or variable groupings) will be ignored when
the new model type is created.

o If the box is checked, all contained assets from all sub-levels, will also be created in the new
model type.

5. Click Create.
o If there is a conflict with one of the copied types (that is, it already exists within another

asset), the Create Type Hierarchy dialog appears.

Create Type Hierarchy

Pump ®) Use Existing Create New

At this point you must choose to either:
= Use Existing: reuse the type in the new model.
= Create New: if the existing type does not represent the new asset (for example if it
has different variables), give it a new, unique name in the NEW TYPE NAME field.

> Click Continue.
o Click Close in the Create Object Type dialog.

Drivers

The Drivers area lists the available drivers that you can add to your SCADA configuration.

View the Configured Drivers

To view the configured drivers for your SCADA system:
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1. On the Configuration Hub Navigation panel, select your iFIX node, and then Connections.
2. Click Drivers. The following screen appears in the Connections panel. The grid displays a list of 1/0
drivers configured on this node, and their status.

OPCUA 1G5 Drivers Metwork SQL

Q, Search... 4+ oo

CONFIGURED 1/O DRIVERS STATUS ACTIONS

SIM - Simulation Driver

SM2 - Sim Driver 2 v6.42a

QUA - OPC UA Client Driverv1.0

o 0 0Ky

IGS - Industrial Gateway Server 7.612

Add a Driver

To add a driver in Configuration Hub:

1. Click the plus (+) icon at the top of the Configured I/0 Drivers grid. The Select Drivers to Add dialog
box appears. Only the drivers that are available to add (and have previously been added through the
iFIX SCU application) appear in this list.

2. Select the check box of the driver that you want to add.

3. Click Apply.
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Select drivers to add

Q, Search

[] |VoDRIVER NAME

[] OPC - OPC Client v7.46g

Cancel Apply

Network Connections

The Network Connections area allows you to view and control network communications for this node.
Overview

To access the Network Connections:

1. In the Navigation panel, select your iFIX node, project, and then Connections.
2. Click Network. The following screen appears in the Connections panel.
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Connections-ifihmikm002 ¢

OPCUA IGS Drivers Network SQL

> LAN Redundancy
> Remote Access Restrictions

ENABLE NETWORK SETUP . ENABLED
v Remote Nodes
nf +
PROJECT NCDE FAILOVER ENABLED PRIMARY NODE SECONDARY NODE
0items
> Options
> Timers

Network Connections Details

The tables that follow describe the details that you can configure or view.

Table 1. Remote Nodes

Field

Description

Project Node

Displays the iFIX project node name.

Description

Provides the description of the node.

Primary Node

Specifies the name of the primary node. The node
name you enter cannot already be listed in the Con-
figured Remote Nodes list box. You also cannot en-
ter the name of a node that is already entered as a

primary node.

Secondary Node

Allows you to specify the name of the standby
node. The node name you enter cannot already be
listed in the Configured Remote Nodes list box.
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Field

Description

You also cannot enter the name of a node that is
already entered as a standby node.

Failover Enabled

Describes whether iFIX Enhanced Failover is en-
abled.

The default is No.

Reset to Defaults button

Allows you to reset the remote node network
timers to their default values.

Use Network Timers

Allows you to enable the use of network timers on
the remote node.

The default is Yes.

Keep Alive

Allows you to specify the amount of time that, if no
activity has occurred over an established connec-
tion, a View client waits before sending a heartbeat
message. The default value for this field is 20 sec-
onds.

Send

Allows you to specify the amount of time that a
View client waits for a request to the SCADA server
to be acknowledged. If this timer expires, the ses-
sion ends. The default value for this field is 30 sec-

onds.

Receive

Allows you to specify the amount of time that a
View client waits for a reply from the SCADA serv-
er. When running iFIX over TCP/IP, the effective
session timeout values is either the Send timer or
the Receive timer, whichever is greater. If this timer
expires, the session ends. The default value for

this field is 60 seconds.

Inactivity

Allows you to specify the amount of time that, if no
data activity has occurred over an established con-
nection, a View client waits before removing the
dynamic connection from the list of outgoing con-
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Table 1. Remote Nodes (continued)

Field Description
nections. If this timer expires, the session ends.
The default value for this field is 300 seconds.
Table 2. Options
Field Description

Resolve Dynamic Connections

Allows you to establish dynamic connections on
this node. Disable this option if you want to con-
nect only to nodes configured in the Configured Re-
mote Nodes list. This feature is not available if you
are setting up a stand-alone node.

The default is Disabled.

Enforce Trusted Computing

Allows you to establish trusted computing on this
node. Disable this option if you want to use legacy
network computing. This feature is not available if
you are setting up a stand-alone node.

When Trusted Computing is enabled, a valid pass-
word must be configured and confirmed before the
changes will be saved.

The default is Disabled.

Set Up Network Password

Allows you to set a password to create a site-spe-
cific certificate for network security. The default
password (INETWORK) allows legacy network se-
curity to continue. This field is not available if you
are setting up a stand-alone node.

Table 3. Timers

Field

Description

Keep Alive

Allows you to specify the amount of time that, if no
activity has occurred over an established connec-
tion, a View client waits before sending a heartbeat

message.
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Field

Description

Range (10-129 seconds)

The default value for this field is 20 seconds.

Send

Allows you to specify the amount of time that a
View client waits for a request to the SCADA server
to be acknowledged. If this timer expires, the ses-

sion ends.

Range (5-120 seconds)

The default value for this field is 30 seconds.

Inactivity

Allows you to specify the amount of time that, if no
data activity has occurred over an established con-
nection, a View client waits before removing the
dynamic connection from the list of outgoing con-
nections. If this timer expires, the session ends.

Range (50-32000 seconds)

The default value for this field is 300 seconds.

Receive

Allows you to specify the amount of time that a
View client waits for a reply from the SCADA serv-
er. When running iFIX over TCP/IP, the effective
session timeout values is either the Send timer or
the Receive timer, whichever is greater. If this timer
expires, the session ends.

Range (5-120 seconds)

The default value for this field is 60 seconds.

Table 4. LAN Redundancy

Field

Description

Reset to Defaults button

Allows you to reset the network timers to their de-
fault values.

Enable LAN Redundancy

Allows you to enable the LAN redundancy feature
on the node.

The default is Disabled.

Available Paths list

Displays a list of available network paths, and their
network status.
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Table 5. Remote Access Restrictions

Field Description Default

Accept Unknown Host Select this option to allow the Disabled
SCADA node to accept connec-
tions from any computer. When
the parameter is disabled, access
is restricted to the iClients (View)
you specify.

Remote Viewers list The list of remote viewers that None

can Accept Unknown Hosts.

Accept Unauthorized Writes Select this option to allow the Disabled
SCADA node to log all unautho-
rized write attempts from the
iClients.

Remote Viewers list The list of remote viewers that None
can Accept Unauthorized Writes.

Log Unauthorized Writes Select this option to enable the Disabled

logging of failed writes.

Special Considerations for SCADA Enhanced Failover

This topic covers iFIX Enhanced Failover special considerations. It does not cover High Availability for
Configuration Hub servers. iFIX Enhanced Failover should not be used on a node participating in a High

Availability (on page 50) setup.

If using Enhanced Failover, you must be in Maintenance Mode to make changes to your Database or
Model in Configuration Hub. Maintenance Mode allows you to temporarily suspend synchronization
between the two SCADA nodes in an Enhanced Failover pair. This allows you to add or modify groups and
tags in your iFIX database while the Scan, Alarm, and Control (SAC) program is running. When you enter
Maintenance Mode, SCADA synchronization temporarily stops; synchronization between the SCADA pair
is suspended. After Maintenance Mode is enabled, you can make changes to the database on the primary
node.

Additionally, all changes to a Failover pair's Database or Model must be made on the Primary node.
Changes made to a Failover pair's Database or Model on the Secondary node cannot be published.
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Every time you make a change in the configuration and publish, the data is reloaded in the configuration
and the driver is restarted. This is important to know if you are making changes on a live system. You will
NOT need to restart iFIX after you make any changes in the Configuration Hub. However, after you exit
Maintenance Mode, you will need to stop and restart the driver from Mission Control on the secondary in
order to pick up the configuration changes.

Using Configuration Hub with iFIX Enhanced Failover

In an Enhanced Failover setup, both the Primary and Secondary Nodes can register and login to
Configuration Hub. See iFIX Plugin Registration (on page 158).

1. Once registered, you can login and work with Configuration Hub on the Primary and Secondary
nodes.

2. When making changes to the Database or Model you must be in Maintenance Mode, and those
changes must be made on the Primary node.

3. Changes made while in Maintenance Mode need to be published in Configuration Hub to the iFIX
node.

4. Once all changes to the Database or Model have published, disable Maintenance Mode in the
Primary Node. This will allow the Primary Node to synchronize changes with the Secondary Node.

Deleting Servers or Groups

Be aware that when the iFIX SCADA Enhanced Failover pair has the OPC UA Driver configured, any server
or group delete operation in the Configuration Hub Ul on the Primary will not be deleted on Secondary
after the maintenance mode synchronization happens. The Secondary SCADA continues to retrieve data
since the server and/or group still exist on the Secondary. As a workaround, manually delete the server
and group files from the secondary SCADA, since you cannot run Configuration Hub on the Secondary
SCADA. The UA client will continue to receive data from these servers/groups until the OUA driver is
restarted (via Mission Control or iFIX restart) on the Secondary SCADA, forcing the driver to reload the

configuration from disk, which will no longer have those servers/groups.

Server and Group configuration files are found in the PDB\iFixUaClient folder, in Servers and Groups
folders, respectively. Each server and group have its own file. In each of these folders, compare the
contents on the Primary node to those on the Secondary. If a file exists on the Secondary but not on the
Primary then open the file in a text editor and verify that it is a server or group that was deleted from the

Primary. If so, delete that file from the Secondary.

For all other operations, the synchronization works as expected such as: Server Create, Driver tag

deletions or updates, Group updates, and so on.
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Notes on Certificate Management

When the iFIX SCADA is part of an Enhanced Failover pair and we have enabled the OPC UA Driver on the
SCADA, each physical SCADA needs to establish trust with the configured OPC UA Server separately. After
both SCADAs can communicate to a remote OPC UA Server individually using their certificates, you can
then bring the iFIX SCADAs up as failover pair. Be sure to confirm that you can communicate individually
first.

Special I/0 Addresses

There are special I/0 addresses in iFIX that are very helpful in a Redundancy Configuration for the OPC UA
Client. Using the ConnectionStatus and EndpointUrl addresses, you can see the overall connected status

of a (logical) server, and the endpoint it is currently using for data.

SQL Connections

The SQL Connections area in Configuration Hub allows you to control how the iFIX SQL option

communicates with a server containing a relational database.

Overview

The SQL Connections let you identify the:

« Type of database to which the SQL option connects (for example, Oracle, or Access).
« User name for the account to which you log into on the relational system.

« Password for the account.

« ODBC data source name.

Add a SQL Connection

1. In Configuration Hub, in the Navigation panel, select your iFIX node, and then Connections.
2. Next, click SQL. The following screen appears in the Connections panel.
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k-1 &
NAVIGATION 3 Deploy-ifishmikm.. 3 iFIX-ifixhmikmO02 > FeOIEa eyt PR gl s P
“ B proficy Authentication OPCUA IGS Drivers Network SQL
Security Q, Search.. o g
White Labelling ACCOUNT NAME STATUS ACTION

~ @ ifichmikmo02

~ @ DefaultProject

# Connections o

& Model

£ Database

( Note:

To refresh the list, click the ellipsis (...) button, and then select Refresh SQL Accounts.

N

3. To add a SQL connection, click the plus (+) icon at the top of the grid.

The Add accounts dialog box appears as shown in the following figure.
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Add Accounts

DATABASE TYPE

Select...

USER NAME

PASSWORD

&

DATABASE IDENTIFIER

Select...

Cancel

4. Enter the information described in the following table.

5. Click Add.

Table 6. Add Accounts Dialog Box Fields

Field

Description

Database Type

Allows you to display a list of supported relational
databases.

User

Allows you to specify the name of the user's ac-
count on the server. This name is usually the same
one you use to log onto the server. This field can
be left blank or can contain a name with up to 31
characters.

Password

Allows you to specify the password used to log
onto the server. This field can be left blank or can
contain a password with up to 31 characters.
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Field

Description

If you enter a user name, then most likely you are
required to enter a password. As each character is
entered, an asterisk appears in the Password field.

This protects your password.

Database Identifier

Allows you to specify the ODBC data source name
to which the SQL option can connect. Click the
drop-down list to display a list of ODBC data

sources.

Model

Model Overview

The iFIX model allows you to create a blueprint or template of the assets in your system and quickly and

easily create and maintain instances generated from the Type definition.

The model in iFIX consists of the following components:

« Object Types: An object type is a blueprint. A blueprint is something tangible in your plant that you
want to replicate, such as mixer, furnace, or pump, that will have a common structure (common

variables and contained types) shared across all mixers, furnaces, and pumps. Object Types will

have Variables, Contained Types, and Templates.
- Variables - Individual tags or measurements that are common across all Objects of a certain type,

like temperature, pressure, flow, and so on. Variables represent tags that will hold values retrieved
via iFIX drivers like IGS and OPC UA client from the devices in your system.
- Templates: Templates provide the capability to have one or more translations of an Object Type

into an Object Instance. If you have two different types of pumps that have some commonly shared

variables but a subset that are unique, you would create two templates for a single pump type.

- Substitutions - Substitutions allow you to parametrize your Type definition such that you can
modify the Object Instances created from the Type and Templates to be unique.
- Contained Types - Contained types allow you to create a hierarchical blueprint of assets that will

be instantiated together.
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- Object Instances - An instance created from the Object Type. The instance represents an asset
in the application and the variables are either created as iFIX tags (direct variables) or point to

existing iFIX tags (indirect variables) or are static to the type (static variables).

Model Panel

The Model panel is where you go to navigate and initiate actions on your model. To configure the model,

click on Model entry under your iFIX node in the Navigation panel. You will see a table of Types and

Instances in the main panel.
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Q, Search... o o B Y%

~ lypes
~ T Mixer @

« I Variables
{7 Motor_0il
O Maotor_SP
{J Motor_Speed
0 Motor_State
J Mator_Temp
0 Mame
<7 Tank_Level
{7 Valveln_State
I ValveOut_State

« [ Templates
B3 Default_Template_Mixer

w Instances

« I PaintMixer (4]
e ]
@ Motor_Oil
© Motor_SP

9 Motor_Speed
P Motor_State

¥ Motor_Temp

o Active Database: NEWDEB

Note:
Be aware that the panel should not be floating, and must be docked before performing any
operation.
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The Details panel will provide additional information about your selections in the Model panel. The Object
types show variables and contained types on expansion and the contained types can be further expanded
to navigate through the containment hierarchy. You can also see the hierarchy of templates that will be
created for a given parent template. Similarly, the object instances tree provides navigation to the instance

containment hierarchy.

The Model panel lets you configure the model in the following ways.

* Create Types
« Edit types (in a separate panel)
- Create Object Instances from Types

Warning:

In the Model panel, when Object Instances or variables under an Object Instance are selected, the
properties are populated on the Details panel. When changes are made to the properties of an
instance or variable, these changes are saved on a selection change in the model tree.

Type Creation

Object Types provide a powerful mechanism for creating and managing Object Instances and variables
for your iFIX SCADA. In conjunction with Type Templates, you can generate and update multiple Object
Instances from one location.

To create a type, click the "New" button on the top right of the Model panel. This will prompt you for the
type name and description.

New Object Type
MAME

FillerType

DESCRIPTION

Elueprint for the plants "iIIE|'5.|
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Creating or editing a type will open that type into a separate IDE panel. Currently, there is only one Type
Edit panel, so as you edit multiple types, the Type Edit panel will be replaced with the Type currently
selected for editing.

After the type is created and saved, the model panel gives you capabilities to manage that type include
editing, deleting, duplicating, exporting, or creating an instance of the type.

s lypes

_° |

« I Variables Edit
<7 Motor_0il Delete
<7 Motor_spP Duplicate

{7 Motor_Speed Export

0 Motor_State
Add Object Instance
Y, Motor_Temp

This can be accessed from the context menu in the Type's row in the grid or the Right-Click menu. Double-
clicking the Type's row will open the Type Edit panel.

DETAILS
g Mixer
Q. Search... b o8 ®
Q. Search..
v Types
“o R
« [ Variables Edit
O Motor_Oil Delete
O Motor_SP Duplicate

', Maotor_Speed

Export
0 Motor_State

Add Object Instance e

o) Motor_Temp
<D Name

LdSL IMiouimey user
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(L ™
Note:

When saving a type, any updates will be automatically pushed to existing Object Instances of

type. Depending on the number of instances associated with the type, it could take a long time to

update. This may result in the save taking a long time.
N /

Type Variables

Type Variables

Type Configuration

When configuring your type, the most important component is the list of variables that define the asset

type characteristics or measures.

In the type edit panel, you can add new variables using the New button. You can configure some simple
tag details in Type mode including tag type. Switching to template mode allows you to configure the

majority of the variable details.

The type of a variable (Number/String/Boolean) can be defined differently between templates. iFIX block

types can be mapped differently between templates.

Supported Tag Types for Variable Configuration

The iFIX model supports the following tag types for variable configuration:

« Direct Variables (on page 209) - Direct variables when instantiated, become tags in your iFIX
database.

« Indirect Variables (on page 209) - Indirect variables allow you to reference an existing iFIX tag
in the tag database. This can be useful to create a model structure on top of an existing flat tag
database.

- Static Variables (on page 210) - Static variable store static value for the variables, these variables
are not created as iFIX tags, they take the value through an object instance and do not change the

value during the runtime.

Details Panel

The Details panel shows the properties of variable type. Setting or changing property values for variables
in template mode will translate into any Object Instances that will or are created from this type's

templates when you save those changes.
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Direct Variables

Direct variables are variables that directly communicate to iFIX drivers. Direct variables are created as
iFIX tags in the iFIX database when Object Instances are created. You can configure variable properties in

Object Template mode.

Currently, model variables support a subset of the tag types available in the iFIX system. This subset

includes:

« Numeric types supported - Al, AA, AR, AO, DA, DT, DC, TM
* Boolean types supported - DI, DA, DR, DO, BL
« Text types supported - TX

Indirect Variables

Indirect variables give you the capability to build a model on top of an existing flat tag database. When
you create an indirect variable in a Type, for each template, you can use the Details panel to specify a tag
or a substitution to generate a tag reference when Object Instances are created.

By using a substitution value in the Template Tag Name property, you can dynamically change the name

of the variable per Object Instance.

Details panel
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Indirectvar

Q. Search..
FIELD VALUE

~ GEMERAL
Variable Name Indirectvar
Data Type MUMBER
Description
Variable Type INDIRECT

Template TagName  Paint_ M ixer_{Mb:er#]{

Static Variables

Static variables are variables meant to hold static data in your Object Type and Instance. They are read-
only variables that are set only at the model instance level and do not create iFIX tags. Static variables can
be browsed for and used in your iFIX pictures. An example of a static variable could be a serial number of

an Asset.
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Static_Var
Q. Search...
FIELD VALUE
w GEMERAL
Variable Mame Static_Var
Variable Type Static
Static Value 123456

Template Overview

Templates describe how Object Instances will be created from an Object Type. All Types are created with
a default template and require at least one template to work. Creating multiple templates is useful if you
have a number of Asset definitions that are similar and have majority of overlapping variables, but have
some exceptions.

Default Template

A type must always contain at least one Template. By default, when you create a Type, a default template
is created for you. If you do not need to account for slight variations in the Object Instances that will be
created from your type, then you do not need to configure anything further with the template.

Template Management

Overview

You can manage templates from the Template drop-down in the Type edit panel.
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TEMPLATE
Default_Template_Mixer B 0
New
Variables Contained Types Edit
Duplicate
v VARIABLES
Delete

T
=

[ ] VARIABLES 1
Add Object Instance

ni

What's Stored in a Template

Each template stores a number of details about a type that are unique from other templates in the type.
Specifically, the template stores:

- Substitutions - are unique per template.

« Include/Exclude variable - at the template level, you can choose which variables to include or
exclude when an instance is created from that template.

- Variable property changes - All property changes you make in template mode, for example the
|0 address or alarm limits, are stored in the template. They can be different if you create a new
template.

- Contained Type template specification - for each template, you can specify the template to use
when creating an instance from that template for each of your Contained type aliases. Contained
types can be included or excluded between templates.

Variables

Variables Contained Types

~ WVARIABLES

(] VARIABLES MCLUDE VA
Motor_Oil - DI
Motor_SP -) DI

All property changes you make in template mode, for example the 10 address or alarm limits, are stored in
the template. They can be different if you create a new template.
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TextVar

Q. Search..

FIELD VALUE
~ GEMERAL

Variable Name TextVar

Tag

Description

~ 10 ADDRESSING

1/O device SIM
I/O address {MixerMumber}

Substitutions

~ SUBSTITUTIONS
| ARAMETER NAME DATA TYPE DEFAULT VALU

MixerNumber NUMBER 1

Substitutions provide a mechanism to create placeholders in the variable property definitions through the
templates. When the variable property value needs to vary between object instances, substitutions can
help define a placeholder and provide unique values for each instance. For example, if the I/0 address

of a variable is defined in the variable template, providing I/0 address of a particular tag would bring the
same value across all instances. Instead, if we use a substitution in parts of or the full I/0 address value,

this value can be replaced differently for different instances.

A substitution can be defined and managed as part of a template definition. To use substitutions in
template variable properties, use the substitution name surrounded by curly braces within a property.

A numeric type property needs to have the full value substituted whereas a string value can have a part
substituted or multiple substitutions can be used. Substitutions cannot currently be used for enumerated

properties.
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For example, a description property for a variable can be defined with substitutions as "This is the
serial number \{Asset_Number} of this \{Asset_Name}" where Asset_Number and Asset_Name are

substitutions and their values are provided per object instance.

Note:

Formulas are not currently supported within substitution strings used in the Model.

Contained Types

Contained types help define asset containment and provide a hierarchy relationship that can be used
to make a multi-level instance as well as utilize this hierarchy during the model consumption in the iFIX

picture definitions.

Contained types refer to other existing type definitions and are organized under a parent type. For
example, an asset type definition for a pump can contain a shaft type, this can be accomplished by
creating a type definition for pump and shaft separately and in the pump type definition, the contained
types tab provides options to add a new containment by providing an alias name and selecting the shaft
type from the drop-down.

Aliasing

When including contained types under a parent type, you must specify an alias name for that contained
type. When the parent type is instantiated, the aliased contained types will be automatically created

as instances with the alias name under the Parent instance. Aliasing enables differentiating multiple
containments of the same type. You can have more than one alias contained under a parent type and the
contained types can also contain other types making up a hierarchy. For example, a pump could contain
two bearing units, one for inboard and one for outboard. The bearing type can be added as contained type

to the pump with alias names Bearing_Inboard and Bearing_Outboard.
Substitutions

iFIX model type and template variable properties (mapped to tag fields based on block type selected) take
input values as numerics, string constants, and substitutions, and offer placeholders for these inputs. You

can use substitutions to enable assigning values at instance level for these properties.

You can insert substitutions directly into value cells by browsing. To use this feature, click on the
property's cell value. A browse button displays in the value cell. Click this browse button to displays list of
substitutions, click on the desired substitution to insert at the cursor position. Substitutions can also be

used in expressions along with other value constants to finally evaluate to a final value substitution.
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Note:
You refer to parent substitutions using the special character “@” from a contained child object.
The value from the parent object instance is substituted to the contained object.

e
DETAILS

Vibration

Q. Search...

FIELD

»  GENERAL

Variable Name
Tag Mame
Description

IO ADDRESSING

VALUE

Vibration

Filler 01 Pump Vibration

I/O Driver IG5
I/O Address FiIIerG{FiIIerNum}.F’ump."Jibratiod ooo
Signal Conditioning None | g, nression Builder b
HEN¥ oritions HORe ] itnians ) v
Scan Time 1.00
FillerMum
LIMITS AND SCALING
Low limit 0.15
High limit 0.18
Units
Scale Enabled NO
Scale Clamping NO
Raw low 0.00
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Expression Builder

Expression Builder

Another placeholder mechanism is enabled for the type variable property values: using an expression
to define the value for a property. Expressions can be built using simple mathematical operators and
functions. You can also insert substitutions into expressions.

Expression Editor

EXPRESSION INSERT

=3 Math

Substitutions (0)

Reset Check Syntax Cancel Apply
I

You could also launch expression editor from the property value cell to build the expression.

For example, if you were defining a Pump type and create a variable called RPM, you could create a
substitution for High Limit called “RPM_HighLimit” to define alarm limit values for this variable, and
you could use an expression like Alarm Hi — “{RPM_HighLimit — 20}". The substitution value can be set

at an instance level and automatically the alarm limits are adjusted based on the High Limit.
Object Creation

When you create a new object, a dialog box appears requesting a name, description, type, and template.
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NEW OBJECT

Active Database
MEWDE
MAME

PaintMixer

DESCRIPTION

Mixer used for the truck line paintshop.

TYPE

TEMPLATE

Default_Template_Mixer -

Substitution Values

Any substitution values from the template that an Object Instance was created from can be edited in the
Details panel by selecting the Object Instance in the Model Panel.

Model Import and Export

Use the model import and export to help you move the model from one node to another, to make bulk
changes to the model itself, or to use your model in Operations Hub.

Overview

The Model can be exported or imported for working on outside of Configuration Hub. The Model export is

compatible and can be imported into Operations Hub.

To import or export the model, use the first two buttons on the model toolbar:

-\LI L T J 6 {E:I:} ﬁ Mew
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Importing a Model

To import a model, click the import button (:=2). The Import Model dialog box appears where you can
choose a file and specify what you want to import.

Impart Model

Select model C5V to import

Choose File Ha File Selectad

Active Databaze DATABASE

Maodel Elaments
«* Objact Types
|v,| Templates

|¢| Objact Instances

Mot Started

Close

Exporting a Model

To export a model, click the export button (.;). The Export Model dialog box appears where you can
specify

Export Model
Active Database DATABASE
File nama

databasacsy

Medel Elements
w Object Types
| Temglates

| Obgect Instances

Mot Started 0%

Model Tags in iFIX
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Overview

Model-defined tags are also viewable from the iFIX Workspace. These include Indirect and Static variables
defined in the model, as well as pre-defined tags that show model-related information. When viewing tags
in the iFIX Expression Builder, you can see Indirect and Static variables listed alongside iFIX tags, as well
as the pre-defined Model Info tags. Their values can be used in animations in the WorkSpace (such as in

data links) just like any other iFIX tag.

Tag Description

MODEL>INFO>FILENAME The full file name with path of the model file from
which the model was loaded.

MODEL>INFO>MODEL_VERSION The version of the published model.

MODEL>INFO>PUBLISH_TIME The time of the last publish.

MODEL>INFO>PUBLISH_USER The iFIX user who performed the last publish.
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Example of Expression Builder with Model Tags Displayed

Expression Builder ? et
Drata Source Broveser
ﬁ FIx Database. @ Pictures | @ Globals _(F" Data Servers 'QJ Alarm Counters- ﬂ
Mode Mames Tag Mamesz Field Mames
Fl= Al-GS A
FlzsJ1kd A0 A_FULL_OBJECTHAME
Fl=LOG MODEL:IMFO:FILENAME A_OBJECTHAME
MODEL:IMFOMODEL_WERSIOMN E_CW
MODEL:IMFO=PUBLISH_TIME F_Cv
MODEL:INFO>PUBLISH_UUSER
M5O
£ >
'{."_ H F_ H E E
% At F ® a F % a F
Fiw32 Fl<LOG.MODEL:IMFO»FILEMNAME Tolerance: 0.007000
Deadband: 0.000000
Refresh Fate: | 1 gooooo w
I Check Syntax | | ok Cancel Help Mathematical Functionz »»

Notes on the Example

The A_OBJECTNAME and A_FULL_OBJECTNAME fields shown in the previous figure will not have a value

for the pre-defined Model Info tags. If iFIX tags are not associated with a variable in the model, they will

not display values for these fields.

The Expression Builder does not display the A_OBJECTNAME and A_FULL_OBJECTNAME fields when
browsing a tag that exists in the iFIX database — these fields only display when browsing Indirect or

Static variables. However, this field can be manually entered for any iFIX database tag, and if that tag
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is associated with a variable in the currently published model then the owning object’s name will be

displayed.

Database
Database Overview

Database Overview

The Database panel provides similar functionality to the iFIX Database Manager, but in a completely
different interface: a web one. That interface that should be natively intuitive to those familiar with web-

based grid objects. The Database in Configuration Hub has off-line storage where you do your work.

Click on the Database panel to connect to the database running on your iFIX SCADA node. All the tags
appear into the off-line database. Interact with your iFIX tags in a web container where you can easily sort,
filter, and interact with your iFIX tags.

After you are finished, you can Publish your changes to the running iFIX node. A filterable status column
in the database shows the publish status of each tag. A log file is generated every time you Publish
providing information about the operation.

Note:

iFIX supports up to 65534 tags per block type depending on the composition of the database in

relation to available contiguous shared memory and process memory space.

The currently active iFIX database is what will show in Configuration Hub and is what will receive all
operations. This is true regardless of how many users are connected to and configuring the same
database. Changes to the database, both published and unpublished, are shared across users and
browser sessions.

Refer to the following sections for more information about the iFIX Database panel:

« Grid Features (on page 222)

« Searching, Filtering, Sorting, and Column Reordering (on page 222)
- Database Toolbar (on page 224)

+» Database Column Choosing (on page 225)

+ Database Details Panel (on page 226)
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Grid Features

The database grid provides many great features to allow you to easily and efficiently work with your iFIX
data. The grid will always show and configure the currently active iFIX database for the node you are
connected to. An example of the grid is displayed in the following figure.

M@l Datobase DATABASE

Q. Search... DATABASE ~ e % T M@ m ©
|:| TAG NAME T STATUS | TYPE DESCRIPTION

Q. Fifter Q. Filter Q. Filter Q  Filter a
[] MIXERO1>MQTOR_OIL [} Al Mixer 01 Motor Oil Level
|:| MIXERO1>MOTOR_SP ° Al Mixer 01 Motor 5P
[] MIXERO1>MOTOR_SPEED [} Al Mixer 01 Motor Speed R...
|:| MIXERO1>MOTOR_STATE ° Al Mixer 01 Motor State
[T MIYFRN1>MATOR TEMP [ Al Mixer 01 Motar Temn

When the active database changes from anywhere, the grid should notify you and ask you to refresh. If at
any time you believe it is out of date due to concurrent changes from other locations, the toolbar contains
a refresh icon to re-fetch the latest updates. The database grid panel works closely with the Details panel.

Ensure you have the Details panel open and visible as you work in this panel. As tag rows are selected
within the grid, the tag details are displayed and are editable inside the Details panel.

Searching, Filtering, Sorting, and Column Reordering

The following sections provide more details on this functionality.

Searching

There are two main search options when using the database grid. A global search that searches the whole
grid for the typed in text and a column search that searches a particular column and provides multiple
search parameters. Especially for large datasets, using these search options helps to quickly find the tags
and data you want to work with.
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Database-DATABASE*

Q. Tank *

D TAG NAME

Q  Mixer

VEL

af: Contains

NEL

e Does not contain

Eac Starts with VEL
afR Ends with

= Equals

# Does not equal

0, Reset

Filtering
Each column can filter by the current contents of the grid. For example, you can quickly and easily search

for all the instances of a particular tag type, status, or 10 Driver:
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1 STATUS | TYPE

| |:| Select &

Cancel .4

() Al r

Sorting

Sorting is easy to do by clicking the header of any column to toggle between ascending and descending
sort. For more advanced sorting, you can hold down the shift key and select more than one column to sort
by.

STATUS TYPE 1 I/O ADDRESS I DES(

Column Re-Ordering and Resizing

The Tag Name is locked at the left position, but the rest of the columns in the database grid can be re-
ordered via drag and drop of the column header with your mouse. Any column can be resized to optimally
fit the data you are working on.

Database Toolbar

The toolbar for the Database Details screen contains the following icons:



DATABASE > ooo
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o > B s

Mew Database

JRESS T DESI ER
rer Q 2
C.Mixer01.Motor_Oil Mixe
CMixer01.Motor_Oil Mixer 01 Motor Qil Level 1G5
For more information on these icons, refer to the following table.
Item Description
tesct = Click the drop-down to switch to another database.
LLL] Use this button to open a menu that you can use to
create a new database, save a database under an-
other name, import, or export a database.
L] Use this to refresh your grid view.
% Click here to clear all filters currently applied to the
grid.
[ Select one or more tags and click this button to
delete a tag(s).
[k Select a tag and click this button to duplicate an

existing currently selected tag. You will be prompt-

ed to enter a new name.

Click the New button to add a new tag to the data-

base.

Use the settings icon to pick the columns you want

to display on the Database view.

Database Column Choosing
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The Database panel by default shows the following columns:

+ Tag Name (Fixed and always visible)

« Status - This column shows the publish status of the tag (Published, Unpublished, Modified)
« Type - Displays the block type abbreviation (for example: Al, AA, MDI, and so on)

« Description - Tag description

« 1/0 Driver - The driver configured for the tag

« 1/0 Address - The 10 address of the tag.

Other columns are available to show in the grid by using the column chooser available when you click on
the gear settings icon on the far right of the database toolbar.

Column Chooser

Q. Search

@ Select &

Type

Description

Cancel Apply

Database Details Panel

Editing database tags is done via the Details panel after selecting a particular tag in the Database panel.
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[] MIXERO1>MOTOR_SP
MIXERO1>TAMK_LEVEL
[] MIXERD1>MOTOR_SPEED

Search...

Q Search [ ] MIXERO1>MOTOR_STATE
FIELD VALUE [ ] MIXERO1>MOTOR_TEMP

~» GENERAL [] MIXERO1>NAME

Tag Mame MIXERO1=TANK_LEVEL B MIXERO1>TANK_LEVEL

Description
|:| MIXERO1>WVALVEIN_STATE
Type Al - Analog Input
|:| MIXERO1>VALVEOQUT_STATE
Current Value 111 S
|:| MIXERO2>MOTOR_OIL
» |10 ADDRESSING
|:| MIXEROZ2>=MOTOR_SP
»  LIMITS AMD SCALING
2
«  ALARMS OPTIONS |:| MIXERO2>MOTOR_SPEED
Alarm Areas ALL |:| MIXERO2>MOTOR_STATE
Enable Alarm ENABLE [ ] MIXERO2>MOTOR_TEMP
Priority LOW [ ] MIXEROZ2>NAME

The Details panel for the database is made up of property rows with names and values grouped by area.
These areas are expandable and collapsible. At the top of the grid is the name of the tag for easy viewing
and a search box for filtering and finding the tag property you want to view or configure. The 'Field' and
'View' columns are resizable.

There are different types of properties in the Details panel depending on the type of value being shown
or edited. Some are enumerated values with drop down lists, some are text edit boxes and others are
numeric edit boxes. Some properties are read only depending on the values of other properties in the grid.

As you make changes on tags, their published status changes to “Modified” and will be applied to the
active databases after Publish.

Database Management

Database Management
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You can manage your database operations from the Database panel. This includes adding, copying,

importing, and exporting your databases.

New Database

When you create a new database, you will be prompted for a new database name (up to 8 characters).
After you choose to create a new database, the currently active database switches to this new empty
database.

MNew Database

Cancel

Switching Databases

The drop down in the toolbar lets you quickly switch your currently active iFIX database.

Switch to - db1

Switching the database changes the active
databzse on the iFX SCADA node.

Save as Database

The Save As command lets you take your existing active database and save it as a newly named
database. This operation will also switch the active database to the newly copied database.

Save As

A Szve As changes the active database on the iFIX SCADA node.

NAME

Cancel
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Import or Export a Database

See Import a Database (on page 230) or Export a Database (on page 229).

Export a Database

Use the database export when you want to export iFIX tags into a spreadsheet format. These tags can be
regular tags (non-model), or both model and non-model tags. Your database is exported in CSV format.
You can edit that CSV file in a spreadsheet program and then later import it back into iFIX again.

To export your database, from the Database panel, click the ellipsis (...) icon, and use the drop-down

beside the database selector in the toolbar.

zest = ea OO
Mew Database
E CESCRIFTION Save Az
Filter S Filker
= Import
sdfasdf D

When you select the Export option, the Export iFIX Database dialog box appears where you select the

options you want and click Export.

Export iFIX Database
Active Database DATABASE

File name

database.csv

Export Medel information for Object Instance tags

o Expert Completed 100%

Close

The exported file will be automatically downloaded to your browsers in the specified download folder with

"export.csv" as the name.
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A progress bar keeps you informed of the export progress, especially for larger exports.
After export, you can see the results of the export by clicking on the Log file link to download the log file.
Including/Excluding Model

Exporting your currently active database provides you with an option to export any associated model
artifacts that are tied to tags in the database.

Selecting the Export Model Information for Object Instance Tags check box (the default) will export the
model and associated types and template details. This is most useful when exporting the database to
move it to another node or project. Other uses include when you want to back up your model changes,
when you want to make bulk changes to the model itself, or to re-import or when you want to use your
model in Operations Hub.

Clearing the Export Model Information for Object Instance Tags check box will export just the database
tags and their details.

Backwards compatibility

Exports from databases of previous versions of iFIX will import into the new Database Manager.
Exporting from the Database panel and importing into older versions of iFIX will also work, however if you
choose to export the model associations, these sections will not import and will generate errors.

Import a Database

Use the database import when you want to import tags to your iFIX database. These tags can be regular
tags (non-model), or both model and non-model tags.

Be aware that Configuration Hub supports only UTF-8 encoded files. The iFIX Database Manager uses
ANSI encoding. Prior to importing files into Configuration Hub's Model or Database panel, ensure that the
CSV fileis in UTF-8 encoding. To do so, open the CSV file in the Windows Notepad editor and perform a
SAVE AS with UTF-8 encoding selected, and then save the file as a CSV. Likewise, if you want to import a
file from Configuration Hub into the iFIX Database Manager, save as ANSI encoding before importing the

file into the Database Manager.
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1. Configuration Hub, on the Database panel, click the ellipsis (...) icon to open the shortcut menu.

fest x oo ".:'e *‘L§< 'E"L

Wew Databaze
CECCRIPTION

ZSave As

Filter Q, Filter Import

Export

2. Click Import.

Import iFIX Database
Select Tags and Model CSV To Import
Choose File E:(p[.rt (2).csv

Active Database NEWDE

Q Import Completed 100%

Il
[
[*[F]

Close

The Import iFIX Database dialog box appears.
3. Click Choose File to select a file to import.
4. Click Import.

Configuring Custom Blocks

For custom blocks to function properly within Configuration Hub, two supporting files are required.

* bl ock- nane. gov
* bl ock-nane_details.json

In the above examples, block-name is the name of the custom block (e.g., for the D16 block, the files

would be named D16. gov and D16_det ai | s. j son).
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When using the block tool kit to create custom blocks, the utility creates the .gov file; it is up to the user to

create the .json file and save itinthe C: \ Program Fi | es (x86)\ Profi cy\i FI X\ PDB\ folder.

The basic structure of the .json file is:

* type_nane: the name of the custom block (e.g., "t ype_name": "D16")

- Category elements outline the logical groupings of items in the details display. Using the D16
block as an example, its categories are General , | O_Addr essi ng, Devi ce_St at es, Al ar ms_Opt i ons,
E- Si gnat ur e, and Advanced_opt i ons. Within each of these elements, there is a Rank entry that
specifies the display order. For example:

o “rank”: 1 will display at the top of the details pane

o "rank": 2 will display next, etc.

Within each of the categories are individual listings of the block fields to be displayed under that heading.
For example, the fields listed under the Gener al heading of the D16 block are:

“"General ": [
{
"A TAG: {
"default": ""
"enunt: ""
"datatype": "string",
"validators": [
" TagCommmonVal i dat or s. maxLengt h",

" TagCommonVal i dat or s. t agNane"

"A DESC': {
"default": ""
"enunt: ""
“datatype": "string",
"validators": [

"TagComonVal i dat or s. maxLengt h"
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"rank": 2

The behavior of display and input is controlled by these entries. In this example, the tag name (A TAG')
and description (* A_DESC’) are listed in the Gener al category. These must correspond to actual field
names available in the block. A complete list of field names and their descriptions can be obtained by
creating the custom blocks in the iFIX Database Manager and exporting the resulting PDB file to a CSV
file, which can be opened (e.g., using Excel) to list the field names and their corresponding descriptions.

Elements are assigned a “dat at ype”, such as “stri ng” or “nunber”, and can be given an enumeration
set to limit the values entered to those defined in the enumeration set. The possible values will display
as a drop-down list for the field. A sample of this is demonstrated in the E-Signature section of the
D16_det ai | s. j son file (at the bottom of this page).

"enunt': [

" YES*,

- Additionally, validation criteria can be provided to stipulate allowable entries for each field. This
behavior is controlled by the “validators” section for the tag field. Some commonly used validators
are:

> TagCommonVal i dat or s. maxLengt h: Verifies that the value does not exceed the field’s maximum
length, which is obtained from the .gov file. For example, fi el d_I engt h is used to determine
the length (for t agnane it will be 256).

> TagConmonVal i dat or s. t agNane: Checks for the tag name characters and matches the
validation to that in the iFIX Database Manager. It also checks for duplicates in the current
database. For example, the following special characters cannot be in the iFIX tag name - ~°
+0:72"*={}.;?7@

> TagConmonVal i dat or s. i oAddr ess: This validator applies only to the SIM driver. The value
cannot be more than 2000; if a bit value is used, it cannot be more than 15.

> TagCommonVal i dat ors. i sl nt eger Val i dati on: Checks if it is @ numeric value, otherwise the
input is rejected.

° TagConmonVal i dat or s. ni nval ue: Based on the value of fi el d_ni n in the .gov file.

o TagCommonVal i dat or s. maxVal ue: Based on the value of fi el d_max in the .gov file.

> TagConmonVal i dat or s. i sEnpt y: Checks if the value is empty.

> TagConmonVal i dat or s. scanTi ne: Matches to the iFIX Database Manager input for scan time.

> TagConmonVal i dat or s. bl ockNane: Similar to t agName, but does not check for a duplicate tag
name in the database.
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> TagConmonVal i dat or s. maxPr eci si on: Based on the value of fi el d_pr eci si on in the .gov file.

> TagCommonVal i dat or s. eguVal uesNot Equal : This validator checks if the value is within EGU
limits. If the value matches EGU limit values, it is rejected.

> TagCommonVal i dat or s. i nval i dNuner i cFor mat : Confirms that the number format matches the
locale. Only default number formats for a given locale are supported.

Note:
Depending on the complexity of your custom block, it is recommended to use the
TXT _det ai | s. j son (simpler) or D16_det ai | s. j son (more complex) as a template.

TXT_details.json

{

“tag_type": [

"type_nane": "TXT",
“category": {
“General ": [
{
"ATAG: {
"default": ""
"enunt: ""
“datatype": "string",
"validators": [
" TagCommmonVal i dat or s. maxLengt h",

" TagCommmonVal i dat or s. t agNane"

"A DESC': {
“default": ""
“enunt: ""
“datatype": "string",
“validators": [

" TagCommonVal i dat or s. maxLengt h"
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"rank": 1

I

"1 O_Addressing": [

{
"ATODV':
"default": "SIM,
"enunt': [
I
"datatype": "string"
}
H
{
"ATOAD: {
“default": "0",
"enunt: "
“datatype": "string",
“validators": [
"TagCommonVal i dat or s. maxLengt h",
" TagCommmonVal i dat or s. i oAddr ess"
|
}
b
{
"A108C: {
“default": "None",
“drivers": [],
“enunt': [
1.
"datatype": "string"
}
H
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"ALOHT": {
"default": "None",
“enunt': [
"None"
1.

“datatype": "string"

}
H
{

"rank": 2
}

1.

"Limts_and_Scaling": [

{
"AELO: {
"default”: "0.00",
“field_mn": "-3.4E+38",
“field_nmax": "3.4E+38",
“field_precision": "16",
"enunt: ""
“datatype": "nunber",
"validators": [
" TagCommmonVal i dat or s. mi nVal ue",
" TagCommmonVal i dat or s. naxVal ue",
" TagCommonVal i dat or s. maxPr eci si on",
" TagCommonVal i dat ors. i SEnpty",
" TagCommonVal i dat or s. eguVal uesNot Equal "
I
}
H
{
"AEH": {

“defaul t": "100.00",
"field_min": "-3.4E+38",
“field_nmax": "3.4E+38",
“field_precision": "16",

"enunt':



"dat atype": "nunber",
“validators": [

" TagCommonVal i dat or s. mi nVal ue",
" TagCommonVal i dat or s. maxVal ue",
" TagCommmonVal i dat or s.
" TagCommonVal i dat ors. i SEnpty",

" TagCommonVal i dat or s.

I
}
}
{
" A EGUDESC': {
"default": ""
"enunt: ""
“datatype": "string",
"validators": [
" TagCommmonVal i dat or s. maxLengt h"
|
}
b
{
"rank": 3
}

1.

"Text Strings": [

{
"TRO": {
"default": "1",
"field min": "1",
"field _nax": "65535",
"enum: ""
“dat atype": "nunber",

“validators": [
"TagCommonVal i dat or s. maxLengt h",

" TagCommmonVal i dat or s.

" TagCommmonVal i dat or s. mi nVal ue",

" TagCommonVal i dat or s. maxVal ue"
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maxPr eci si on",

eguVal uesNot Equal "

i sl ntegerValidation",
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I
}
H
{
"A TSO": {
“default": "",
"enunt: ""
“datatype": "string",
“validators": [
" TagCommonVal i dat or s. maxLengt h"
|
}
b
{
"TRL": {
"default": "2",
“field min": "1",
"field _max": "65535",
"enunt: "
“dat atype": "nunber",
“validators": [
"TagCommonVal i dat or s. maxLengt h",
" TagCommmonVal i dat ors. i sl nt eger Val i dati on",
" TagCommmonVal i dat or s. mi nVal ue",
" TagCommonVal i dat or s. maxVal ue"
I
}
h
{
"ATS1": {
"default": "",
"enunt: ""

“datatype": "string",
"validators": [

" TagCommmonVal i dat or s. maxLengt h"



Configuration Hub Documentation | 3 - iFIX | 239

b
{
"TR2": {
"default": "4",
“field min": "1",
"field _max": "65535",
"enunt: ""
“dat atype": "nunber",
“validators": [
"TagCommonVal i dat or s. maxLengt h",
" TagCommmonVal i dat ors. i sl nt eger Val i dati on",
" TagCommmonVal i dat or s. mi nVal ue",
" TagCommonVal i dat or s. maxVal ue"
I
}
h
{
"ATS2":
"default": "",
"enunt: ""
“datatype": "string",
"validators": [
" TagCommonVal i dat or s. maxLengt h"
|
}
b
{
"TR3": {
"default": "8",
“field_mn": "1",

"field_nax": "65535",
"enunt: ""
“datatype": "nunber",
"validators": [
" TagCommonVal i dat or s. maxLengt h",

" TagCommmonVal i dat ors. i sl nt eger Val i dati on",

" TagCommonVal i dat or s. mi nVal ue",
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" TagCommonVal i dat or s. maxVal ue"

I
}
b
{
A TS3": {
"default": "",
"enunt: ""
“datatype": "string",
"validators": [
"TagCommonVal i dat or s. maxLengt h"
|
}
b
{
"TR4A": {
“default": "16",
"field min": "1",
"field_nax": "65535",
"enunt: ""
“datatype": "nunber",
"validators": [
" TagCommmonVal i dat or s. maxLengt h",
" TagCommmonVal i dat ors. i sl nt eger Val i dati on",
" TagCommonVal i dat or s. mi nVal ue",
" TagCommonVal i dat or s. maxVal ue"
I
}
I
{
"A TSA": {
"default": "",
"enunt: ""

"datatype": "string",
"validators": [

" TagCommmonVal i dat or s. maxLengt h"
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}
b
{
"TR5": {
“default": "32",
"field min": "1",
"field_nax": "65535",
"enunt: ""
“datatype": "nunber",
"validators": [
" TagCommonVal i dat or s. maxLengt h",
" TagCommmonVal i dat or s. i sl nt eger Val i dati on",
" TagCommonVal i dat or s. mi nVal ue",
" TagCommonVal i dat or s. maxVal ue"
I
}
I
{
"A TS5": {
"default": "",
"enunt: ""
"datatype": "string",
“validators": [
" TagCommmonVal i dat or s. maxLengt h"
I
}
H
{
"TR6": {
"default": "64",
"field_mn": "1",

"field_max": "65535",
“enunt': ""
"datatype": "nunber",

"validators": [

" TagCommmonVal i dat or s. maxLengt h",

" TagCommonVal i dat ors. i sl nt eger Val i dati on",
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" TagCommonVal i dat or s. mi nVal ue",

" TagCommonVal i dat or s. maxVal ue"

I
}
I
{
"A TS6": {
"default": "",
"enunt: ""
"datatype": "string",
“validators": [
" TagCommmonVal i dat or s. maxLengt h"
I
}
H
{
"TR7": {
“defaul t": "128",
"field_mn": "1",
"field_nax": "65535",
"enunt: ""
"datatype": "nunber",
“validators": [
" TagCommmonVal i dat or s. maxLengt h",
" TagCommonVal i dat ors. i sl nt eger Val i dati on",
" TagCommonVal i dat or s. mi nVal ue",
" TagCommonVal i dat or s. maxVal ue"
I
}
H
{
"ATS7T": {
"default": "",
"enunt: "

"datatype": "string",
“validators": [

" TagCommonVal i dat or s. maxLengt h"



1
}
"TR8": {
“default": "256",
"field_mn": "1",
"field_nax": "65535",
“enunt: ""
"datatype": "nunber",
“validators": [
" TagCommonVal i dat or s.
" TagCommonVal i dat or s.
" TagCommonVal i dat or s.
" TagCommmonVal i dat or s.
1
}
"A TS8": {
"default": "",
"enunt: ""
"datatype": "string",
“validators": [
" TagCommonVal i dat or s.
1
}
"TRO": {

"default": "512",
“field_mn": "1",
“field_max": "65535",
"enunt': ""
"datatype": "nunber",

“validators": [

" TagCommonVal i dat or s.
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maxLengt h",
i sl ntegerValidation",
m nVal ue",

nmaxVal ue"

maxLengt h"

maxLengt h",
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" TagCommonVal i dat ors. i sl nt eger Val i dati on",
" TagCommonVal i dat or s. mi nVal ue",

" TagCommonVal i dat or s. maxVal ue"

I
}
H
{
"ATS9": {
"default™: "",
"enunt: "
"datatype": "string",
“validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
h
{
"TRIO": {
"defaul t": "1024",
“field_mn": "1",
"field_nax": "65535",
"enunt: "
"datatype": "nunber",
“validators": [
" TagCommonVal i dat or s. maxLengt h",
" TagCommonVal i dat ors. i sl nt eger Val i dati on",
" TagCommonVal i dat or s. mi nVal ue",
" TagCommmonVal i dat or s. maxVal ue"
|
}
b
{
"A TS10": {
"default": "",
"enunt': ""

"datatype": "string",

"validators": [
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" TagCommonVal i dat or s. maxLengt h"

I
}
b
{
"TR11": {
"defaul t": "2048",
“field_mn": "1",
"field_nax": "65535",
"enunt: "
"datatype": "nunber",
“validators": [
" TagCommonVal i dat or s. maxLengt h",
" TagCommonVal i dat ors. i sl nt eger Val i dati on",
" TagCommonVal i dat or s. mi nVal ue",
" TagCommmonVal i dat or s. maxVal ue"
|
}
b
{
"A TSI1": {
"default": "",
"enunt': ""
"datatype": "string",
"validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
I
{
"TR12": {

"defaul t": "4096",
“field_mn": "1",
"field_max": "65535",
“enunt': ""

"datatype": "nunber",

"validators": [
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" TagCommonVal i dat or s. maxLengt h",
" TagCommonVal i dat ors. i sl nt eger Val i dati on",
" TagCommonVal i dat or s. mi nVal ue",

" TagCommmonVal i dat or s. maxVal ue”

|
}
b
{
"A TS12": {
"default": "",
“enunt': ""
“datatype": "string",
"validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
I
{
"TR13": {
"defaul t": "8192",
“field_mn": "1",
"field_nmax": "65535",
“enunt': ""
"datatype": "nunber",
"validators": [
" TagCommonVal i dat or s. maxLengt h",
" TagCommonVal i dat ors. i sl nteger Val i dati on",
" TagCommonVal i dat or s. mi nVal ue",
" TagCommmonVal i dat or s. nexVal ue"
|
}
b
{
"A TS13": {
“default": "",
“enunt': "",

"dat atype": "string",



"validators": [

" TagCommonVal i dat or s.
1
}
"TR14": {
"defaul t": "16384",
"field_min": "1",
"field_max": "65535",
"enunt': ""
“datatype": "nunber",
"validators": [
" TagCommonVal i dat or s.
" TagCommmonVal i dat or s.
" TagCommmonVal i dat or s.
" TagCommmonVal i dat or s.
]
}
"A TS14": {
“default": "",
“enunt': "",
"datatype": "string",
"val idators": [
"TagCommonVal i dat or s.
1
}
"TR15": {

"default": "32768",
"field_min": "1",
"field_max": "65535",
“enunt': "",

"dat atype": "nunber",
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maxLengt h"

maxLengt h*,
i sl ntegerValidation",
m nVal ue",

maxVal ue"

maxLengt h"



Configuration Hub Documentation | 3 - iFIX | 248

"validators": [
" TagCommonVal i dat or s. maxLengt h",
" TagCommmonVal i dat ors. i sl nteger Val i dati on",
" TagCommonVal i dat or s. mi nVal ue",

" TagCommmonVal i dat or s. nexVal ue"

|
}
b
{
"A TS15": {
“default": "",
“enunt': "",
"dat atype": "string",
“validators": [
" TagCommmonVal i dat or s. maxLengt h"
I
}
H
{
"A TS16": {
"default": "",
"enunt: "
"datatype": "string",
“validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
h
{
“rank": 4
}

1.
"E-Signature": [
{
"A _ESIGIYPE": {
“defaul t": "NONE",

“enunt': [



"NONE" ,
" PERFONLY",
" PERFVERI "

1.

"datatype": "string"

}
b
{
"A ESI GOONT": {
“default": "YES",
“enunt': [
"YES",
1.
“datatype": "string"
}
I
{
"A ESI GACK": {
"default": "NO',
“enunt': [
"YES",
I
"datatype": "string"
}
H
{

"A ESI GREQ COWENT": {

“"default": "NO',

"enunt': [
"YES",
1.

"datatype": "string"
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{

"A_ESI GTRAP": {
"defaul t": "REJECT",
"enunt': [

" REJECT",
" ACCEPT",
"Log
1.
“datatype": "string"
}
I
{

"rank": 5
}

1.
"Advanced_Options": [
{
"A QU |
"default": "NO',
“enunt': [
"YES",

1.

“datatype": "string"

"A CASE": {
“default": "NO',
“enunt': [

"YES",
1.

"datatype": "string"



"Security_Areas": {
"defaul t": "NONE",

“enunt': [

I
“datatype": "string",

"applies_to": [

"A_SAl1",
"A_SA2",
" A_SA3"
|
}
"A_SA1": {
"defaul t": "NONE",
“enunt': "",
“datatype": "string",
"validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
"A_SA2": {
"defaul t": "NONE',
"enunt':
"datatype": "string",
“validators": [
" TagCommmonVal i dat or s. maxLengt h"
I
}
"A SA3": {

“defaul t": "NONE",

"enunt':
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"dat atype": "string",
“validators": [

" TagCommmonVal i dat or s. maxLengt h"

I
}
H
{
"A ALMEXT1": {
"defaul t":
"enunt: "',
"datatype": "string",
“validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
h
{
" A ALMEXT2": {
"defaul t":
"enunt:
“datatype": "string",
"validators": [
" TagCommonVal i dat or s. maxLengt h"
|
}
b
{
"rank": 6
}
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D16_details.json

{
“tag_type": [
{
"type_name": "DI16",

"category": {

“General ": [
{
"A TAG': {
"default™: "",
"enum': "",
"dat atype": "string",
“validators": [
" TagCommmonVal i dat or s. maxLengt h",
" TagCommmonVal i dat or s. t agNane"
I
}
e
{
"A_DESC': {
"default": "",
"enunt: "',
"datatype": "string",
"validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
h
{
"rank": 1
}
1.

"1 O_Addressing": [
{
"A_MODE": {
"default": "A",

“enunt': [



Configuration Hub Documentation | 3 - iFIX | 254

e
"
1.

"datatype": "string"

}
H
{
"ATODV':
"default": "SIM,
"enunt': [
I
"datatype": "string"
}
H
{
"ATOAD: {
“default": "0",
"enunt: "
“datatype": "string",
“validators": [
"TagCommonVal i dat or s. maxLengt h",
" TagCommmonVal i dat or s. i oAddr ess"
|
}
b
{
"A COUNT": {

“default": "16",
“enunt': "",
"dat atype": "string",
“field_mn": "1",
“field_max": "16",
"validators": [
" TagCommonVal i dat or s. maxLengt h",
" TagCommmonVal i dat ors. i sl nt eger Val i dati on",

" TagCommonVal i dat or s. mi nVal ue",



" TagCommonVal i dat or s. maxVal ue",

" TagCommonVal i dat ors. i SEnpt y"

I
}
I
{
"ATOHT: {
"default": "None",
“enunt': [
" None"
1.
“datatype": "string"
}
b
{
"A SCANT": {
“default": "1",
“enunt': "",
"ProcessByException": "",
"PhaseAt": "",
“datatype": "nunber",
"validators": [
" TagCommmonVal i dat or s. maxLengt h",
" TagCommmonVal i dat or s. scanTi ne"
I
}
H
{
"rank": 2
}

IF
“Device_States": [
{
"A LABEL[00]": {
"default": "",
“enunt': "",

"dat atype": "string",
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"validators": [

" TagCommonVal i dat or s. maxLengt h"

"A_AE[00]": {
"default": "N,
"enunt': [

"y
"N
I

"datatype": "string"

"A I NVERT[00] ": {
"default": "N',
“enunt': [

e
N
1.

"datatype": "string"

"A LABEL[ 01]": {
"default": "",
"enum': "",
“datatype": "string",
"validators": [

" TagCommonVal i dat or s. maxLengt h"

“A AE[01]": {



"defaul t":

“enunt: [
"y
"N

1.

" dat at ype"

" A_| NVERT[ 01] ":

“default": "

“enunt': [
v
N
1.

"dat at ype":

“A LABEL[ 02]": {

N

: "string"

"string"

"default": ""

“enunt: "t
"dat at ype":

"val i dators"

" TagCommonVal i dat or s. maxLengt h"

"A AE[02]": {
"defaul t":
“enunt': [

"y
"N

I

“dat atype": "

“string",

[

N

string"
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b
{
"A_INVERT[ 02] ": {
"default": "N',
“enunt': [
e
N
1.
“datatype": "string"
}
I
{
"A LABEL[03]": {
"default": ""
"enunt: ""
"datatype": "string",
"validators": [
" TagCommmonVal i dat or s. maxLengt h"
I
}
H
{
"A AE[03]": {
"default": "N',
“enunt': [
e
N
1.
"datatype": "string"
}
b
{

"A_INVERT[ 03] ": {
"default": "N',
"enunt': [

e

"N
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e

“datatype": "string"

}
b
{
"A _LABEL[04]": {
"default": ""
"enunt: ""
“datatype": "string",
"validators": [
" TagCommmonVal i dat or s. maxLengt h"
|
}
b
{
"A AE[04]": {
“default": "N',
“enunt': [
e
"N
1.
"datatype": "string"
}
H
{

"A_I NVERT[ 04] ": {

"default": "N',

“enunt': [
e
N
e

“datatype": "string"

"A_LABEL[05]": {

"default": ""
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"enunt': ""
“datatype": "string",
“validators": [

" TagCommmonVal i dat or s. maxLengt h"

"A_AE[05]": {
"default": "N',
"enunt': [

e
N
1.

“datatype": "string"

"A | NVERT[ 05] ": {
"default": "N,
“enunt': [

"y
"N
I

"datatype": "string"

"A_LABEL[ 06]": {
“default": ""
“enunt: ""
“datatype": "string",
“validators": [

" TagCommmonVal i dat or s. maxLengt h"



"A AE[06]": {
"defaul t":
"enunt': [

"y
"N

e

"dat at ype":

" A_| NVERT[ 06] " :

"default": "

“enunt': [
v
NG

I

"dat at ype":

"A_LABEL[ 07] ":

“default": ""

"enund: "

"dat at ype":

"val i dators":

" TagCommmonVal i dat or s. maxLengt h"

"A AE[07]": {
"defaul t":
"enunt': [

"y

"N

TN

"string"

"string"

"string",

[

TN
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"datatype": "string"

"A I NVERT[07]": {
"default": "N',
“enunt': [

e
"N
1.

"datatype": "string"

"A LABEL[08]": {
"default™: "",
"enum': "",
“datatype": "string",
"validators": [

" TagCommonVal i dat or s. maxLengt h"

"A AE[08]": {
"default": "N,
“enunt': [

"y
"N
I

"datatype": "string"

"A_| NVERT[ 08] ": {
“default": "N,

“enunt': [
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1.

"datatype": "string"

}
H
{
"A LABEL[ 09]": {
"default": ""
"enunt: "',
"datatype": "string",
“validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
h
{
"A_AE[09]": {
"default": "N',
“enunt': [
v
NG
1.
“datatype": "string"
}
b

"A_INVERT[09] ": {

“default": "N',

“enunt': [
v
N
1.

"datatype": "string"
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"A LABEL[10]": {
"defaul t":
"enunt:
"datatype": "string",
“validators": [

" TagCommmonVal i dat or s. maxLengt h"

I

}

h
{

"A AE[10]": {
"default": "N',
“enunt': [

e
N
1.
"datatype": "string"

}

b
{

"A_INVERT[ 10] ": {
"default": "N',
“enunt': [

e
N
1.
“datatype": "string"

}

I
{

"A LABEL[11]": {
"defaul t":
"enunt:
"datatype": "string",
"validators": [

" TagCommmonVal i dat or s. maxLengt h"
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A _AE[11]": {
"default": "N',
"enunt': [

e
"N
1.

"datatype": "string"

"A_INVERT[ 11] ": {
"default": "N,
"enunt': [

"y
"N
IF

“datatype": "string"

"A LABEL[12]": {
"default": ""
"enunt: ""
“datatype": "string",
"validators": [

" TagCommmonVal i dat or s. maxLengt h"

"A_AE[12]": {
“default": "N',
“enunt': [

v
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1.

“datatype": "string"

"A_INVERT[ 12] ": {
"default": "N,
"enunt': [

"y
"N
I

"datatype": "string"

"A LABEL[13]": {
“defaul t": ""
"enunt: "
“datatype": "string",
“validators": [

" TagCommonVal i dat or s. maxLengt h"

"A AE[13]": {
"default": "N',
“enunt': [

e
N
1.

“datatype": "string"

“A | NVERT[13]": {
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"default": "N',

"enunt': [
v
NG
1.

“datatype": "string"

}
b
{
"A LABEL[14]": {
“default": "",
“enunt': ""
"dat atype": "string",
“validators": [
" TagCommmonVal i dat or s. maxLengt h"
I
}
H
{
"A AE[14]": {
"default": "N,
"enunt': [
e
N
IF
“datatype": "string"
}
h
{

"A_INVERT[ 14] ": {

"default": "N',

"enunt': [
v
NG
1.

“datatype": "string"
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"A_LABEL[15]": {
"default™: "",
“enunt': "",
"datatype": "string",
"validators": [

" TagCommonVal i dat or s. maxLengt h"

"A AE[15]": {
"default": "N,
“enunt': [

"y
"N
I

"datatype": "string"

"A I NVERT[ 15] ": {
"default": "N',
“enunt': [

e
N
1.

"datatype": "string"

"rank": 3

I

"Alarms_Options": [

{



"Alarm Areas": {
"defaul t": "ALL",

“enunt': [

I

“datatype": "string",

"applies_to": [
"A_AREAL",
"A_AREA2",
" A AREA3",
"A_AREA4",
"A_AREA5S",
" A_AREAG",
" A_AREAT7",
" A_AREA8",
" A AREAQ"
" A_AREA10",
"A AREA11",
"A_AREA12",
" A_AREA13",
" A_AREA14",

"A_AREA15"

"A_ENAB": {
"defaul t": "ENABLE",
“enunt': [
" DI SABLE",
" ENABLE"

1.

“datatype": "string"

"APRI": {
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"defaul t": "LOW,
“enunt': [
"I NFO',
"LOW,
"LOLO',
" MEDI UM',
"HGH,
"HH"M,
"CRI TI CAL"
1.

"datatype": "string"

}
b
{
"A_AREAL": {
"default": "ALL",
“enunt': ""
“datatype": "string",
"validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
I
{
"A_AREA2": {
"default": "",
"enunt: ""
"datatype": "string",
“validators": [
" TagCommmonVal i dat or s. maxLengt h"
I
}
H
{
"A AREA3": {

“default": "",

"enunt':



"dat atype": "string",
“validators": [

" TagCommmonVal i dat or s. maxLengt h"

"A_AREA4": {
"default™: "",
"enunt': ""

"datatype": "string",

“validators": [

" TagCommonVal i dat or s. maxLengt h"

"A _AREAS": {
"default": "",
"enunt: ""

“datatype": "string",

"validators": [

" TagCommonVal i dat or s. maxLengt h"

"A_AREAB": {
“default": "",
“enunt': "",
"dat atype": "string",
“validators": [

" TagCommmonVal i dat or s. maxLengt h"
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"A_AREAT": {
"default": "",
"enunt: ""

"datatype": "string",

“validators": [

" TagCommmonVal i dat or s. maxLengt h"

I
}
h
{
"A AREA8": {
“default": "",
"enunt: "
“datatype": "string",
“validators": [
" TagCommmonVal i dat or s. maxLengt h"
|
}
b
{
"A_AREA9": {
"default": "",
"enunt': ""
"datatype": "string",
"validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
I
{

"A_AREA10": {
"default": "",
"enunt: ""

"datatype": "string",

"validators": [

" TagCommmonVal i dat or s. maxLengt h"



"A_AREALL": {
“default": "",
“enunt': "",
"dat atype": "string",
“validators": [

" TagCommonVal i dat or s. maxLengt h"

"A AREA12": {
"default": "",
"enunt': ""

"datatype": "string",

“validators": [

" TagCommonVal i dat or s. maxLengt h"

"A AREA13": {
"default": "",
"enunt: ""

"datatype": "string",

"validators": [

" TagCommmonVal i dat or s. maxLengt h"

"A_AREA14": {
“default": "",
“enunt': "",

"dat atype": "string",
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"validators": [

" TagCommonVal i dat or s. maxLengt h"

I
}
I
{
"A AREA15": {
"defaul t":
"enunt:
"datatype": "string",
“validators": [
" TagCommmonVal i dat or s. maxLengt h"
I
}
H
{
"A | ALMSHLVENAB": {
“defaul t": "Dl SABLE",
“enunt': [
" ENABLE",
" DI SABLE"
1.
"datatype": "string"
}
b
{
" A_ALMSHELVEPQLI CY": {
"default": "",
"enunt': [
IF
“datatype": "string"
}
h
{
"rank": 4



e
"E-Signature": [
{

"A_ESIGTYPE": {

“defaul t": "NONE",

“enunt': [
" NONE",
" PERFONLY",
" PERFVERI "

1.

"datatype": "string"

"A_ESI GCONT": {
"default": "YES",
“enunt': [

"YES",

1.

“datatype": "string"

" A ESI GACK": {
"default": "NO',
“enunt': [

"YES",

1.

"datatype": "string"

" A_ESI GREQ COMVENT" :
“"default": "NO',

“enunt': [
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"YES",

1.

"datatype": "string"

}
H
{

"A_ESI GTRAP": {
"defaul t": "REJECT",
"enunt': [

" REJECT",
" ACCEPT",
"Log
1.
“datatype": "string"
}
I
{

"rank": 5
}

1.
"Advanced_Options": [
{
"A | SCAN': {
"defaul t": "ON',
“enunt': [
" OFE"
1.

“datatype": "string"

"A REALM: {
“default": "YES"',
“enunt': [

"YES",



1.

“datatype": "string"

" TagCommonVal i dat or s. maxLengt h"

}
I
{
"Security_Areas": {
"defaul t": "NONE",
“enunt': [
1.
"datatype": "string",
"applies_to": [
"A _SA1",
"A _SA2",
“A_SA3"
|
}
b
{
"A SAL": {
"defaul t": "NONE",
"enum': "",
"datatype": "string",
"validators": [
I
}
I
{
"A_SA2": {

“defaul t": "NONE",

"enunt':

"datatype": "string",

"validators": [

" TagCommmonVal i dat or s. maxLengt h"
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}
b
{
"A _SA3": {
“defaul t": "NONE",
“enunt': "",
"dat atype": "string",
“validators": [
" TagCommonVal i dat or s. maxLengt h"
I
}
H
{
"A PREV': {
"default": "",
"enunt: "
"validators": []
}
b
{
"A NEXT": {
"default": "",
"enunt': ""
“validators": [
" TagCommonVal i dat or s. maxLengt h",
" TagCommonVal i dat or s. bl ockNane"
I
}
I
{

"A_ALMEXT1": {
"default": "",
"enunt: ""

"datatype": "string",

"validators": [

" TagCommmonVal i dat or s. maxLengt h"
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" A ALMEXT2": {
“default": "",
“enunt': ""
"dat atype": "string",
“validators": [

" TagCommonVal i dat or s. maxLengt h"

"rank": 6

Tag Management

Adding Tags

If you want to add a tag, from the toolbar in Configuration Hub, click the New button. This action will allow
you to create a new tag in the iFIX database. When creating a new tag, you are required to choose your
Tag Type. The dialog box will show errors if you use characters that are not allowed or if the tag length
(256) is too long.
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New Tag
MName
MY_NEW_TAG
Tag Type
Al - Analog Input -
Editing Tags

To edit a tag, select it in the Database grid and you will see the Details panel property grid. Find the
property you want to change (for example, the I/0 address) by either scrolling to the property or searching
for it. Making a change to a property will cause the Database panel to go into an unsaved state. When

you have made the changes that you want to the tag or to multiple tags, be sure to save your changes, by
clicking the Save button. Exiting the panel with unsaved changes will prompt you to save however closing

your browser without saving your changes using the Save button will lose your changes.

Deleting or Bulk Deleting Tags
Deleting tags from the Database panel can be accomplished in a few different ways:

« Selecting a row and pressing the delete key.
« Pressing the delete icon in the toolbar.
- Right-clicking a row and selecting Delete will remove the tag from the list and put the panel in an

unsaved state.
« Multi-selecting more than one tag using the check boxes in the first column allows you to do bulk

deletes.
If you don't want to save your deletions, close the panel, and choose not to save.

Duplicating Tags

The Database panel allows you to select a tag and duplicate it using the toolbar or Right Clicking on a row.
Only one tag at a time can be duplicated. You will be prompted to enter a new name for the duplicated tag:
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Duplicate Tag

Source Name

Destination Name

MIXERO1=MOTOR_OIL_DUP

cors

Validations

Certain properties of different tag types require input to be of a certain type of format. The Details

panel will highlight when you have incorrectly input a value that is not acceptable for a given property.

Some properties may become invalid based on other properties. This is indicated by a red shaded and

underlined cell color, and a tooltip appears when you hover over the invalid property.

~  ALARM LIMITS

Low Low 0

Low 0

High 1,000

High High 1,000

Rate of change Value entered must be
within EGU range

Dead band a1y

Generally, you cannot leave a property in an invalid state when leaving the Details panel to select another

tag. You will be prompted to revert or stay and fix the invalid property states. An example message is

shown in the following graphic.
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Invalid Properties

Would you like to discard or stay and fix invalid
property values?

Discard Fix

Custom Editors

Some property areas on certain tag types are difficult to understand and edit when flattened into a Field/
Value pair properties in the Details panel. In these cases, the Database Details panel will often provide a

customized editor, so you have more room to edit the fields. For example:

« The Alarm Options in the AA block.

« The Input Definitions in the PA block.

« The Data Definitions in the SQD block.

» The Programming Statements in the PG block.

Customized editors are indicated in the group/area headers and provide a launch button to open. The
following example shows the launch button in the Alarms Options heading.

2NMEIVE FUILY
~  ALARMS OPTIONS Cf

High High

Here is an example of the dialog box that opens Alarm Options for the AA tag:
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Alarms Options

m

T

i

i

i

J

=

[}

m
T

i

1

5]

High High LCW
High LCW
Low LCWwW
Low Low LOW
ROC LOW
DEWV LOW
Other LCW 00:00:00:00 00200:00:00

Camcel Confirm

It is the same content available from the details pane, but just in a larger viewing area. Changes made in

the custom dialog boxes are reflected back into the Details panel properties when closed.
Tag Properties

Tag Properties

The following table describes all the tag types (block types) available in the Configuration Hub
application.

- N
Note:
iFIX has block types in its database, such as AA (Analog Alarm), Al (Analog Input), and so on. For
the purposes of this help document, when we use the term “tag”, we are referring to any block

type.

Tag Type Description

AA Tag (on page 290) The Analog Alarm (AA) tag sends and receives
analog data from the 1/0 driver, OPC server, or
OPC UA server to provide alarm control. Using this
tag you can suspend alarms and define limits and
priorities for each alarm. The tag can also wait a

specified time interval before issuing an alarm,
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Tag Type

Description

close a contact when an alarm occurs, and auto-
matically reissue and acknowledge alarms.

Al Tag (on page 315)

The Analog Input (Al) tag sends and receives ana-
log data from an 1/0 driver, OPC server, or OPC
UA server every time the Scan, Alarm, and Control

(SAC) program scans the tag.

AO Tag (on page 348)

The Analog Output (AO) tag sends an analog sig-
nal to an I/0 driver, OPC server, or OPC UA serv-
er every time it receives a value from an upstream
tag, an operator, a Program block, a script, or from
its Initial Value field.

AR Tag (on page 364)

The Analog Register (AR) tag reads and writes ana-
log values to process hardware. It provides both
input and output capacity in a single tag using a
minimum amount of memory because iFIX only
processes the tag when a picture that references it

is open.

BB Tag (on page 386)

The On-Off Control (BB) tag opens and closes up
to two digital outputs based upon an incoming
analog value or an operator input.

BL Tag (on page 399)

The Boolean (BL) tag calculates a single true/false
output from multiple inputs.

CA Tag (on page 417)

The Calculation (CA) tag performs simple mathe-
matical calculations on the value passed by the up-
stream tag and up to seven other constants or tag

values.

o ™\
Note:
The precision of calculations is fifteen dig-
its. Round-off errors can occur in the six-

teenth digit.
- J

DA Tag (on page 451)

The Digital Alarm (DA) tag sends and receives dig-
ital data (1 or 0) from an 1/0 driver, OPC server, or
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Tag Type

Description

OPC UA server to provide alarm control. Using this
tag, you can suspend alarms and define an alarm
condition and an alarm priority. The tag can also
wait a specified time interval before issuing an
alarm, close a contact when an alarm occurs, and
automatically reissue and acknowledge alarms.

DC Tag (on page 467)

The Device Control (DC) tag coordinates the open-
ing and closing of digital devices on the plant floor
based upon certain user-defined conditions. This
tag allows for the timed operation of a device by

confirming its status with feedback signals.

DI Tag (on page 481)

The Digital Input (DI) tag sends and receives digital
data (1 or 0) from an from the I/0 driver, OPC serv-
er, or OPC UA server every time the Scan, Alarm,
and Control (SAC) program scans the tag.

DO Tag (on page 494)

The Digital Output (DO) tag sends a digital value (1
or 0) to an from the 1/0 driver, OPC server, or OPC
UA server every time it receives a value from an up-
stream tag, an operator, a Program block, a script,
or from its Initial Value field.

Because iFIX processes Digital Output tags when-
ever a new value is sent to the hardware, they gen-
erally operate as though they were latched. If you
configure a Digital Output tag as a stand alone
tag, it outputs a digital value each time the value
changes.

DR Tag (on page 504)

The Digital Register (DR) tag reads and writes dig-
ital values to process hardware. It provides both
input and output capacity in a single tag using a
minimum amount of memory because iFIX only
processes the tag when a picture that references it

is open.
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Tag Type

Description

DT Tag (on page 521)

The Dead Time (DT) tag can delay the transfer of
an input value to the next tag in the chain.

ETR Tag (on page 530)

The Extended Trend (ETR) tag collects up to 600
values from an upstream tag. By using this tag, you
can trend up to 10 minutes worth of data (assum-
ing a one second scan time) with one tag instead
of chaining multiple Trend tags together. In addi-
tion, you can store several hours, or even days of
real-time data, by combining different scan rates in
conjunction with the Average Compress field.

The upstream primary tag in the chain determines
Extended Trend tag's scan time. When the tag re-
ceives a value, it stores the data and passes it to
the next downstream tag immediately. You can dis-
play data collected by the tag using a chart in the
iFIX WorkSpace.

o ™\
Note:
The process database also provides a
Trend tag. This tag trends up to 80 values.

If you need to trend more than 80 values,

use the Extended Trend tag.
- J

EV Tag (on page 541)

The Event Action (EV) tag tests the value or alarm

condition of the previous tag using IF-THEN-ELSE

logic. Based upon the outcome of the test expres-
sion, the tag can then either open or close a digital
point or turn a tag on or off scan.

FN Tag (on page 551)

The Fanout (FN) tag sends the value it receives to
the next tag and up to four additional tags. The tag
listed as a next tag receives the value immediate-
ly. The additional destination tags receive the value
the next time iFIX scans those tags. If the destina-
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Tag Type

Description

tion tag is in Manual mode, the update is instanta-

neous.

HS Tag (on page 570)

The Histogram (HS) tag records how frequently a
value occurs during a specified period.

LL Tag (on page 588)

The Lead Lag (LL) tag allows you to simulate
process dynamics by combining the advantages of

lead and lag compensation strategies.

-
0 Tip:

We suggest you use this tag only if you are

~

thoroughly familiar with lead lag theory. If
you simply need a time delay, consider us-

ing the Dead Time tag.
N J

The Lead Lag formula is:

Output=C3[C1(Input-Prior Output)+(Input*Scan
time)+C2(Prior Output)]

where: C1 = Lead Time

C2 =Lag Time
[t

3= 2+ Scan Time

C1, C2, and the scan time (of the primary tag) are
in seconds. K is the constant defined in the tag's
Constant field.

MDI Tag (on page 598)

The Multistate Digital Input (MDI) tag provides a
means of monitoring the state of one, two, or three
related digital inputs. The tag produces a raw in-
put value (0 - 7) based on digital values it receives
from an from the 1/0 driver, OPC server, or OPC

UA server every time the Scan, Alarm, and Control
(SAC) program scans the tag.
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Tag Type

Description

PA Tag (on page 626)

The Pareto (PA) tag can accept up to eight inputs
and calculate percentages for them.

PG Tag (on page 641)

The Program (PG) tag provides a powerful means
of running short programs to increase the degree
of automation in your process or to assist in batch
control. For a list of the supported commands that
you can use in programming statements see the

iFIX Database Reference.

PID Tag (on page 659)

The PID tag maintains balance in a closed loop by
changing the controlled variable (an analog output)
in response to deviations from a user-defined set
point. The difference between the actual value (an
analog input) and the set point value is the error, or

deviation.

In response to errors, the PID tag calculates an ap-
propriate control output signal, which attempts to
reduce the error to zero. The adjustment that the
PID tag makes is a function of the difference be-
tween the set point and the measurement, in addi-
tion to the values of the proportional band, the re-
set, and the rate.

RB Tag (on page 676)

The Ratio Bias (RB) tag lets you change an incom-
ing signal by adding a constant (bias) and/or by
multiplying by a constant (ratio). The tag calcu-
lates the constant by subtracting an offset from
the signal.

The following equation illustrates this method:
Output = Ratio (Input - Offset) + Bias

Note:

This is a variation of y = mx + b.



https://www.ge.com/digital/documentation/ifix/version65/Subsystems/DBMAN/content/dbmanprogram_block_commands.htm
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Tag Type

Description

RM Tag (on page 686)

The Ramp (RM) tag decreases or increases a tar-
get output value. The tag provides up to three
stages for ramping values. Each ramp stage lets
you specify a target value and a ramp rate. The first
two stages also provide a hold time. At each scan
cycle, the Ramp tag sends its output value to the
tag specified in the Next Block field .

SC Tag (on page 701)

The Statistical Control (SC) tag lets you adjust a
value from another tag by calculating the average
offset and the rate of deviation from the average
XBARBAR.

SD Tag (on page 711)

The Statistical Data (SD) tag collects and performs
statistical calculations on data.

SQD Tag (on page 727)

The SQL Data (SQD) tag identifies the data to read
or write when a SQL Trigger tag executes. The SQL
Data tag transfers data between the iFIX process
database and your relational database.

SQT Tag (on page 736)

The SQL Trigger (SQT) tag lets iFIX execute SQL
commands.

SS Tag (on page 752)

The Signal Select (SS) tag provides a means of
sampling up to six inputs, manipulating the inputs
according to a user-selected mode, and sending

the result to the next tag.

TM Tag (on page 769)

The Timer (TM) tag functions as a time counter by

incrementing or decrementing its value.

TR Tag (on page 780)

The Trend (TR) tag can collect up to 80 values over
a period of time. You can trend these values by
connecting the tag to a chart in the iFIX WorkS-
pace.

The upstream primary tag in the chain determines
Trend tag's scan time. When the tag receives a val-

ue, it stores the data and passes it with negligible
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Tag Type

Description

dead time (transportation delay) to the next down-
stream tag immediately.

TT Tag (on page 790)

The Totalizer (TT) tag maintains a floating-point to-
tal for values passed to it from upstream tags.

TX Tag (on page 799)

The Text (TX) tag reads and writes text from your
process hardware or an OPC server. When the tag
receives text, it sends the data to all enabled alarm
destinations assigned to the tag's alarm areas.

AA Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and
rename it.

Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points

(M), pipes (I), number signs (#), open brackets ([),




Configuration Hub Documentation | 3 - iFIX | 291

Field Description
close brackets (]), percent signs (%), and dollar
signs (S).
Invalid Entries
You cannot use the following special characters in
a tag name:
~THA?2" =} 7@
Examples
Al1, CA_10, DI#, 4PID, 'TEST'

Description Lets you enter optional descriptive text about the

tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on
operator displays.

Type The tag type. Display-only field.

Current Value The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

1/0 Addressing
Field Description
I/0 Driver Lets you select an 1/0 driver, OPC server, or OPC

UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an I/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.
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Field

Description

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output
is sent.

Valid Entries

Depends on your driver. Consult your I/0 driver or
server manual for details on the proper input/out-
put addresses and configurations.

(<D CAUTION:

Do not assign the same 1/0 address to

tags when using exception-based and
time-based processing. Doing so will
cause the exception-based tags to occa-
sionally miss a value.

@ CAUTION:

Configuration Hub currently does not do

I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active

database, and your invalid |10 address will

be removed.
o J

Signal Conditioning

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

Note:

Signal conditioning and linear scaling can-

not be applied simultaneously. If you se-
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Field

Description

,', lect a value for Signal Conditioning verify
that Linear Scaling is not selected.

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(g ™
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-
lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
- J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Process by Exception

Enables exception-based processing for the tag.

Scan Time

Lets you specify how often the Scan, Alarm, and
Control (SAC) program processes the tag and any
tags (blocks) chained to it.

Valid Entries

« 0 (one shot processing)

+ 0.0510.95in .05 increments (subsecond
scan times)

«1to 60in 1 second increments

* TM to 60M in 1 minute increments

* TH to 24H in 1 hour increments

Example
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Field

Description

0.15 specifies a 15-subsecond scan time. 5 spec-
ifies a 5-second scan time, 10M specifies a 10-
minute scan time, 16H specifies a 16-hour scan

time.

Phase At

Lets you specify how long the Scan, Alarm, and
Control (SAC) program delays in scanning the tag.
When the tag has a second or subsecond scan
time, SAC offsets the initial scan by the phase
time when iFIX starts or when the database is re-
loaded. When the tag has a scan time of 1 minute
or longer, SAC offsets the initial scan starting at

midnight.
Valid Entries

Depends on the scan time. If the scan time is in
hours, the phase must be in hours:minutes. If the
scan time is in minutes, the phase must be in min-
utes:seconds. If the scan time is in seconds, the
phase must be in seconds. If the scan time is in

subseconds, the phase must be in subseconds.

Limits and Scaling

Field

Description

Low Limit

Lets you enter the tag's minimum value.

Valid Entries

« Standard Integer.

- Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.
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Field

Description

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

o ™\
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your |/0 driver manual for more informa-

tion.
N J

In a Calculation or Signal Select tag, if the output
of the tag is 10 and the Low Limit is 15, the tag
clamps the value at 15. You must enter a Low Limit
of 10 or less to output a value of 10.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the Low Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

High Limit

Lets you enter the tag's maximum value.
Valid Entries

You can enter a high limit in one of three formats:

« Standard Integer.

- Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.
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Field

Description

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Note:

The I/0 driver can set certain limitations

on the engineering units range. Consult

your |/0 driver manual for more informa-

tion.
N J

In a Calculation or a Signal Select tag, if the out-
put of the tag is 150 and the High Limit is 100, the
tag clamps the value at 100. You must enter a High
Limit of 150 or more to output a value of 150.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the High Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

Units

Lets you enter text describing the engineering units
range.

Valid Entries
Up to 33 characters.
Example

Kilograms per square meter, Liters per minute, de-
grees Celsius,

Note:

This entry does not affect the calculation

or function of any variables in iFIX. It is
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Field

Description

used strictly as a display label to identify
the engineering units.

Scale Enabled

Lets you enable or disable scaling for this tag.

Enabling scaling allows the system to convert the
data received from input sensors to designated da-
ta ranges.

o ™\
Note:
Linear scaling and signal conditioning can-
not be applied simultaneously. If you se-
lect Linear Scaling, verify that Signal Con-

ditioning is set to NONE.
- J

Example

Scaling allows conversion of temperature data re-
ceived in Fahrenheit to an output which uses Cel-

sius values.

Scale Clamping

Lets you enable or disable clamping for this tag.

When you enable clamping, any value the tag re-
ceives is limited to the raw range. Any value the tag
sends is limited to the scaled range.

(g ™
Note:
Do not enable clamping unless it is nec-
essary. Because clamping limits the da-
ta received and sent, some data may be

missed by the tag.
- J

Raw Low

Lets you specify the low limit for the values re-
ceived by the tag. Usually, this value corresponds
to the specifications of the hardware from which

the data is received.
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Field Description

Valid Entries

« Standard Integer

- Expanded Decimal Notation, ranging from
-9999999 to 9999999.

« Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Raw High Lets you specify the high limit for the values sent
by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data

is received.

Valid Entries

- Standard Integer

» Expanded Decimal Notation, ranging from
-9999999 t0 9999999.

» Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Use Low/High Limits Enables the tag to use the range specified in the
Engineering Units fields as the output values.

Typically, EGU values normally reflect the expected
operating ranges, or the Scale Low and Scale High
values for the tag. However, the EGU values also
dictate behavior in other areas such as alarming.
By allowing the Scale Low and Scale High values to

be set to values other than the EGU values, you can
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Field

Description

further manage conditions when alarms would be
generated.

o ™\

Note:
If you are Using this tag for charts, make
sure to select Use EGU. Selecting this op-
tion will make it easier for you to see the
changes within the expected range in your
chart, because the chart axes will corre-
spond to your expected range and not the
entire range of the sensors. The smaller
range of the chart makes changes in val-

ues more obvious.
N J

Scale Low

Lets you specify the low limit for the values sent

by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data
is received. This field is only available if you did not
enable Use EGU.

Valid Entries

« Standard Integer

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Note:

Changes made to this field are not reflect-

ed in the data until after the next tag scan.
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Field

Description

Scale High

Lets you specify the high limit for the values sent
by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data
is received. This field is only available if you did not
enable Use EGU.

Valid Entries

« Standard Integer

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Note:

Changes made to this field are not reflect-

ed in the data until after the next tag scan.

Alarm Settings

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Enable Alarm

Lets you enable or disable alarming for this tag.
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Field

Description

When you enable alarming, the tag generates
alarms allowing objects in your operator displays
to show alarm conditions, and enabling other tags
to detect alarms from the tag.

(L ™
Note:
The entire chain can be affected when you
disable alarms for a tag. In addition, for
both the Digital and Analog Alarm tags,
this field is ignored when you enable the

Alarm Suspend field.
- J

Remote Ack Tag

Lets you specify a tag and field name pair to use
for alarm acknowledgment. When the value of the
tag and field name pair changes from zero to a val-
ue greater than zero, the block acknowledges the
alarm.

Valid Entries

Any floating point tag and field name (F_CV) pair in
the tag.field format.

You cannot use an A_CV field as a Remote Ac-
knowledge entry. When the Analog Alarm tag is ex-
ception-based, acknowledging an alarm from the
iFIX WorkSpace immediately triggers processing of
the tag. Acknowledging the alarm with the Remote
Acknowledge field does not trigger the Scan, Alarm
and Control (SAC) program to process the Analog
Alarm tag.

Alarm Suspension Tag

Provides intelligent alarming by defining a tag and
field name pair to control alarm processing. When
the value of the tag and field name pair is zero, the
Analog Alarm block processes alarms. When the
value is other than zero, either a positive or nega-
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Field

Description

tive number, the tag suspends alarms and gener-
ates a suspend alarm message.

Valid Entries

Any floating point tag and field name (F_CV) pair in
the block.field format.

(L ™
Note:
If you specify the same tag and field name
pair for multiple Analog Alarm blocks, you

can suspend alarms within one or more

alarm areas. This is an optional feature.
- J

Target Value

Lets you specify the optimum value for the tag. A
deviation alarm occurs when the current value of
the tag varies from the target value by an amount
greater than the deviation alarm'’s value.

Valid Entries

Any floating point tag and field name (F_CV) pair in
the tag.field format or a numeric value within the
Low and High Limits (EGU). By default, the field is
blank.

Note:

Target Value is an optional field and is

used only with deviation alarms.

Shelve Enable

Select this check box to enable Alarm Shelving for
the tag.

Shelve Policy

Select an alarm shelving policy from the drop-

down list.
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Field

Description

High High

Lets you enter the threshold for the alarm type. If
the block's value exceeds this threshold, the block

generates an alarm.

HIHI alarm priority

Lets you enter INFO, LOLO, LOW, MEDIUM, HIGH,
HIHI, or CRITICAL to define the priority of the alarm

type.

HIHI cc-tag

Lets you enter the name of a digital tag that closes

when an alarm occurs.

HIHI cc-mode

Lets you enter Acknowledge, Return, All Clear, or
Never to define when to open the digital contact.

HIHI delay time

Lets you enter the amount of time the tag waits
before generating an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

HIHI re-alarm time

Lets you enter the amount of time the tag waits
before re-issuing an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

High

Lets you enter the threshold for the alarm type. If
the block's value exceeds this threshold, the block

generates an alarm.

HI alarm priority

Lets you enter INFO, LOLO, LOW, MEDIUM, HIGH,
HIHI, or CRITICAL to define the priority of the alarm

type.
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Field Description
HI cc-tag Lets you enter the name of a digital tag that closes
when an alarm occurs.
HI cc-mode Lets you enter Acknowledge, Return, All Clear, or
Never to define when to open the digital contact.
HI delay time Lets you enter the amount of time the tag waits

before generating an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

HI re-alarm time

Lets you enter the amount of time the tag waits
before re-issuing an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

Low

Lets you enter the threshold for the alarm type. If
the block's value exceeds this threshold, the block

generates an alarm.

LO alarm priority

Lets you enter INFO, LOLO, LOW, MEDIUM, HIGH,
HIHI, or CRITICAL to define the priority of the alarm

type.

LO cc-tag Lets you enter the name of a digital tag that closes
when an alarm occurs.

LO cc-mode Lets you enter Acknowledge, Return, All Clear, or
Never to define when to open the digital contact.

LO delay time Lets you enter the amount of time the tag waits

before generating an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
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Field

Description

time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

LO re-alarm time

Lets you enter the amount of time the tag waits
before re-issuing an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

Low Low

Lets you enter the threshold for the alarm type. If
the block's value exceeds this threshold, the block

generates an alarm.

LOLO alarm priority

Lets you enter INFO, LOLO, LOW, MEDIUM, HIGH,
HIHI, or CRITICAL to define the priority of the alarm

type.

LOLO cc-tag

Lets you enter the name of a digital tag that closes

when an alarm occurs.

LOLO cc-mode

Lets you enter Acknowledge, Return, All Clear, or
Never to define when to open the digital contact.

LOLO delay time

Lets you enter the amount of time the tag waits
before generating an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

LOLO re-alarm time

Lets you enter the amount of time the tag waits
before re-issuing an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.
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Description

Rate of Change

Lets you enter the threshold for the alarm type. If
the block's value exceeds this threshold, the block

generates an alarm.

ROC alarm priority

Lets you enter INFO, LOLO, LOW, MEDIUM, HIGH,
HIHI, or CRITICAL to define the priority of the alarm

type.

ROC cc-tag Lets you enter the name of a digital tag that closes
when an alarm occurs.

ROC cc-mode Lets you enter Acknowledge, Return, All Clear, or
Never to define when to open the digital contact.

ROC delay time Lets you enter the amount of time the tag waits

before generating an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

ROC re-alarm time

Lets you enter the amount of time the tag waits
before re-issuing an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

DEV alarm limit

Lets you enter the threshold for the alarm type. If
the block's value exceeds this threshold, the block

generates an alarm.

DEV alarm priority

Lets you enter INFO, LOLO, LOW, MEDIUM, HIGH,
HIHI, or CRITICAL to define the priority of the alarm

type.

DEV cc-tag

Lets you enter the name of a digital tag that closes

when an alarm occurs.
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Description

DEV delay time

Lets you enter Acknowledge, Return, All Clear, or
Never to define when to open the digital contact.

DEV re-alarm time

Lets you enter the amount of time the tag waits
before generating an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

Other Alarm Priority

Lets you enter the threshold for the alarm type. If
the block's value exceeds this threshold, the block

generates an alarm.

Other cc-tag

Lets you enter INFO, LOLO, LOW, MEDIUM, HIGH,
HIHI, or CRITICAL to define the priority of the alarm

type.

Other cc-mode

Lets you enter the name of a digital tag that closes

when an alarm occurs.

Other delay time

Lets you enter Acknowledge, Return, All Clear, or
Never to define when to open the digital contact.

Other re-alarm time

Lets you enter the amount of time the tag waits
before generating an alarm. Enter a time in days,
hours, minutes, and seconds, in the format dd:h-
h:mm:ss, within the range of 00:00:00:00 to
03:00:00:00, when the block has time-based scan
time. For exception based processing, leave the de-
fault entry, 00:00:00:00, which disable the field.

Deadband

Lets you enter the maximum fluctuation the tag ac-
cepts without re-issuing an alarm. As long as the

fluctuation is within the dead band range, the block
issues an alarm once, eliminating nuisance alarms.
Once the alarm falls below the dead band and then

exceeds the alarm limits, the block generates an-

other alarm.



Configuration Hub Documentation | 3 - iFIX | 308

Field

Description

Valid Entries
Numeric value within the EGU range.
Example

If the High alarm limit is 80 and the dead band is
5, the tag does not re-issue an alarm after the one
while the current value fluctuates between 75 and
85.

Const Contact Output

Selecting this option enables the tags to attempt to
write the contact(s) with every scan, even if the val-
ue being written is unchanged. Otherwise, the AA
tag only attempts to write to the defined contact
tag when a value has changed and it needs to be
written to the PLC. The write is a one-time attempt,
so if it fails, the write will not be retried until the tag

needs to write a new value.

4 ™\
Note:
There are four modes for the contacts -

”n ou " ou

“Acknowledge”, “Return”, “All Clear”, and
“Never” - that control when the contact is
cleared. Since the contact mode of “Nev-
er” does not reset the contact, the Continu-
ous Output option is not supported for this

contact mode.
o J

Suppress COMM Alarm

Select this option to separate the original alarm
condition from the COMM alarm, and return the AA
tag to the same state as it was prior to a COMM
alarm. For example, if prior to the COMM alarm, the
AA tag was an active alarm but already acknowl|-
edged, that is the state it should return to after

communication is restored.
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Description

Otherwise, AA tags handle one alarm at a time. As
aresult, it is possible that acknowledgement of a
COMM alarm could cause the ACK bit in the PLC
to be written, and the original alarm condition, if al-

ready acknowledged, could re-alarm.

As Event in Suspend

Select this option to enable the Event messaging
(Suspend mode), which applies suppression be-
havior to disable alarm processing. When the tag

is in suspend mode, the Alarm state is set to OK,
the Alarm is an alarm message only and therefore,
does not appear in the alarm summary. Alarm pro-
cessing continues with each alarm state transi-
tion recorded in the alarm loggers but does not dis-
play in the alarm summary. The alarm state con-
tact (tag) is not processed.

Historian

Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default
value is 5000ms.

Example
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1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it

is not in 100ms intervals.

Collection Offset Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.

Collector Compression Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Collector Deadband Lets you select if the tag is set for compression.

Compression applies a smoothing filter to incom-

ing data by ignoring incremental changes in values
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Description

that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-

ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,

which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:




Configuration Hub Documentation | 3 - iFIX | 312

Field

Description

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe

downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-

pears in every tag configuration where Electron-
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Field Description
ic Signature settings are available. By default, this
check box is disabled.
Advanced Options
Field Description

Enable Output

Lets you configure the tag to send output to the
I/0 driver, OPC server, or OPC UA server. The tag
sends its output when it is in Automatic mode and
converts its data according to the entries in the
Low Limit (EGU), High Limit (EGU), and Signal Con-
ditioning fields.

Startup Mode

Lets you select the tag's mode on startup. In Au-
tomatic mode, the tag receives data from the I/0
driver, OPC server, or OPC UA server. In Manual
mode, the tag receives data from the operator,

scripts, recipes, or Program blocks.

Initial Scan

Lets you select whether the tag is initially placed

on or off scan.

Click On Scan to place the tag on scan as soon as
the Scan, Alarm, and Control (SAC) program starts
or when the database is loaded. Click Off Scan to
place the tag on scan by a Program block, an Event
Action tag, a script, an operator entry in a Data link,
or an Easy Database Access program.

Smoothing

Enables the tag's first order digital filter to reduce
noise from the incoming signal. The tag filters the
incoming signal by adding part of the previous out-
put and part of the new input from the 1/0 driver,
OPC server, or OPC UA server as the following for-

mula shows:
Output = (S/16)X1 + ((16-S)/16)X2

where:
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Description

- s is the smoothing value entered in the Val-
ue field.

« X1 is the initial value or previous output.

* X2 is the new input from I/0 driver or server.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

(L ™
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking

the browse button.

Note:

In a Statistical Data tag, the Next Block

field specifies the tag name of the down-
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Field Description
P stream Statistical Control tag. No other tag
type is valid.

Alarm Field 1 Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.

Valid Entries
Text, up to 80 characters.

Alarm Field 2 Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic
book for more information.

Valid Entries
Text, up to 80 characters.
Al Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.

Valid Entries



Configuration Hub Documentation | 3 - iFIX | 316

Field

Description

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

atag name:
~THN2r ()70
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.
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Field

Description

I/0 Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an |/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your 1/0 driver or
server manual for details on the proper input/out-
put addresses and configurations.

e ™
Q> CAUTION:
Do not assign the same I/0 address to
tags when using exception-based and
time-based processing. Doing so will
cause the exception-based tags to occa-
sionally miss a value.
- J
4 ™

@ CAUTION:

Configuration Hub currently does not do
I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active
database, and your invalid 10 address will
be removed.
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Description

Signal Conditioning

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(L ™\
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-

lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
N J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(L ™\
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-

lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
N J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Process by Exception

Enables exception-based processing for the tag.

Scan Time

Lets you specify how often the Scan, Alarm, and
Control (SAC) program processes the tag and any
tags (blocks) chained to it.

Valid Entries
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Description

+ 0 (one shot processing)

+ 0.05t0.95in .05 increments (subsecond
scan times)

«1to 60 in 1 second increments

* 1M to 60M in 1 minute increments

* TH to 24H in 1 hour increments

Example

0.15 specifies a 15-subsecond scan time. 5 spec-
ifies a 5-second scan time, 10M specifies a 10-
minute scan time, 16H specifies a 16-hour scan

time.

Phase At

Lets you specify how long the Scan, Alarm, and
Control (SAC) program delays in scanning the tag.
When the tag has a second or subsecond scan
time, SAC offsets the initial scan by the phase
time when iFIX starts or when the database is re-
loaded. When the tag has a scan time of 1 minute
or longer, SAC offsets the initial scan starting at
midnight.

Valid Entries

Depends on the scan time. If the scan time is in
hours, the phase must be in hours:minutes. If the
scan time is in minutes, the phase must be in min-
utes:seconds. If the scan time is in seconds, the
phase must be in seconds. If the scan time is in

subseconds, the phase must be in subseconds.

Limits and Scaling

Field

Description

Low Limit

Lets you enter the tag's minimum value.

Valid Entries
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Field Description

- Standard Integer.

» Expanded Decimal Notation, ranging from
-9999999 t0 9999999.

« Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

- ™
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your I/0 driver manual for more informa-

tion.
. J

In a Calculation or Signal Select tag, if the output
of the tag is 10 and the Low Limit is 15, the tag
clamps the value at 15. You must enter a Low Limit
of 10 or less to output a value of 10.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the Low Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

High Limit Lets you enter the tag's maximum value.
Valid Entries

You can enter a high limit in one of three formats:

« Standard Integer.
 Expanded Decimal Notation, ranging from
-9999999 to 9999999.
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Field

Description

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

« Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

(L ™
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your 1/0 driver manual for more informa-

tion.
N J

In a Calculation or a Signal Select tag, if the out-
put of the tag is 150 and the High Limit is 100, the
tag clamps the value at 100. You must enter a High
Limit of 150 or more to output a value of 150.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the High Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

Units

Lets you enter text describing the engineering units

range.
Valid Entries

Up to 33 characters.
Example

Kilograms per square meter, Liters per minute, de-

grees Celsius,
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Field

Description

o )
Note:
This entry does not affect the calculation
or function of any variables in iFIX. It is

used strictly as a display label to identify

the engineering units.
N J

Scale Enabled

Lets you enable or disable scaling for this tag.

Enabling scaling allows the system to convert the
data received from input sensors to designated da-

ta ranges.

(L ™
Note:
Linear scaling and signal conditioning can-
not be applied simultaneously. If you se-
lect Linear Scaling, verify that Signal Con-

ditioning is set to NONE.
N J

Example

Scaling allows conversion of temperature data re-
ceived in Fahrenheit to an output which uses Cel-

sius values.

Scale Clamping

Lets you enable or disable clamping for this tag.

When you enable clamping, any value the tag re-
ceives is limited to the raw range. Any value the tag
sends is limited to the scaled range.

- ™
Note:
Do not enable clamping unless it is nec-
essary. Because clamping limits the da-
ta received and sent, some data may be
missed by the tag.
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Field

Description

Raw Low

Lets you specify the low limit for the values re-
ceived by the tag. Usually, this value corresponds
to the specifications of the hardware from which

the data is received.

Valid Entries

- Standard Integer

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Raw High

Lets you specify the high limit for the values sent
by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data

is received.

Valid Entries

« Standard Integer

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Use Low/High Limits

Enables the tag to use the range specified in the
Engineering Units fields as the output values.

Typically, EGU values normally reflect the expected

operating ranges, or the Scale Low and Scale High
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Field Description

values for the tag. However, the EGU values also
dictate behavior in other areas such as alarming.
By allowing the Scale Low and Scale High values to
be set to values other than the EGU values, you can
further manage conditions when alarms would be
generated.

o ™\
Note:

If you are Using this tag for charts, make
sure to select Use EGU. Selecting this op-
tion will make it easier for you to see the
changes within the expected range in your
chart, because the chart axes will corre-
spond to your expected range and not the
entire range of the sensors. The smaller
range of the chart makes changes in val-

ues more obvious.
o J

Scale Low Lets you specify the low limit for the values sent

by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data
is received. This field is only available if you did not
enable Use EGU.

Valid Entries

- Standard Integer

« Expanded Decimal Notation, ranging from
-9999999 t0 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).
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Field

Description

Note:
Changes made to this field are not reflect-
ed in the data until after the next tag scan.

Scale High

Lets you specify the high limit for the values sent
by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data
is received. This field is only available if you did not
enable Use EGU.

Valid Entries

« Standard Integer

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Note:

Changes made to this field are not reflect-

ed in the data until after the next tag scan.

Alarm Options

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries
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Field

Description

ALL or up to 15 alarm area names.

Enable Alarm

Lets you enable or disable alarming for this tag.

When you enable alarming, the tag generates
alarms allowing objects in your operator displays
to show alarm conditions, and enabling other tags
to detect alarms from the tag.

(L ™
Note:
The entire chain can be affected when you
disable alarms for a tag. In addition, for
both the Digital and Analog Alarm tags,
this field is ignored when you enable the

Alarm Suspend field.
- J

Priority

Lets you specify the alarm priority for a tag. If the
priority is equal or greater than the SCADA node's
alarm priority, iFIX sends the alarm to all the alarm
destinations enabled for this node. However, if

the priority is less than the SCADA node's alarm
priority, the alarm is automatically acknowledged
and filtered out so that it does not appear in your
alarm destinations. However, the alarm does ap-
pear in Data links configured to display current and
latched alarms.

Valid Entries

INFO, LOLO, LOW, MEDIUM, HIGH, HIHI, or CRITI-
CAL

- ™
Note:
To report tag alarms, the appropriate
alarm areas must be assigned to each of
the alarm services enabled in the System
Configuration Utility (SCU).
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Field

Description

Shelve Enable

Select this check box to enable Alarm Shelving for
the tag.

Shelve Policy

Select an alarm shelving policy from the drop-
down list.

Alarm Limits

Field

Description

Low Low

Lets you enter the tag's critically low values. When
the tag's value falls below this limit, the tag gener-
ates an alarm.

Valid Entries

A critically low value within the tag's engineering

units range.
Example

If a temperature of 25 degrees indicates that a
cooling water flow is frozen, you could enter a val-

ue of 30 degrees for your Low Low alarm.

Low

Lets you enter the tag's low process values. When
the tag's value falls below this limit, the tag gener-
ates an alarm.

Valid Entries

A low value within the tag's engineering units
range. If you want to provide a warning that a val-
ue is approaching a critical low limit, enter a slight-
ly higher value than the Low Low alarm.

Example

If a temperature of 35 degrees indicates that ice

crystals are forming in a cooling water flow, you
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Field Description

could enter a value of 40 degrees for your Low

alarm.

High Lets you enter the tag's high process values. When
the tag's value exceeds this limit, the tag generates

an alarm.
Valid Entries

A high value within the tag's engineering units
range. If you want to provide a warning that a value
is approaching a critically high limit, enter a slightly
lower value than the High High alarm.

Example

If a bearing temperature of 80 degrees indicates
machine wear, you could enter a value of 75 de-
grees for your High alarm.

High High Lets you enter the tag's critically high values. When
the tag's value exceeds this limit, the tag generates

an alarm.
Valid Entries

A critically high value within the tag's engineering

units range.
Example

If a bearing temperature of 90 degrees indicates
imminent seizure, you could enter a value of 85 de-
grees for your High High alarm.

Rate of Change Lets you enter the maximum, acceptable change in
a tag's value. If the tag's current value changes by
more than the specified value within one scan peri-
od, the tag generates a Rate of Change alarm.

Valid Entries
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Field

Description

A value within the tag's engineering units range, to
be checked per scan period. Enter 0 to disable this

alarm.
Example

To generate an alarm due to a fluctuation of more
than 20 RPMs on a speed drive since the last scan
period, you would enter a 20 in this field.

Deadband

Lets you enter the maximum fluctuation the tag ac-
cepts without re-issuing an alarm. As long as the
fluctuation is within the dead band range, the tag
issues an alarm once, eliminating nuisance alarms.
Once the alarm falls below the dead band and then
exceeds the alarm limits, the tag generates anoth-

er alarm.

Valid Entries

Numeric value within the EGU range.
Example

If the High alarm limit is 80 and the dead band is
5, the tag does not re-issue an alarm after the one
while the current value fluctuates between 75 and
85.

Historian

Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.
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Field Description

Collection Interval Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default
value is 5000ms.

Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it

is not in 100ms intervals.

Collection Offset Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.

Collector Compression Lets you select if the tag is set for compression.

Compression applies a smoothing filter to incom-
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Field

Description

ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Collector Deadband

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-
ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.

Valid Entries
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Field Description
Any numeric value.
E-Signature
Field Description
Type The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-
ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-
try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.
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Field

Description

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Advanced Options

Field

Description

Enable Output

Lets you configure the tag to send output to the
I/0 driver, OPC server, or OPC UA server. The tag
sends its output when it is in Automatic mode and
converts its data according to the entries in the
Low Limit (EGU), High Limit (EGU), and Signal Con-
ditioning fields.

Startup Mode

Lets you select the tag's mode on startup. In Au-
tomatic mode, the tag receives data from the I/0
driver, OPC server, or OPC UA server. In Manual
mode, the tag receives data from the operator,

scripts, recipes, or Program blocks.

Initial Scan

Lets you select whether the tag is initially placed
on or off scan.

Click On Scan to place the tag on scan as soon as
the Scan, Alarm, and Control (SAC) program starts
or when the database is loaded. Click Off Scan to
place the tag on scan by a Program block, an Event
Action tag, a script, an operator entry in a Data link,
or an Easy Database Access program.
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Field

Description

Smoothing

Enables the tag's first order digital filter to reduce
noise from the incoming signal. The tag filters the
incoming signal by adding part of the previous out-
put and part of the new input from the 1/0 driver,
OPC server, or OPC UA server as the following for-

mula shows:
Output = (S/16)X1 + ((16-S)/16)X2

where:

« s is the smoothing value entered in the Val-
ue field.
« X1 is the initial value or previous output.

* X2 is the new input from I/0 driver or server.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

- ™
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
. J

Previous Block

Displays the name of the previous (upstream) tag.

Valid Entries
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Field

Description

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking

the browse button.

- ™
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
- J

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
Valid Entries

Text, up to 80 characters.

AIS Tag

This tag contains the following details:
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General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

a tag name:
~TEA2" =} 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries
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Field Description

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type The tag type. Display-only field.

Current Value The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

1/0 Addressing

Field Description

I/0 Driver Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an |/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your 1/0 driver or
server manual for details on the proper input/out-
put addresses and configurations.

@ CAUTION:

Do not assign the same I/0 address to

tags when using exception-based and
time-based processing. Doing so will
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Field Description

@ cause the exception-based tags to occa-

sionally miss a value.

N
-
@ CAUTION:

Configuration Hub currently does not do
I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active
database, and your invalid |10 address will

be removed.
o J

Signal Conditioning Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(g ™
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-
lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
- J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

H/W Options Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

Note:

Signal conditioning and linear scaling can-

not be applied simultaneously. If you se-
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Field

Description

,', lect a value for Signal Conditioning verify
that Linear Scaling is not selected.

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Process by Exception

Enables exception-based processing for the tag.

Scan Time

Lets you specify how often the Scan, Alarm, and
Control (SAC) program processes the tag and any
tags (blocks) chained to it.

Valid Entries

« 0 (one shot processing)

+ 0.0510.95in .05 increments (subsecond
scan times)

«1to 60in 1 second increments

* TM to 60M in 1 minute increments

* TH to 24H in 1 hour increments

Example

0.15 specifies a 15-subsecond scan time. 5 spec-
ifies a 5-second scan time, 10M specifies a 10-
minute scan time, 16H specifies a 16-hour scan

time.

Phase At

Lets you specify how long the Scan, Alarm, and
Control (SAC) program delays in scanning the tag.
When the tag has a second or subsecond scan
time, SAC offsets the initial scan by the phase
time when iFIX starts or when the database is re-
loaded. When the tag has a scan time of 1 minute
or longer, SAC offsets the initial scan starting at

midnight.

Valid Entries
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Field

Description

Depends on the scan time. If the scan time is in
hours, the phase must be in hours:minutes. If the
scan time is in minutes, the phase must be in min-
utes:seconds. If the scan time is in seconds, the
phase must be in seconds. If the scan time is in
subseconds, the phase must be in subseconds.

Limits and Scaling

Field

Description

Low Limit

Low EGU limit. The low end of the user readable

value.

High Limit

High EGU limit. The high end of the user readable
value.

Units

Description of the EGU range (e.g. DEGF, GPH, PSI,
etc)

Low Count

The low 'counts' range for the raw input which cor-
responds to the low EGU range of the user read-
able value. Note that if LOW and HIGH counts are
equal then the input scaling is disabled and the
block will function like an ordinary Al block.

High Count_CH

The high ‘counts' range for the raw input which cor-
responds to the high EGU range of the user read-
able value. Note that if LOW and HIGH counts are
equal then the input scaling is disabled and the
block will function like an ordinary Al block.

Clamp to Range

If set (and the low/high count is in use) then the
input is clamped to the range of the low/hi count.
For example if the low count is 819 and the raw
input from the driver is 123 then the input will be
changed to 819 - the lowest allowable input. If this
function is disabled then the raw input will not be

clamped.
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Field

Description

Alarm on Range

If set (and the low/high count is in use) then if the
input is outside the lo/hi count range then an Un-
derRange or OverRange alarm is generated for the
block.

Low Operator Limit

Low operator output limit. Output clamping is en-
abled if the LOLIM and HILIM values are different.
Values sent to the A_CV or F_CV fields of the block
will be checked against these limits. Normally, the
values will be rejected if they are outside these lim-
its.

High Operator Limit

High operator output limit. Output clamping is en-
abled if the LOLIM and HILIM values are different.
Values sent to the A_CV or F_CV fields of the block
will be checked against these limits. Normally the
values will be rejected if they are outside these lim-

its.

Clamp Output

If set then an output entered by the operator or
some other application is clamped to the opera-
tor output limits and then sent to the driver. If clear
then any output outside the operator limits is re-
jected with an error.

(<D CAUTION:

This option should generally be CLEAR

(the default state) to prevent unwanted

values from being sent to equipment.

Alarm Options

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
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Field

Description

the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Enable Alarm

Lets you enable or disable alarming for this tag.

When you enable alarming, the tag generates
alarms allowing objects in your operator displays
to show alarm conditions, and enabling other tags
to detect alarms from the tag.

(g ™
Note:
The entire chain can be affected when you
disable alarms for a tag. In addition, for
both the Digital and Analog Alarm tags,
this field is ignored when you enable the

Alarm Suspend field.
- J

Priority

Lets you specify the alarm priority for a tag. If the
priority is equal or greater than the SCADA node's
alarm priority, iFIX sends the alarm to all the alarm
destinations enabled for this node. However, if

the priority is less than the SCADA node's alarm
priority, the alarm is automatically acknowledged
and filtered out so that it does not appear in your
alarm destinations. However, the alarm does ap-
pear in Data links configured to display current and
latched alarms.

Valid Entries

INFO, LOLO, LOW, MEDIUM, HIGH, HIHI, or CRITI-
CAL
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Field Description

L )
Note:
To report tag alarms, the appropriate
alarm areas must be assigned to each of
the alarm services enabled in the System

Configuration Utility (SCU).

- J
Shelve Enable Select this check box to enable Alarm Shelving for
the tag.
Shelve Policy Select an alarm shelving policy from the drop-
down list.
Alarm Limits
Field Description
Low Lets you enter the tag's critically low values. When the tag's value falls below this limit, the tag
Low generates an alarm.
Valid Entries
A critically low value within the tag's engineering units range.
Example
If a temperature of 25 degrees indicates that a cooling water flow is frozen, you could enter a
value of 30 degrees for your Low Low alarm.
Low Lets you enter the tag's low process values. When the tag's value falls below this limit, the tag

generates an alarm.
Valid Entries

A low value within the tag's engineering units range. If you want to provide a warning that a val-
ue is approaching a critical low limit, enter a slightly higher value than the Low Low alarm.

Example

If a temperature of 35 degrees indicates that ice crystals are forming in a cooling water flow,

you could enter a value of 40 degrees for your Low alarm.
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Field Description
High Lets you enter the tag's high process values. When the tag's value exceeds this limit, the tag
generates an alarm.
Valid Entries
A high value within the tag's engineering units range. If you want to provide a warning that
a value is approaching a critically high limit, enter a slightly lower value than the High High
alarm.
Example
If a bearing temperature of 80 degrees indicates machine wear, you could enter a value of 75
degrees for your High alarm.
High Lets you enter the tag's critically high values. When the tag's value exceeds this limit, the tag
High generates an alarm.
Valid Entries
A critically high value within the tag's engineering units range.
Example
If a bearing temperature of 90 degrees indicates imminent seizure, you could enter a value of
85 degrees for your High High alarm.
Rate of | Lets you enter the maximum, acceptable change in a tag's value. If the tag's current value
Change | changes by more than the specified value within one scan period, the tag generates a Rate of
Change alarm.
Valid Entries
A value within the tag's engineering units range, to be checked per scan period. Enter 0 to dis-
able this alarm.
Example
To generate an alarm due to a fluctuation of more than 20 RPMs on a speed drive since the
last scan period, you would enter a 20 in this field.
Dead- |Lets you enter the maximum fluctuation the tag accepts without re-issuing an alarm. As long
band as the fluctuation is within the dead band range, the tag issues an alarm once, eliminating nui-
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Field Description
sance alarms. Once the alarm falls below the dead band and then exceeds the alarm limits, the
tag generates another alarm.
Valid Entries
Numeric value within the EGU range.
Example
If the High alarm limit is 80 and the dead band is 5, the tag does not re-issue an alarm after the
one while the current value fluctuates between 75 and 85.
E-Signature
Field Description

Type The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-
ing an action.

Exempt Alarm Ack Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-
try.

Comment Required Select this option to enable Comment enforcement
in the Perform Comment section. This means that
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Field

Description

the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Advanced Options

Field

Description

Enable Output

Lets you configure the tag to send output to the
I/0 driver, OPC server, or OPC UA server. The tag
sends its output when it is in Automatic mode and
converts its data according to the entries in the
Low Limit (EGU), High Limit (EGU), and Signal Con-
ditioning fields.

Startup Mode

Lets you select the tag's mode on startup. In Au-
tomatic mode, the tag receives data from the I/0
driver, OPC server, or OPC UA server. In Manual
mode, the tag receives data from the operator,

scripts, recipes, or Program blocks.

Initial Scan

Lets you select whether the tag is initially placed
on or off scan.
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Field

Description

Click On Scan to place the tag on scan as soon as
the Scan, Alarm, and Control (SAC) program starts
or when the database is loaded. Click Off Scan to
place the tag on scan by a Program block, an Event
Action tag, a script, an operator entry in a Data link,
or an Easy Database Access program.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must

have access to that tag's security area.
Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

(L ™\
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
N J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

Note:

In a Statistical Data tag, the Next Block

field specifies the tag name of the down-
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Field

Description

P stream Statistical Control tag. No other tag
type is valid.

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
Valid Entries

Text, up to 80 characters.

AO Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.

Valid Entries
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Field

Description

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

atag name:
~THN2r ()70
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.
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1/0 Addressing

Field

Description

I/0 Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an |/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your 1/0 driver or
server manual for details on the proper input/out-
put addresses and configurations.

e ™
Q> CAUTION:
Do not assign the same I/0 address to
tags when using exception-based and
time-based processing. Doing so will
cause the exception-based tags to occa-
sionally miss a value.
- J
4 ™

@ CAUTION:

Configuration Hub currently does not do
I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active
database, and your invalid 10 address will
be removed.
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Field

Description

Signal Conditioning

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

o ™
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-
lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
N J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

- ™
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-
lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
N J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Limits and Scaling

Field

Description

Low Limit

Lets you enter the tag's minimum value.

Valid Entries
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Field Description

- Standard Integer.

» Expanded Decimal Notation, ranging from
-9999999 t0 9999999.

« Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

- ™
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your I/0 driver manual for more informa-

tion.
. J

In a Calculation or Signal Select tag, if the output
of the tag is 10 and the Low Limit is 15, the tag
clamps the value at 15. You must enter a Low Limit
of 10 or less to output a value of 10.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the Low Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

High Limit Lets you enter the tag's maximum value.
Valid Entries

You can enter a high limit in one of three formats:

« Standard Integer.
 Expanded Decimal Notation, ranging from
-9999999 to 9999999.
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Field

Description

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

« Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

(L ™
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your 1/0 driver manual for more informa-

tion.
N J

In a Calculation or a Signal Select tag, if the out-
put of the tag is 150 and the High Limit is 100, the
tag clamps the value at 100. You must enter a High
Limit of 150 or more to output a value of 150.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the High Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

Units

Lets you enter text describing the engineering units

range.
Valid Entries

Up to 33 characters.
Example

Kilograms per square meter, Liters per minute, de-

grees Celsius,
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Field

Description

o )
Note:
This entry does not affect the calculation
or function of any variables in iFIX. It is

used strictly as a display label to identify

the engineering units.
N J

Scale Enabled

Lets you enable or disable scaling for this tag.

Enabling scaling allows the system to convert the
data received from input sensors to designated da-

ta ranges.

(L ™
Note:
Linear scaling and signal conditioning can-
not be applied simultaneously. If you se-
lect Linear Scaling, verify that Signal Con-

ditioning is set to NONE.
N J

Example

Scaling allows conversion of temperature data re-
ceived in Fahrenheit to an output which uses Cel-

sius values.

Scale Clamping

Lets you enable or disable clamping for this tag.

When you enable clamping, any value the tag re-
ceives is limited to the raw range. Any value the tag
sends is limited to the scaled range.

- ™
Note:
Do not enable clamping unless it is nec-
essary. Because clamping limits the da-
ta received and sent, some data may be
missed by the tag.
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Field

Description

Raw Low

Lets you specify the low limit for the values re-
ceived by the tag. Usually, this value corresponds
to the specifications of the hardware from which

the data is received.

Valid Entries

- Standard Integer

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Raw High

Lets you specify the high limit for the values sent
by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data

is received.

Valid Entries

« Standard Integer

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Use Low/High Limits

Enables the tag to use the range specified in the
Engineering Units fields as the output values.

Typically, EGU values normally reflect the expected

operating ranges, or the Scale Low and Scale High
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Field Description

values for the tag. However, the EGU values also
dictate behavior in other areas such as alarming.
By allowing the Scale Low and Scale High values to
be set to values other than the EGU values, you can
further manage conditions when alarms would be
generated.

o ™\
Note:

If you are Using this tag for charts, make
sure to select Use EGU. Selecting this op-
tion will make it easier for you to see the
changes within the expected range in your
chart, because the chart axes will corre-
spond to your expected range and not the
entire range of the sensors. The smaller
range of the chart makes changes in val-

ues more obvious.
o J

Scale Low Lets you specify the low limit for the values sent

by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data
is received. This field is only available if you did not
enable Use EGU.

Valid Entries

- Standard Integer

« Expanded Decimal Notation, ranging from
-9999999 t0 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).
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Field

Description

Note:
Changes made to this field are not reflect-
ed in the data until after the next tag scan.

Scale High

Lets you specify the high limit for the values sent
by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data
is received. This field is only available if you did not
enable Use EGU.

Valid Entries

« Standard Integer

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Note:

Changes made to this field are not reflect-

ed in the data until after the next tag scan.

Alarm Options

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries




Configuration Hub Documentation | 3 - iFIX | 358

Field

Description

ALL or up to 15 alarm area names.

Enable Event

Lets you enable or disable event messaging for the
tag. Event messaging is similar to alarming except
that it does not require acknowledgment. Event
messages are sent to the same alarm destinations
as alarms for a given tag but do not appear in the
Alarm Summary object.

Analog Output, Analog Register, Digital Output, Dig-
ital Register, Digital Input, and Text tags have event

messaging capabilities.

o ™\
Note:

Be careful when using event messaging in
a chain with a time-based scan time. If the
scan time is short, your alarm files (either
disk or printed) can grow very large. We
recommend enabling event messaging for
exception-based chains, one shot chains,
and stand-alone output blocks.

Historian

Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.
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Field

Description

Valid Entries

Must be entered in 100 ms intervals. The default
value is 5000ms.

Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it
is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-
tion of data from a tag.

Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an

offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.

Collector Compression

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.
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Field

Description

Select Disabled to prevent the tag from being com-

pressed.

Collector Deadband

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-

ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.
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Field

Description

Type

The Type of Electronic Signature:

+ Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-
ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that

the operator must enter comments in the Com-

ment box in the Electronic Signature section during
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Field

Description

run mode. Comments in the Verify Comment sec-
tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Advanced Options

Field

Description

Output Reverse

Lets you specify the maximum rate of change you

want to allow between successive outputs.
Valid Entries

A value between the Low and High Limit (EGU)
fields or a 0 to allow any amount of change.

Initial Value

Lets you specify the value that the Scan, Alarm,
and Control (SAC) program sends to the process
hardware. SAC sends the data the first time that
it reads the block. If an Initial Value is not defined,

SAC does not output a value during initialization.
Valid Entries

A value between the Low and High Limit (EGU)
fields.

Low Operator Limit

Lets you specify the lowest value that the tag ac-
cepts from another tag or from an operator.

Valid Entries

A value between the Low and High Limit (EGU)
fields. If appropriate, you can use the Low Limit
(EGU) for this value.

High Operator Limit

Lets you specify the highest value that the tag can
accept from another tag or from an operator.
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Field

Description

Valid Entries

A value between the Low and High Limit (EGU)
fields. If appropriate, you can use the High Limit
(EGU) for this value.

Rate Limit

Lets you specify the maximum rate of change you
want to allow between successive outputs.

Valid Entries

A value between the Low and High Limit (EGU)
fields or a 0 to allow any amount of change.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

o ™
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.
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Field

Description

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

(L ™\
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
N J

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic
book for more information.

Valid Entries

Text, up to 80 characters.

AR Tag

This tag contains the following details:
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General
Field Description

Tag Name Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-
grams.
Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and
rename it.
Valid Entries
Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag
names.
Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).
Invalid Entries
You cannot use the following special characters in
a tag name:
~TEA2" =} 7@
Examples
Al1, CA_10, DI#, 4PID, 'TEST'

Description Lets you enter optional descriptive text about the
tag.
Valid Entries




Configuration Hub Documentation | 3 - iFIX | 366

Field

Description

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

1/0 Addressing

Field

Description

I/0 Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an |/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your 1/0 driver or
server manual for details on the proper input/out-
put addresses and configurations.

@ CAUTION:

Do not assign the same I/0 address to

tags when using exception-based and
time-based processing. Doing so will
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Field

Description

@ cause the exception-based tags to occa-

sionally miss a value.

N
-
@ CAUTION:

Configuration Hub currently does not do
I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active
database, and your invalid |10 address will

be removed.
o J

Signal Conditioning

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(g ™
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-
lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
- J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

Note:

Signal conditioning and linear scaling can-

not be applied simultaneously. If you se-
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Field

Description

,', lect a value for Signal Conditioning verify
that Linear Scaling is not selected.

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Limits and Scaling

Field

Description

Low Limit

Lets you enter the tag's minimum value.

Valid Entries

- Standard Integer.

« Expanded Decimal Notation, ranging from
-9999999 t0 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

- ™
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your I/0 driver manual for more informa-

tion.
. J

In a Calculation or Signal Select tag, if the output
of the tag is 10 and the Low Limit is 15, the tag
clamps the value at 15. You must enter a Low Limit
of 10 or less to output a value of 10.
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Field

Description

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the Low Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

High Limit

Lets you enter the tag's maximum value.
Valid Entries

You can enter a high limit in one of three formats:

- Standard Integer.

» Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

o ™
Note:
The I/0 driver can set certain limitations
on the engineering units range. Consult

your |/0O driver manual for more informa-

tion.
. J

In a Calculation or a Signal Select tag, if the out-
put of the tag is 150 and the High Limit is 100, the
tag clamps the value at 100. You must enter a High
Limit of 150 or more to output a value of 150.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-

mal places in the High Limit field.
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Field

Description

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

Units

Lets you enter text describing the engineering units

range.
Valid Entries

Up to 33 characters.
Example

Kilograms per square meter, Liters per minute, de-

grees Celsius,

o ™\
Note:
This entry does not affect the calculation
or function of any variables in iFIX. It is
used strictly as a display label to identify

the engineering units.
- J

Scale Enabled

Lets you enable or disable scaling for this tag.

Enabling scaling allows the system to convert the
data received from input sensors to designated da-

ta ranges.

(L ™
Note:
Linear scaling and signal conditioning can-
not be applied simultaneously. If you se-
lect Linear Scaling, verify that Signal Con-

ditioning is set to NONE.
N /

Example

Scaling allows conversion of temperature data re-
ceived in Fahrenheit to an output which uses Cel-

sius values.
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Field

Description

Scale Clamping

Lets you enable or disable clamping for this tag.

When you enable clamping, any value the tag re-
ceives is limited to the raw range. Any value the tag

sends is limited to the scaled range.

(g ™
Note:
Do not enable clamping unless it is nec-
essary. Because clamping limits the da-
ta received and sent, some data may be

missed by the tag.

- J
Raw Low Lets you specify the low limit for the values re-
ceived by the tag. Usually, this value corresponds
to the specifications of the hardware from which
the data is received.
Valid Entries
« Standard Integer
 Expanded Decimal Notation, ranging from
-9999999 to 9999999.
- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.
- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).
Raw High Lets you specify the high limit for the values sent

by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data

is received.

Valid Entries
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Field Description

- Standard Integer

» Expanded Decimal Notation, ranging from
-9999999 t0 9999999.

« Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Use Low/High Limits Enables the tag to use the range specified in the

Engineering Units fields as the output values.

Typically, EGU values normally reflect the expected
operating ranges, or the Scale Low and Scale High
values for the tag. However, the EGU values also
dictate behavior in other areas such as alarming.
By allowing the Scale Low and Scale High values to
be set to values other than the EGU values, you can
further manage conditions when alarms would be
generated.

o ™\
Note:

If you are Using this tag for charts, make
sure to select Use EGU. Selecting this op-
tion will make it easier for you to see the
changes within the expected range in your
chart, because the chart axes will corre-
spond to your expected range and not the
entire range of the sensors. The smaller
range of the chart makes changes in val-

ues more obvious.
N J

Scale Low Lets you specify the low limit for the values sent
by the tag. Usually, this value corresponds to the

specifications of the hardware from which the data
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Field

Description

is received. This field is only available if you did not
enable Use EGU.

Valid Entries

« Standard Integer

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Note:

Changes made to this field are not reflect-

ed in the data until after the next tag scan.

Scale High

Lets you specify the high limit for the values sent
by the tag. Usually, this value corresponds to the
specifications of the hardware from which the data
is received. This field is only available if you did not
enable Use EGU.

Valid Entries

- Standard Integer

« Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).
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Field

Description

Note:
Changes made to this field are not reflect-
ed in the data until after the next tag scan.

Alarm Options

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Historian

Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default
value is 5000ms.
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Field

Description

Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it
is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of

1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an

offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.

Collector Compression

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Collector Deadband

Lets you select if the tag is set for compression.

Compression applies a smoothing filter to incom-
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Field

Description

ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-
ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:
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Field

Description

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe

downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-

pears in every tag configuration where Electron-
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Field Description
ic Signature settings are available. By default, this
check box is disabled.
Advanced Options
Field Description

Output Enable

Lets you configure the tag to send output to the
I/0 driver, OPC server, or OPC UA server. The tag
sends its output when it is in Automatic mode and
converts its data according to the entries in the
Low Limit (EGU), High Limit (EGU), and Signal Con-
ditioning fields.

Enable Event

Lets you enable or disable event messaging for the
tag. Event messaging is similar to alarming except
that it does not require acknowledgment. Event
messages are sent to the same alarm destinations
as alarms for a given block but do not appear in

the Alarm Summary object.

Analog Output, Analog Register, Digital Output, Dig-
ital Register, Digital Input, and Text blocks have

event messaging capabilities.

(L ™
Note:
Be careful when using event messaging in
a chain with a time-based scan time. If the
scan time is short, your alarm files (either
disk or printed) can grow very large. We
recommend enabling event messaging for

exception-based chains, one shot chains,

and stand-alone output blocks.
N /

I/0 Address Type

Lets you specify the number format of the block's
starting address.

Valid Entries
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Field

Description

Hex, Octal, or Decimal

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must

have access to that tag's security area.
Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

o ™\
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot
write to that area.

- J
Alarm Field 1 Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.
Valid Entries
Text, up to 80 characters.
Alarm Field 2 Lets you enter more text about the tag. Typically,

one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.

Valid Entries



Configuration Hub Documentation | 3 - iFIX | 380

Field

Description

Text, up to 80 characters.

AR2 Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

a tag name:

~TEA?2" =} 7@
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Field

Description

Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the

tag.
Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

1/0 Addressing

Field

Description

I/0O Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process

hardware on the plant floor.

Before you can select an |/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your 1/0 driver or
server manual for details on the proper input/out-
put addresses and configurations.
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Field

Description

(© CAUTION:

Do not assign the same I/0 address to
tags when using exception-based and
time-based processing. Doing so will
cause the exception-based tags to occa-

sionally miss a value.

Q> CAUTION:

Configuration Hub currently does not do

I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active

database, and your invalid |10 address will

be removed.
. J

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

- ™
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-

lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
- J

Valid Entries

Depends on your driver or server. Refer to your dri-
ver or server manual for more information.
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Field Description
Low Limit Low EGU limit. The low end of the user readable
value.
High Limit High EGU limit. The high end of the user readable
value.
Units Description of the EGU range (for example: DEGF,
GPH, PSI).
E-Signature
Field Description
Type The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

» Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
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Field

Description

the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Advanced Options

Field

Description

Enable Output

Lets you configure the tag to send output to the
I/0 driver, OPC server, or OPC UA server. The tag
sends its output when it is in Automatic mode and
converts its data according to the entries in the
Low Limit (EGU), High Limit (EGU), and Signal Con-
ditioning fields.

I/0 Address Type

Lets you enter the base number system used by
the I/0 Address field. Valid entries include: Deci-
mal, Hexadecimal, or Octal.

Enable Event

Lets you enable or disable event messaging for the
tag. Event messaging is similar to alarming except
that it does not require acknowledgment. Event

messages are sent to the same alarm destinations
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Description

as alarms for a given block but do not appear in
the Alarm Summary object.

Analog Output, Analog Register, Digital Output, Dig-
ital Register, Digital Input, and Text blocks have
event messaging capabilities.

o ™\
Note:
Be careful when using event messaging in
a chain with a time-based scan time. If the
scan time is short, your alarm files (either
disk or printed) can grow very large. We
recommend enabling event messaging for
exception-based chains, one shot chains,

and stand-alone output blocks.
- J

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

o ™\
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Alarm Field 1

Lets you enter text about the tag. Typically, one of

these alarm fields contains a path to a picture you
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Description

want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2 Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic
book for more information.

Valid Entries
Text, up to 80 characters.
BB Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at

least one non-numeric character. For iFIX internal
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Field Description
databases, single quotes are not supported in tag
names.
Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).
Invalid Entries
You cannot use the following special characters in
atag name:
~THM?2" () 7@
Examples
Al1, CA_10, DI#, 4PID, 'TEST'

Description Lets you enter optional descriptive text about the

tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on
operator displays.

Type The tag type. Display-only field.

Current Value The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

1/0 Addressing
Field Description

Activate High Contact

Enables or disables the High Contact Data fields.
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Field

Description

High Contact Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the block. The selected driver or serv-
er enables the block to communicate with process
hardware on the plant floor.

Before you can select an I/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available drivers in the SCU.

High Contact Driver I/0 Address

Lets you enter the location in the process hardware
where data for this block is saved and where out-
put is sent. In an On-Off Control block, specify the
address of the digital point you want opened and
closed based on the Turn on Above and Turn off

Below values.
Valid Entries

Depends on your driver. Consult your 1/0 driver
manual for details on the proper input/output ad-
dresses and configurations.

(<D CAUTION:

Do not assign the same I/0 address to

blocks when using exception-based and
time-based processing. Doing so will
cause the exception-based blocks to occa-

sionally miss a value.
- J

High Contact Hardware Options

Lets you select any specific device control ad-
dressing format that the block uses to communi-
cate with process hardware on the plant floor.

Valid Entries

For most process hardware, this field is usually left
blank. Consult your 1/0 driver manual for the ap-
plicable hardware code if necessary.
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Field

Description

High Contact - Turn On Above

Lets you specify the highest acceptable analog val-
ue for the High Contact Data. When the analog in-
put goes above this value, the High Contact I/0 ad-
dress closes.

Valid Entries

Enter the number that represents this value accord-
ing to the Low and High Limits (EGU) of the analog
input.

High Contact - Turn On Below

Lets you specify the lowest acceptable analog val-
ue for the High Contact Data. When the analog in-
put falls below this value, the High Contact I/0 ad-

dress opens.
Valid Entries

The number that represents this value according to
the Low and High Limits (EGU) of the analog input.

Activate Low Contact

Enables or disables the Low Contact Data fields.
Valid Entries

Select the check box to use the Low Contact Da-
ta fields and provide output to a second digital I/0.
Clear the check box to suppress them and use your

analog input as the basis of a single digital output.

Low Contact Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the block. The selected driver or serv-
er enables the block to communicate with process

hardware on the plant floor.

Before you can select an |/0 driver or OPC server,
you must install it and add it to the available dri-
vers in the SCU.

Low Contact I/0 Address

Lets you enter the location in the process hardware

where data for this block is saved and where out-
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Field

Description

put is sent. In an On-Off Control tag, specify the
address of the digital point you want opened and
closed based on the Turn on Below and Turn off

Above values.
Valid Entries

Depends on your driver. Consult your 1/0 driver
manual for details on the proper input/output ad-
dresses and configurations.

(® CAUTION:

Do not assign the same I/0 address to

blocks when using exception-based and
time-based processing. Doing so will
cause the exception-based blocks to occa-

sionally miss a value.
\- J

Low Contact Hardware Options

Lets you select any specific device control ad-
dressing format that the block uses to communi-
cate with process hardware on the plant floor.

Valid Entries

For most process hardware, this field is usually left
blank. Consult your 1/0 driver manual for the ap-
plicable hardware code if necessary.

Low Contact - Turn On Above

Lets you specify the highest acceptable analog val-
ue for the Low Contact Data. When the analog in-
put goes above this value, the Low Contact I/0 ad-
dress opens.

Valid Entries

Enter the number that represents this value accord-
ing to the Low and High Limits (EGU) of the analog
input.
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Field

Description

Low Contact - Turn On Below

Lets you specify the lowest acceptable analog val-
ue for the Low Contact Data. When the analog in-
put falls below this value, the Low Contact I/0 ad-
dress closes.

Valid Entries

Enter the number that represents this value accord-
ing to the Low and High Limits (EGU) of the analog
input.

Limits and Scaling

Field

Description

Low Limit

Lets you enter the tag's minimum value.

Valid Entries

- Standard Integer.

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

(L ™
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your 1/0 driver manual for more informa-

tion.
- /

In a Calculation or Signal Select tag, if the output
of the tag is 10 and the Low Limit is 15, the tag
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Field

Description

clamps the value at 15. You must enter a Low Limit
of 10 or less to output a value of 10.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the Low Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

High Limit

Lets you enter the tag's maximum value.
Valid Entries

You can enter a high limit in one of three formats:

« Standard Integer.

- Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

(g ™
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your 1/0 driver manual for more informa-

tion.
. J

In a Calculation or a Signal Select tag, if the out-
put of the tag is 150 and the High Limit is 100, the
tag clamps the value at 100. You must enter a High
Limit of 150 or more to output a value of 150.
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Field Description
If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the High Limit field.
If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.
Units Lets you enter text describing the engineering units
range.
Valid Entries
Up to 33 characters.
Example
Kilograms per square meter, Liters per minute, de-
grees Celsius,
- ™
Note:
This entry does not affect the calculation
or function of any variables in iFIX. It is
used strictly as a display label to identify
the engineering units.
- J
Alarm Options
Field Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.
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Field

Description

Enable Alarm

Lets you enable or disable alarming for this tag.

When you enable alarming, the tag generates
alarms allowing objects in your operator displays
to show alarm conditions, and enabling other tags
to detect alarms from the tag.

(L ™
Note:
The entire chain can be affected when you
disable alarms for a tag. In addition, for
both the Digital and Analog Alarm tags,
this field is ignored when you enable the

Alarm Suspend field.

Historian

Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the

Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the

Proficy Historian collector.
Valid Entries

Must be entered in 100 ms intervals. The default

value is 5000ms.

Example
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Field

Description

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it

is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.

Collector Compression

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Collector Deadband

Lets you select if the tag is set for compression.

Compression applies a smoothing filter to incom-

ing data by ignoring incremental changes in values
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Field

Description

that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-

ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,

which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:
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Field

Description

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe

downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-

pears in every tag configuration where Electron-
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Field Description
ic Signature settings are available. By default, this
check box is disabled.
Advanced Options
Field Description

One Shot

Lets you specify how often to activate the four con-
tact data fields. When selected, the On-Off Control
tag sends OPEN or CLOSE commands to the High
and Low Contacts only when there is a change

of state, rather than each time the tag executes.
When cleared, the check box sends the commands

every scan period.

Invert Output

Inverts the tag's output value. For example, if you
want the 1/0 driver to return a closed contact as a
logical 0 and an open contact as a logical 1, click
the check box.

Alternatively, to return a closed contact as a logi-
cal 1 (normal conditions) and an open contact as a
logical 0, clear the check box.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must

have access to that tag's security area.
Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

Note:

Read access for database tags is available

to all users regardless of security area.
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Field

Description

,', This allows users to retrieve data from a
specific security area even if they cannot
write to that area.

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.

Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.

Valid Entries

Text, up to 80 characters.

BL Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If

you need to change a tag's name, copy the tag and

rename it.
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Field

Description

Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
("), pipes (|), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

atag name:
~THEA?2" =) 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on
operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.
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Configuration Hub Documentation | 3 - iFIX | 401

Field

Description

Input A

Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-

erators in interpreting the value for the contact.
Valid Entries

A label of up to 16 characters.

Examples

Open, Off

Input B

Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries
A label of up to 16 characters.
Examples

Open, Off

Input C

Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-

erators in interpreting the value for the contact.
Valid Entries

A label of up to 16 characters.

Examples

Open, Off

Input D

Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
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Field

Description

in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries
A label of up to 16 characters.
Examples

Open, Off

Input E

Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries
A label of up to 16 characters.
Examples

Open, Off

Input F

Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries
A label of up to 16 characters.
Examples

Open, Off

Input G

Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries
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Field Description

A label of up to 16 characters.
Examples
Open, Off

Input H Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.
Valid Entries
A label of up to 16 characters.
Examples
Open, Off

Output Calculation Lets you specify the Boolean block equation. If
the equation is true, a value of 1 is passed to the
next block. If the equation is false, a value of 0 is
passed to the next tag.
Valid Entries
Write the equation using the input letters (A - H)
that correspond to the defined Input fields. The cal-
culation can use the input values more than once.
Example
(C+(A+B))

Limits and Scaling
Field Description

Open Tag

Lets you enter a descriptive label for the logical 1
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-

erators in interpreting the value for the contact.
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Field Description
Valid Entries
A label of up to 16 characters.
Examples
Close, On.

Close Tag Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.
Valid Entries
A label of up to 16 characters.

Examples
Open, Off
Alarm Options
Field Description

Alarm Areas Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries
ALL or up to 15 alarm area names.
Alarm Limits
Field Description
Low Low Lets you enter the tag's critically low values. When

the tag's value falls below this limit, the tag gener-

ates an alarm.
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Field Description

Valid Entries

A critically low value within the tag's engineering
units range.

Example

If a temperature of 25 degrees indicates that a
cooling water flow is frozen, you could enter a val-
ue of 30 degrees for your Low Low alarm.

Low Lets you enter the tag's low process values. When
the tag's value falls below this limit, the tag gener-

ates an alarm.
Valid Entries

A low value within the tag's engineering units
range. If you want to provide a warning that a val-
ue is approaching a critical low limit, enter a slight-
ly higher value than the Low Low alarm.

Example

If a temperature of 35 degrees indicates that ice
crystals are forming in a cooling water flow, you
could enter a value of 40 degrees for your Low

alarm.

High Lets you enter the tag's high process values. When
the tag's value exceeds this limit, the tag generates

an alarm.
Valid Entries

A high value within the tag's engineering units
range. If you want to provide a warning that a value
is approaching a critically high limit, enter a slightly
lower value than the High High alarm.

Example
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Field

Description

If a bearing temperature of 80 degrees indicates
machine wear, you could enter a value of 75 de-
grees for your High alarm.

High High

Lets you enter the tag's critically high values. When
the tag's value exceeds this limit, the tag generates

an alarm.
Valid Entries

A critically high value within the tag's engineering

units range.
Example

If a bearing temperature of 90 degrees indicates
imminent seizure, you could enter a value of 85 de-
grees for your High High alarm.

Rate of Change

Lets you enter the maximum, acceptable change in
a tag's value. If the tag's current value changes by
more than the specified value within one scan peri-

od, the tag generates a Rate of Change alarm.
Valid Entries

A value within the tag's engineering units range, to
be checked per scan period. Enter 0 to disable this
alarm.

Example

To generate an alarm due to a fluctuation of more
than 20 RPMs on a speed drive since the last scan
period, you would enter a 20 in this field.

Deadband

Lets you enter the maximum fluctuation the tag ac-
cepts without re-issuing an alarm. As long as the
fluctuation is within the dead band range, the tag
issues an alarm once, eliminating nuisance alarms.

Once the alarm falls below the dead band and then
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Field Description

exceeds the alarm limits, the tag generates anoth-

er alarm.

Valid Entries

Numeric value within the EGU range.
Example

If the High alarm limit is 80 and the dead band is
5, the tag does not re-issue an alarm after the one
while the current value fluctuates between 75 and

85.
Historian
Field Description

Tag Description Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect Lets you select if the tag is set for collection by the
Proficy Historian collector.
Select Enabled to allow the tag to be collected by
the collector.

Collection Interval Lets you set the collection interval, or the amount

of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default
value is 5000ms.

Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it

is not in 100ms intervals.
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Field Description

Collection Offset Used with the collection interval to schedule collec-
tion of data from a tag.

Valid Entries

Any numeric value that does not exceed the collec-
tion interval. The value is in seconds.

Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian

collector.

Select either Milliseconds or Seconds.

Collector Compression Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Collector Deadband Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.
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Field

Description

Select Disabled to prevent the tag from being com-

pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-

ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not
less.

Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:

+ Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or

alarm acknowledgements for this tag.
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Field

Description

» Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.
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Field

Description

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

o ™
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

o ™\
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
- J
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Field

Description

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
Valid Entries

Text, up to 80 characters.

Process by Exception

Enables exception-based processing for the block.

Scan Time

Lets you specify how often the Scan, Alarm, and
Control (SAC) program processes the tag and any
blocks chained to it.

Valid Entries

« 0 (one shot processing)

+ 0.0510.95in .05 increments (subsecond
scan times)

« 1to 60in 1 second increments

* TM to 60M in 1 minute increments

* TH to 24H in 1 hour increments

Example

0.15 specifies a 15-subsecond scan time. 5 spec-
ifies a 5-second scan time, 10M specifies a 10-
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Field

Description

minute scan time, 16H specifies a 16-hour scan

time.

Phase At

Lets you specify how long the Scan, Alarm, and
Control (SAC) program delays in scanning the tag.
When the tag has a second or subsecond scan
time, SAC offsets the initial scan by the phase
time when iFIX starts or when the database is re-
loaded. When the tag has a scan time of 1 minute
or longer, SAC offsets the initial scan starting at

midnight.
Valid Entries

Depends on the scan time. If the scan time is in
hours, the phase must be in hours:minutes. If the
scan time is in minutes, the phase must be in min-
utes:seconds. If the scan time is in seconds, the
phase must be in seconds. If the scan time is in
subseconds, the phase must be in subseconds.

BPL Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.

Valid Entries
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Field

Description

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

atag name:
~THN2r ()70
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.
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Field

Description

Low Limit

Used to clamp PV, SP and internal calculations.
Should match the output EGU of the upstream
block. Inverted EGU range is not supported by the
BPL block. The HI egu must be larger than the LO

egu.

High Limit

Used to clamp PV, SP and internal calculations.
Should match the output EGU of the upstream
block. Inverted EGU range is not supported by the
BPL block. The HI egu must be larger than the LO

egu.

Units

For display purposes.

Breakpoints

Field

Description

Input 00-10

The input to the block is compared to each of
these input breakpoints. The first value which ex-
ceeds the actual input determines the Output and
Slope to be used. For this reason the inputs should
generally be entered in increasing order. The IN-
PUT values can be any float.

Output 00-19

The OUTPUTS correspond to the inputs. Once the
breakpoint interval is determined by checking the
input table the corresponding OUTPUT is used as
the base of the computed output value. The OUT-
PUT values can be any float.

Slope 00-19

The SLOPE is used to determine how much to add
to the OUTPUT. The SLOPE values can be any float.
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E-Signature

Field

Description

Type

The Type of Electronic Signature:

+ Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-
ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-
tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.
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Field

Description

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned

write. This is the default selection.

Advanced Options

Field

Description

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

o ™\
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag
type is valid.
- J
CA Tag
This tag contains the following details:
General
Field Description
Tag Name Lets you enter the tag's name. The tag name is ref-

erenced by other tags, display links, and other pro-

grams.
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Field

Description

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (1), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

atag name:
~THN2H () 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.
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Field Description
Current Value The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.
Inputs
Field Description
Input A Lets you specify the inputs to the Calculation tag.

Valid Entries

The following are valid entries for defining your
equation with Input entries:

« Constants (a floating point number).

- Tag names (representing the tag's current
value of the tag), including the Calculation
block itself. For example, Al1 to represent
Al1.F_CV.

(L ™
Note:

If you enter a tag name without entering a

field name, iFIX automatically enters F_CV

as the default field name.
o J

Tag and field pairs represent the value of the spec-
ified field. For example, PID1.F_TV1 to access the

tag's set point.

Note:

Input field A always represents the output

of the upstream block (previous block).

Example
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Field

Description

To input the value of the Statistical Data block's
XBARBAR, you would enter SD1.F_XBB. Note the
period between the block and field names.

Input B

Lets you specify the inputs to the Calculation tag.
Valid Entries

The following are valid entries for defining your

equation with Input entries:

« Constants (a floating point number).

- Tag names (representing the tag's current
value of the tag), including the Calculation
block itself. For example, Al1 to represent
Al1.F_CV.

o ™
Note:
If you enter a tag name without entering a
field name, iFIX automatically enters F_CV

as the default field name.
N J

Tag and field pairs represent the value of the spec-
ified field. For example, PID1.F_TV1 to access the
tag's set point.

Note:

Input field A always represents the output

of the upstream block (previous block).

Example

To input the value of the Statistical Data block's
XBARBAR, you would enter SD1.F_XBB. Note the
period between the block and field names.

Input C

Lets you specify the inputs to the Calculation tag.
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Field

Description

Valid Entries

The following are valid entries for defining your
equation with Input entries:

- Constants (a floating point number).

- Tag names (representing the tag's current
value of the tag), including the Calculation
block itself. For example, Al1 to represent
AI1.F_CV.

- ™
Note:
If you enter a tag name without entering a
field name, iFIX automatically enters F_CV

as the default field name.
o J

Tag and field pairs represent the value of the spec-
ified field. For example, PID1.F_TV1 to access the

tag's set point.

Note:

Input field A always represents the output

of the upstream block (previous block).

Example

To input the value of the Statistical Data block's
XBARBAR, you would enter SD1.F_XBB. Note the
period between the block and field names.

Input D

Lets you specify the inputs to the Calculation tag.
Valid Entries

The following are valid entries for defining your
equation with Input entries:
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Field

Description

« Constants (a floating point number).

« Tag names (representing the tag's current
value of the tag), including the Calculation
block itself. For example, Al1 to represent
AI1.F_CV.

(L ™\
Note:
If you enter a tag name without entering a
field name, iFIX automatically enters F_CV

as the default field name.
o J

Tag and field pairs represent the value of the spec-
ified field. For example, PID1.F_TV1 to access the

tag's set point.

Note:

Input field A always represents the output

of the upstream block (previous block).

Example

To input the value of the Statistical Data block's
XBARBAR, you would enter SD1.F_XBB. Note the

period between the block and field names.

Input E

Lets you specify the inputs to the Calculation tag.
Valid Entries

The following are valid entries for defining your
equation with Input entries:

« Constants (a floating point number).

- Tag names (representing the tag's current
value of the tag), including the Calculation
block itself. For example, Al1 to represent
Al1.F_CV.
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Field

Description

L )
Note:
If you enter a tag name without entering a
field name, iFIX automatically enters F_CV

as the default field name.
o J

Tag and field pairs represent the value of the spec-
ified field. For example, PID1.F_TV1 to access the

tag's set point.

Note:

Input field A always represents the output

of the upstream block (previous block).

Example

To input the value of the Statistical Data block's
XBARBAR, you would enter SD1.F_XBB. Note the
period between the block and field names.

Input F

Lets you specify the inputs to the Calculation tag.
Valid Entries

The following are valid entries for defining your
equation with Input entries:

- Constants (a floating point number).

- Tag names (representing the tag's current
value of the tag), including the Calculation
block itself. For example, Al1 to represent
Al1.F_CV.

(L ™\
Note:
If you enter a tag name without entering a
field name, iFIX automatically enters F_CV

as the default field name.
o J
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Field

Description

Tag and field pairs represent the value of the spec-
ified field. For example, PID1.F_TV1 to access the

tag's set point.

Note:

Input field A always represents the output

of the upstream block (previous block).

Example

To input the value of the Statistical Data block's
XBARBAR, you would enter SD1.F_XBB. Note the
period between the block and field names.

Input G

Lets you specify the inputs to the Calculation tag.
Valid Entries

The following are valid entries for defining your
equation with Input entries:

- Constants (a floating point number).

- Tag names (representing the tag's current
value of the tag), including the Calculation
block itself. For example, Al1 to represent
Al1.F_CV.

Note:

If you enter a tag name without entering a

field name, iFIX automatically enters F_CV

as the default field name.
o J

Tag and field pairs represent the value of the spec-
ified field. For example, PID1.F_TV1 to access the
tag's set point.
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Field

Description

Note:
Input field A always represents the output
of the upstream block (previous block).

Example

To input the value of the Statistical Data block's
XBARBAR, you would enter SD1.F_XBB. Note the
period between the block and field names.

Input H

Lets you specify the inputs to the Calculation tag.
Valid Entries

The following are valid entries for defining your
equation with Input entries:

- Constants (a floating point number).

- Tag names (representing the tag's current
value of the tag), including the Calculation
block itself. For example, Al1 to represent
Al1.F_CV.

(L ™\
Note:
If you enter a tag name without entering a
field name, iFIX automatically enters F_CV

as the default field name.
o J

Tag and field pairs represent the value of the spec-
ified field. For example, PID1.F_TV1 to access the
tag's set point.

Note:

Input field A always represents the output

of the upstream block (previous block).

Example
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Field

Description

To input the value of the Statistical Data block's
XBARBAR, you would enter SD1.F_XBB. Note the
period between the block and field names.

Output Calculation

Lets you specify the Calculation block equation.
Valid Entries

An equation using the input letters (A - H) that cor-
respond to the defined Input fields. The input let-
ters may be used more than once.

- ™
Note:
A mathematical overflow (value >1038),
underflow (below 10-37), or division by
zero causes a Calc error status in the up-
stream block.

Limits and Scaling

Field

Description

Low Limit

Lets you enter the tag's minimum value.

Valid Entries

- Standard Integer.

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).
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Field

Description

L )
Note:
The I/0 driver can set certain limitations
on the engineering units range. Consult
your |/0 driver manual for more informa-

tion.
. J

In a Calculation or Signal Select tag, if the output
of the tag is 10 and the Low Limit is 15, the tag
clamps the value at 15. You must enter a Low Limit
of 10 or less to output a value of 10.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-

mal places in the Low Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and

the range may be positive or negative.

High Limit

Lets you enter the tag's maximum value.
Valid Entries

You can enter a high limit in one of three formats:

- Standard Integer.

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Note:

The I/0 driver can set certain limitations

on the engineering units range. Consult
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Field

Description

your |/0 driver manual for more informa-

tion.

In a Calculation or a Signal Select tag, if the out-
put of the tag is 150 and the High Limit is 100, the
tag clamps the value at 100. You must enter a High
Limit of 150 or more to output a value of 150.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the High Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

Units

Lets you enter text describing the engineering units
range.

Valid Entries
Up to 33 characters.
Example

Kilograms per square meter, Liters per minute, de-
grees Celsius,

o ™\
Note:
This entry does not affect the calculation
or function of any variables in iFIX. It is

used strictly as a display label to identify

the engineering units.




Alarm Options

Configuration Hub Documentation | 3 - iFIX | 429

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Enable Alarm

Lets you enable or disable alarming for this tag.

When you enable alarming, the tag generates
alarms allowing objects in your operator displays
to show alarm conditions, and enabling other tags

to detect alarms from the tag.

(L ™\
Note:
The entire chain can be affected when you
disable alarms for a tag. In addition, for
both the Digital and Analog Alarm tags,
this field is ignored when you enable the
Alarm Suspend field.

Historian

Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the

Proficy Historian collector.

Select Enabled to allow the tag to be collected by

the collector.
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Field Description

Collection Interval Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default
value is 5000ms.

Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it

is not in 100ms intervals.

Collection Offset Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.

Collector Compression Lets you select if the tag is set for compression.

Compression applies a smoothing filter to incom-
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Field

Description

ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Collector Deadband

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-
ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.

Valid Entries
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Field Description
Any numeric value.
E-Signature
Field Description
Type The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-
ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-
try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.
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Field

Description

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Advanced Options

Field

Description

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

o ™\
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Previous Block

Displays the name of the previous (upstream) tag.

Valid Entries
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Field Description
None. This is a read-only field.

Next Block Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

- ™
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag
type is valid.
- J

Alarm Field 1 Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.

Valid Entries
Text, up to 80 characters.

Alarm Field 2 Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic
book for more information.

Valid Entries
Text, up to 80 characters.
CTR Tag

This tag contains the following details:
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General
Field Description

Tag Name Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-
grams.
Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and
rename it.
Valid Entries
Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag
names.
Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).
Invalid Entries
You cannot use the following special characters in
a tag name:
~TEA2" =} 7@
Examples
Al1, CA_10, DI#, 4PID, 'TEST'

Description Lets you enter optional descriptive text about the
tag.
Valid Entries
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Field

Description

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

Limits and Scaling

Field

Description

Low Limit

Used to clamp PV, SP and internal calculations.
Should match the output EGU of the upstream
block. Inverted EGU range is not supported by the
PI2 block. The HI egu must be larger than the LO

egu.

High Limit

Used to clamp PV, SP and internal calculations.
Should match the output EGU of the upstream
block. Inverted EGU range is not supported by the
PI2 block. The HI egu must be larger than the LO
egu.

Units

For display purposes.

Limit Value

A value which if reached or exceeded will gener-
ate an alarm. This will still function if set to zero.
To disable alarming simply clear the Alarm Enable
Field.

Gate tag

A TAG:FIELD specifier (normally an F_CV). If non-
zero then the counting logic is enabled. If this field
is blank then the gate is considered TRUE. Note
that a transition to true on the gate will NOT gener-
ate a count even if the input is in the active state.
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Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Enable Alarm

Lets you enable or disable alarming for this tag.

When you enable alarming, the tag generates
alarms allowing objects in your operator displays
to show alarm conditions, and enabling other tags

to detect alarms from the tag.

(L ™\
Note:
The entire chain can be affected when you
disable alarms for a tag. In addition, for
both the Digital and Analog Alarm tags,
this field is ignored when you enable the

Alarm Suspend field.
N J

Priority

Lets you specify the alarm priority for a tag. If the
priority is equal or greater than the SCADA node's
alarm priority, iFIX sends the alarm to all the alarm
destinations enabled for this node. However, if

the priority is less than the SCADA node's alarm
priority, the alarm is automatically acknowledged
and filtered out so that it does not appear in your
alarm destinations. However, the alarm does ap-
pear in Data links configured to display current and

latched alarms.

Valid Entries
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Field

Description

INFO, LOLO, LOW, MEDIUM, HIGH, HIHI, or CRITI-
CAL

(L ™
Note:
To report tag alarms, the appropriate
alarm areas must be assigned to each of
the alarm services enabled in the System

Configuration Utility (SCU).
- J

Shelve Enable

Select this check box to enable Alarm Shelving for

the tag.

Shelve Policy

Select an alarm shelving policy from the drop-

down list.

E-Signature

Field

Description

Type

The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-
ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
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Field

Description

this tag requires electronic signatures for data en-
try.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-
tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned

write. This is the default selection.

Advanced Options

Field

Description

Mode

Count on transition to OPEN, CLOSE or COS (any
transition).

Passed Value

INPUT passes raw input (converted to 0/1).
ALM passes Current Alarm (converted to 0/1).

LIMIT passes ‘Limit Reached’ (as 0/1 which is
checked regardless of Alarm Enable, Auto and
Gate states).
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Field

Description

COUNT passes current value of Counter. Note that
the counter value is converted to Float. Precision
may be lost.

Also note that some downstream blocks (such as
AO) may clamp this to their EGU or OPERATOR lim-
its.

Startup Mode

Initial Auto/ Manual Status. When in Automatic the
output signal is generated. When in Manual the

output signal is ‘paused’.

Clear on Startup

Should the count be cleared when the chain goes
on scan? If not then the count is retained while the
block is off scan. Also on system reload, the block
will retain the value it had the last time the data-
base was saved to disk (by DBB).

Chain on Transition

If set to YES, the NEXT block will execute only if a
transition is counted (requires AUTO and GATE are
true).

- ™
Note:
A manual change to count via the A_-
COUNT field will NOT satisfy this condi-

tion.
. J

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must

have access to that tag's security area.
Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.
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Field

Description

L )
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot
write to that area.

- J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking

the browse button.

(L ™
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
- J

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.

Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
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Field

Description

Valid Entries

Text, up to 80 characters.

D16 Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and
rename it.

Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
("), pipes (|), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (8).

Invalid Entries

You cannot use the following special characters in
atag name:
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Field Description
~THEA?2" =} 7@
Examples
Al1, CA_10, DI#, 4PID, 'TEST'

Description Lets you enter optional descriptive text about the

tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on
operator displays.

Type The tag type. Display-only field.

Current Value The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

1/0 Addressing
Field Description
Mode The scan time determines how often SAC process-

es the block and sends the current value to the
next block in the chain (ANALOG or DIGITAL). SAC
processes all secondary blocks chained to a pri-
mary block according to the primary block's scan
time.

Exception based scanning is supported by this
block when used in ANALOG mode. Support for ex-
ceptions is a function of the I/0 Driver. Most but
not all drivers will support exception based pro-

cessing.

Exception based processing is NOT supported in
DIGITAL mode.
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Field

Description

I/0 Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an I/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your 1/0 driver or
server manual for details on the proper input/out-

put addresses and configurations.

4 ™
@ CAUTION:
Do not assign the same I/0 address to
tags when using exception-based and
time-based processing. Doing so will
cause the exception-based tags to occa-
sionally miss a value.
- J
4 ™

Q> CAUTION:

Configuration Hub currently does not do
I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active
database, and your invalid 10 address will

be removed.
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Field

Description

Bitcount

Number of bits to read when in digital mode (de-
fault = 16). This is used ONLY when mode is set to
DIGITAL and is intended for those rare cases when
an error might be generated by reading too many
bits (for example you want to read only the last 7
bits in a poll record).

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's

EGU range.

- ™
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-
lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
- J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Process by Exception

Enables exception-based processing for the tag.

Scan Time

Lets you specify how often the Scan, Alarm, and
Control (SAC) program processes the tag and any

tags (blocks) chained to it.

Valid Entries

« 0 (one shot processing)

+ 0.051t0 .95 in .05 increments (subsecond
scan times)

«1to 60in 1 second increments

* 1M to 60M in 1 minute increments

* TH to 24H in 1 hour increments

Example
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Field

Description

0.15 specifies a 15-subsecond scan time. 5 spec-
ifies a 5-second scan time, 10M specifies a 10-
minute scan time, 16H specifies a 16-hour scan

time.

Phase At

Lets you specify how long the Scan, Alarm, and
Control (SAC) program delays in scanning the tag.
When the tag has a second or subsecond scan
time, SAC offsets the initial scan by the phase
time when iFIX starts or when the database is re-
loaded. When the tag has a scan time of 1 minute
or longer, SAC offsets the initial scan starting at

midnight.
Valid Entries

Depends on the scan time. If the scan time is in
hours, the phase must be in hours:minutes. If the
scan time is in minutes, the phase must be in min-
utes:seconds. If the scan time is in seconds, the
phase must be in seconds. If the scan time is in

subseconds, the phase must be in subseconds.

Device States

Field

Description

Status String 0-15

Shows the 16 strings associated with the bits. The
strings can be up to 40 bytes (plus NUL). Note that
if the string contains the special vertical bar char-
acter ‘' then the characters to the left of this will
represent the ON state of the input and the charac-
ters to the right will represent the OFF state of the
input. If it does not contain this character then the
entire string represents the ON state and a NULL

string represents the OFF state.

Alarm 0-15

Indicate which bits should generate an alarm.
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Field

Description

Invert 0-15

Indicates which bits should be inverted before be-

ing processed.

Alarm Options

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Enable Alarm

Lets you enable or disable alarming for this tag.

When you enable alarming, the tag generates
alarms allowing objects in your operator displays
to show alarm conditions, and enabling other tags

to detect alarms from the tag.

(g ™
Note:
The entire chain can be affected when you
disable alarms for a tag. In addition, for
both the Digital and Analog Alarm tags,
this field is ignored when you enable the

Alarm Suspend field.
- J

Priority

Lets you specify the alarm priority for a tag. If the
priority is equal or greater than the SCADA node's
alarm priority, iFIX sends the alarm to all the alarm
destinations enabled for this node. However, if
the priority is less than the SCADA node's alarm
priority, the alarm is automatically acknowledged
and filtered out so that it does not appear in your
alarm destinations. However, the alarm does ap-
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Field

Description

pear in Data links configured to display current and

latched alarms.
Valid Entries

INFO, LOLO, LOW, MEDIUM, HIGH, HIHI, or CRITI-
CAL

- ™
Note:
To report tag alarms, the appropriate
alarm areas must be assigned to each of
the alarm services enabled in the System

Configuration Utility (SCU).
- J

Shelve Enable

Select this check box to enable Alarm Shelving for

the tag.

Shelve Policy

Select an alarm shelving policy from the drop-

down list.

E-Signature

Field

Description

Type

The Type of Electronic Signature:

+ Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
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Field

Description

ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-
ic Signature settings are available. By default, this

check box is disabled.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Advanced Options

Field

Description

Initial Scan

Lets you select whether the tag is initially placed

on or off scan.

Click On Scan to place the tag on scan as soon as
the Scan, Alarm, and Control (SAC) program starts
or when the database is loaded. Click Off Scan to
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Field

Description

place the tag on scan by a Program block, an Event
Action tag, a script, an operator entry in a Data link,
or an Easy Database Access program.

Realarm Time

If set, then the driver will generate a new alarm
message (and new alarm bit) whenever any individ-
ual bit goes into alarm. If clear then entire block is
either in alarm or not.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must

have access to that tag's security area.
Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

o ™\
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.
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Field

Description

L )
Note:

In a Statistical Data tag, the Next Block

field specifies the tag name of the down-

stream Statistical Control tag. No other tag

type is valid.
- J

Alarm Field 1 Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.

Valid Entries
Text, up to 80 characters.

Alarm Field 2 Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic
book for more information.

Valid Entries
Text, up to 80 characters.
DA Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-
grams.
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Field

Description

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (1), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

atag name:
~THN2H () 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.
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Field

Description

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

1/0 Addressing

Field

Description

I/0 Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an |/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your I/0 driver or
server manual for details on the proper input/out-

put addresses and configurations.

(® CAUTION:

Do not assign the same I/0 address to

tags when using exception-based and
time-based processing. Doing so will
cause the exception-based tags to occa-

sionally miss a value.

@ CAUTION:

Configuration Hub currently does not do

I/0 address validations before publish. If

you enter an invalid 10 address into a tag
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Field

Description

@ or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active
database, and your invalid 10 address will

be removed.
. J

Signal Conditioning

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(L ™\
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-
lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
- J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(L ™
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-
lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
- J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Process by Exception

Enables exception-based processing for the tag.
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Field

Description

Scan Time

Lets you specify how often the Scan, Alarm, and
Control (SAC) program processes the tag and any
tags (blocks) chained to it.

Valid Entries

+ 0 (one shot processing)

+ 0.05t0.95in .05 increments (subsecond
scan times)

*1to 60 in 1 second increments

* 1M to 60M in 1 minute increments

« TH to 24H in 1 hour increments

Example

0.15 specifies a 15-subsecond scan time. 5 spec-
ifies a 5-second scan time, 10M specifies a 10-
minute scan time, 16H specifies a 16-hour scan

time.

Phase At

Lets you specify how long the Scan, Alarm, and
Control (SAC) program delays in scanning the tag.
When the tag has a second or subsecond scan
time, SAC offsets the initial scan by the phase
time when iFIX starts or when the database is re-
loaded. When the tag has a scan time of 1 minute
or longer, SAC offsets the initial scan starting at

midnight.
Valid Entries

Depends on the scan time. If the scan time is in
hours, the phase must be in hours:minutes. If the
scan time is in minutes, the phase must be in min-
utes:seconds. If the scan time is in seconds, the
phase must be in seconds. If the scan time is in

subseconds, the phase must be in subseconds.
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Limits and Scaling

Field Description
Open Tag Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.
Valid Entries
A label of up to 16 characters.
Examples
Open, Off
Close Tag Lets you enter a descriptive label for the logical 1
value received by the tag . You can display this la-
bel in the iFIX WorkSpace through a Data link to aid
operators in interpreting the value for the contact.
Valid Entries
A label of up to 16 characters.
Examples
Close, On.
Alarm Options
Field Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.
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Field

Description

Enable Alarm

Lets you enable or disable alarming for this tag.

When you enable alarming, the tag generates
alarms allowing objects in your operator displays
to show alarm conditions, and enabling other tags

to detect alarms from the tag.

(L ™
Note:
The entire chain can be affected when you
disable alarms for a tag. In addition, for
both the Digital and Analog Alarm tags,
this field is ignored when you enable the

Alarm Suspend field.
- J

Priority

Lets you specify the alarm priority for a tag. If the
priority is equal or greater than the SCADA node's
alarm priority, iFIX sends the alarm to all the alarm
destinations enabled for this node. However, if

the priority is less than the SCADA node's alarm
priority, the alarm is automatically acknowledged
and filtered out so that it does not appear in your
alarm destinations. However, the alarm does ap-
pear in Data links configured to display current and
latched alarms.

Valid Entries

INFO, LOLO, LOW, MEDIUM, HIGH, HIHI, or CRITI-
CAL

(L ™\
Note:
To report tag alarms, the appropriate
alarm areas must be assigned to each of
the alarm services enabled in the System
Configuration Utility (SCU).
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Field

Description

Shelve Enable

Select this check box to enable Alarm Shelving for
the tag.

Shelve Policy

Select an alarm shelving policy from the drop-
down list.

Alarm Type

Lets you specify the type of condition that gener-
ates an alarm from the tag. When an alarm occurs,
it is sent to all locations specified in the Alarm Ar-
eas field.

Valid Entries

Open, Close, Change of State, None

Contact Tag

Lets you specify the name of the digital block that
the Digital Alarm block closes when the alarm

specified in the Alarm Type area occurs.
Valid Entries

A Digital Output or Digital Input block, in Manual
mode.

Contact Mode

Lets you specify when to open the digital tag en-
tered in the Contact Name field.

Valid Entries

Acknowledge, Return, All Clear, and Never

Cont Contact Output

Selecting this option enables the tags to attempt
to write the contact with every scan, even if the val-
ue being written is unchanged. Otherwise, the DA
tag only attempts to write to the defined contact
tag when a value has changed and it needs to be
written to the PLC. The write is a one-time attempt,
so if it fails, the write will not be retried until the tag

needs to write a new value.
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Field

Description

' )

Note:
There are four modes for the contacts -
“Acknowledge”, “Return”, “All Clear”, and
“Never” - that control when the contact is
cleared. Since the contact mode of “Nev-
er” does not reset the contact, the Continu-
ous Output option is not supported for this

contact mode.

- J/

Remote Ack Tag

Lets you specify the tag and field name pair to use
for alarm acknowledgment from a remote site.
When the tag and field's value changes from zero
to a value greater than zero, the Digital Alarm tag

acknowledges the alarm.
Valid Entries

Any floating point block and field name pair in the
tag.field format.

- ™

Note:
When the Digital Alarm tag uses excep-
tion-based processing, acknowledging an
alarm from an operator display immedi-
ately triggers processing of the block. Ac-
knowledging the alarm with the Acknowl-
edge Tag field does not trigger SAC to

process the Digital Alarm tag.
N J

Alarm Suspension Tag

Provides intelligent alarming by defining a tag and
field name pair to control alarm processing for

this tag. When the tag and field's value is zero, the
Digital Alarm tag processes alarms. When the val-
ue is other than zero, either a positive or negative

number, the Digital Alarm tag suspends alarms
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Field

Description

and generates a suspend message to the enabled

alarm destinations.
Valid Entries

Any floating point tag and field name (F_CV) pair in
the tag.field format.

(L ™
Note:
If you specify the same block and field
name pair for multiple Digital Alarm
blocks, you can suspend alarms within one
or more alarm areas. This is an optional

feature.
o J

Delay Time

Lets you specify the amount of time the Digital
Alarm tag waits before generating an alarm. If an
alarm condition persists beyond the specified de-
lay time, the tag generates the alarm.

Valid Entries

For time-based processing, use a time in days,
hours, minutes, and seconds, in the format
dd:hh:mm:ss, within the range 00:00:00:00 to
03:00:00:00.

For exception-based processing, leave the default
entry, 00:00:00:00. This disables any delay.

Note:

The value in the Delay Time field does not

apply to Change of State (COS) alarms.

Realarm Time

Lets you specify the time interval the Digital Alarm
tag waits before re-issuing an alarm. If an alarm
condition persists at the time specified, the tag
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Field

Description

re-issues the alarm. Any contact associated with
each alarm type is closed.

Valid Entries

For time-based processing, use a time in days,
hours, minutes, and seconds, in the format
dd:hh:mm:ss, within the range 00:00:00:00 to
03:00:00:00.

For exception-based processing, leave the default
entry, 00:00:00:00. This disables any delay.

Suppress COMM Alarm

Select this option to separate the original alarm
condition from the COMM alarm, and return the DA
tag to the same state as it was prior to a COMM
alarm. For example, if prior to the COMM alarm, the
DA tag was an active alarm but already acknowl-
edged, that is the state it should return to after

communication is restored.

Otherwise, DA tags handle one alarm at a time. As
a result, it is possible that acknowledgement of a
COMM alarm could cause the ACK bit in the PLC
to be written, and the original alarm condition, if al-

ready acknowledged, could re-alarm.

As Event in Suspend

Select this option to enable the Event messaging
(Suspend mode), which applies suppression be-
havior to disable alarm processing. When the tag

is in suspend mode, the Alarm state is set to OK,
the Alarm is an alarm message only and therefore,
does not appear in the alarm summary. Alarm pro-
cessing continues with each alarm state transi-
tion recorded in the alarm loggers but does not dis-
play in the alarm summary. The alarm state con-
tact (tag) is not processed.




Configuration Hub Documentation | 3 - iFIX | 462

Historian

Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default

value is 5000ms.
Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it
is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.
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Field

Description

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian

collector.

Select either Milliseconds or Seconds.

Collector Compression

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Collector Deadband

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-
ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.
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Field

Description

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to

the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,

and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

* Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
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Field

Description

this tag requires electronic signatures for data en-
try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-
ic Signature settings are available. By default, this

check box is disabled.

Advanced Options

Field

Description

Enable Output

Lets you configure the tag to send output to the
I/0 driver, OPC server, or OPC UA server. The tag
sends its output when it is in Automatic mode and
converts its data according to the entries in the
Low Limit (EGU), High Limit (EGU), and Signal Con-
ditioning fields.

Invert Output

Inverts the output value so that if the value of the
tagis 0, it outputs a 1. You can use this option to
send a 0 to close a contact and send a 1 to open it.
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Field

Description

Startup Mode

Lets you select the tag's mode on startup. In Au-
tomatic mode, the tag receives data from the I/0
driver, OPC server, or OPC UA server. In Manual
mode, the tag receives data from the operator,

scripts, recipes, or Program blocks.

Initial Scan

Lets you select whether the tag is initially placed

on or off scan.

Click On Scan to place the tag on scan as soon as
the Scan, Alarm, and Control (SAC) program starts
or when the database is loaded. Click Off Scan to
place the tag on scan by a Program block, an Event
Action tag, a script, an operator entry in a Data link,

or an Easy Database Access program.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must

have access to that tag's security area.
Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

o ™\
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
N\ J

Previous Block

Displays the name of the previous (upstream) tag.

Valid Entries
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Field

Description

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking

the browse button.

- ™
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
- J

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
Valid Entries

Text, up to 80 characters.

DC Tag

This tag contains the following details:
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General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

a tag name:
~TEA2" =} 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries
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Field Description

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type The tag type. Display-only field.

Current Value The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

Programming Statements

Field Description

Step 0 Command Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to
select from a list of valid commands.

Valid Entries

The list box can include up to 12 programming
statements each containing up to 34 alphanumeric
characters.

Step 1 Command Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to
select from a list of valid commands.

Valid Entries

The list box can include up to 12 programming
statements each containing up to 34 alphanumeric
characters.

Step 2 Command Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to

select from a list of valid commands.

Valid Entries
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Field

Description

The list box can include up to 12 programming
statements each containing up to 34 alphanumeric
characters.

Step 3 Command

Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to

select from a list of valid commands.
Valid Entries

The list box can include up to 12 programming
statements each containing up to 34 alphanumeric
characters.

Step 4 Command

Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to

select from a list of valid commands.
Valid Entries

The list box can include up to 12 programming
statements each containing up to 34 alphanumeric

characters.

Step 5 Command

Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to
select from a list of valid commands.

Valid Entries

The list box can include up to 12 programming
statements each containing up to 34 alphanumeric
characters.

Step 6 Command

Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to
select from a list of valid commands.

Valid Entries
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Field

Description

The list box can include up to 12 programming
statements each containing up to 34 alphanumeric
characters.

Step 7 Command

Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to

select from a list of valid commands.
Valid Entries

The list box can include up to 12 programming
statements each containing up to 34 alphanumeric
characters.

Step 8 Command

Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to

select from a list of valid commands.
Valid Entries

The list box can include up to 12 programming
statements each containing up to 34 alphanumeric

characters.

Step 9 Command

Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to
select from a list of valid commands.

Valid Entries

The list box can include up to 12 programming
statements each containing up to 34 alphanumeric
characters.

Step 10 Command

Displays the commands and arguments for each
Device Control block. Use the Browse (...) button to
select from a list of valid commands.

Valid Entries
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Field Description
The list box can include up to 12 programming
statements each containing up to 34 alphanumeric
characters.
10 Addressing
Field Description
Input Driver Lets you select an I/0 driver, OPC server, or OPC

UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process

hardware on the plant floor.

Before you can select an I/0 driver or OPC server,
you must install it and add it to the available dri-
vers in the SCU.

Input Address 1-16

Lets you specify the addresses of the digital input
points that the Device Control block monitors.

Valid Entries

Up to 16 hardware input bits for input addresses. If
necessary, consult your OPC, OPC UA, or I/0 driver
manual for more information on specifying I/0 ad-
dresses.

o ™\
Note:
All input addresses must have the same
hardware options and all output address-
es must have the same hardware options.
However, the input and output hardware

options do not need to be identical.
- J

Input Hardware Options

Lets you select any specific device control ad-
dressing format that the block uses to communi-
cate with process hardware on the plant floor.

Valid Entries
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Field

Description

For most process hardware, this field is usually
left blank. Consult your I/0 driver, OPC, or OPC UA
manual for the applicable hardware code if neces-

sary.

Output Driver

Lets you select an I/0 driver, OPC UA, or OPC serv-
er for the tag. The selected driver or server enables
the block to communicate with process hardware
on the plant floor.

Before you can select an |/0 driver, OPCUA server,
or OPC server, you must install it and add it to the
available drivers in the SCU.

Output Address 1-8

Lets you specify the addresses of the digital output
points that the Device Control block monitors.

Valid Entries

Up to 8 hardware output bits for output addresses.
If necessary, consult your OPC, OPC UA, or I/0 dri-
ver manual for more information on specifying 1/0

addresses.

(L ™
Note:
All input addresses must have the same
hardware options and all output address-
es must have the same hardware options.
However, the input and output hardware

options do not need to be identical.
N J

Output Hardware Options

Lets you select any specific device control ad-
dressing format that the tag uses to communicate

with process hardware on the plant floor.
Valid Entries

For most process hardware, this field is usually
left blank. Consult your 1/0 driver, OPC, or OPC UA
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Field Description
manual for the applicable hardware code if neces-
sary.
Alarm Options
Field Description
Alarm Areas Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.
Valid Entries
ALL or up to 15 alarm area names.
Priority Lets you specify the alarm priority for a tag. If the

priority is equal or greater than the SCADA node's
alarm priority, iFIX sends the alarm to all the alarm
destinations enabled for this node. However, if

the priority is less than the SCADA node's alarm
priority, the alarm is automatically acknowledged
and filtered out so that it does not appear in your
alarm destinations. However, the alarm does ap-
pear in Data links configured to display current and
latched alarms.

Valid Entries

INFO, LOLO, LOW, MEDIUM, HIGH, HIHI, or CRITI-
CAL

- ™
Note:
To report tag alarms, the appropriate
alarm areas must be assigned to each of
the alarm services enabled in the System

Configuration Utility (SCU).
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Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default

value is 5000ms.
Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it
is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.




Configuration Hub Documentation | 3 - iFIX | 476

Field

Description

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian

collector.

Select either Milliseconds or Seconds.

Collector Compression

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Collector Deadband

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-
ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.
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Field

Description

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to

the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,

and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

* Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms

for this tag without entering a signature, even if
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Field

Description

this tag requires electronic signatures for data en-
try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-
ic Signature settings are available. By default, this

check box is disabled.

Advanced Options

Field

Description

Startup Mode

Lets you select the tag's mode on startup. In Au-
tomatic mode, the tag receives data from the I/0
driver, OPC server, or OPC UA server. In Manual
mode, the tag receives data from the operator,
scripts, recipes, or Program blocks.

Initial Scan

Lets you select whether the tag is initially placed

on or off scan.

Click On Scan to place the tag on scan as soon as
the Scan, Alarm, and Control (SAC) program starts
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Field

Description

or when the database is loaded. Click Off Scan to
place the tag on scan by a Program block, an Event
Action tag, a script, an operator entry in a Data link,
or an Easy Database Access program.

Initial Value

Controls the status of digital points on the hard-
ware when the Scan, Alarm, and Control (SAC) pro-
gram is first started.

Valid Entries
A valid contact pattern.
Example

A typical contact pattern entry in the Initial Value
Field would look like the following example:

OOCCXXXX

This entry directs the digital points addressed in
the 07 and 06 output Addresses fields to Open, the
05 and 04 fields to Close, and the 03 and 00 fields

to remain in their present state.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

Note:

Read access for database tags is available

to all users regardless of security area.
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Field

Description

,', This allows users to retrieve data from a
specific security area even if they cannot
write to that area.

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.

Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
Valid Entries

Text, up to 80 characters.

Process by Exception

Enables exception-based processing for the tag.

Scan Time

Lets you specify how often the Scan, Alarm, and
Control (SAC) program processes the block and
any tags chained to it.

Valid Entries

+ 0 (one shot processing)

+ 0.05t0.95in .05 increments (subsecond
scan times)

«1to 60 in 1 second increments

* 1M to 60M in 1 minute increments

* TH to 24H in 1 hour increments

Example
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Field

Description

0.15 specifies a 15-subsecond scan time. 5 spec-
ifies a 5-second scan time, 10M specifies a 10-
minute scan time, 16H specifies a 16-hour scan

time.

Phase At

Lets you specify how long the Scan, Alarm, and
Control (SAC) program delays in scanning the tag.
When the tag has a second or subsecond scan
time, SAC offsets the initial scan by the phase
time when iFIX starts or when the database is re-
loaded. When the tag has a scan time of 1 minute
or longer, SAC offsets the initial scan starting at

midnight.
Valid Entries

Depends on the scan time. If the scan time is in
hours, the phase must be in hours:minutes. If the
scan time is in minutes, the phase must be in min-
utes:seconds. If the scan time is in seconds, the
phase must be in seconds. If the scan time is in

subseconds, the phase must be in subseconds.

DI Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
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Field

Description

Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
("), pipes (|), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

atag name:
~THEA?2" =) 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on
operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.
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Field

Description

I/0 Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an |/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your 1/0 driver or
server manual for details on the proper input/out-
put addresses and configurations.

e ™
Q> CAUTION:
Do not assign the same I/0 address to
tags when using exception-based and
time-based processing. Doing so will
cause the exception-based tags to occa-
sionally miss a value.
- J
4 ™

@ CAUTION:

Configuration Hub currently does not do
I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active
database, and your invalid 10 address will
be removed.
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Field

Description

Signal Conditioning

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(L ™\
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-

lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
N J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(L ™\
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-

lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
N J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Process by Exception

Enables exception-based processing for the tag.

Scan Time

Lets you specify how often the Scan, Alarm, and
Control (SAC) program processes the tag and any
tags (blocks) chained to it.

Valid Entries
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Field

Description

+ 0 (one shot processing)

+ 0.05t0.95in .05 increments (subsecond
scan times)

«1to 60 in 1 second increments

* 1M to 60M in 1 minute increments

* TH to 24H in 1 hour increments

Example

0.15 specifies a 15-subsecond scan time. 5 spec-
ifies a 5-second scan time, 10M specifies a 10-
minute scan time, 16H specifies a 16-hour scan

time.

Phase At

Lets you specify how long the Scan, Alarm, and
Control (SAC) program delays in scanning the tag.
When the tag has a second or subsecond scan
time, SAC offsets the initial scan by the phase
time when iFIX starts or when the database is re-
loaded. When the tag has a scan time of 1 minute
or longer, SAC offsets the initial scan starting at
midnight.

Valid Entries

Depends on the scan time. If the scan time is in
hours, the phase must be in hours:minutes. If the
scan time is in minutes, the phase must be in min-
utes:seconds. If the scan time is in seconds, the
phase must be in seconds. If the scan time is in

subseconds, the phase must be in subseconds.

Limits and Scaling

Field

Description

Open Tag

Lets you enter a descriptive label for the logical 0

value received by the tag. You can display this label
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Field

Description

in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries
A label of up to 16 characters.
Examples

Open, Off

Close Tag

Lets you enter a descriptive label for the logical 1
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries
A label of up to 16 characters.
Examples

Close, On.

Alarm Options

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Enable Alarm

Lets you enable or disable alarming for this tag.

When you enable alarming, the tag generates

alarms allowing objects in your operator displays
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Field

Description

to show alarm conditions, and enabling other tags
to detect alarms from the tag.

(L ™
Note:
The entire chain can be affected when you
disable alarms for a tag. In addition, for
both the Digital and Analog Alarm tags,
this field is ignored when you enable the

Alarm Suspend field.
- J

Enable Event

Lets you enable or disable event messaging for the
tag. Event messaging is similar to alarming except
that it does not require acknowledgment. Event
messages are sent to the same alarm destinations
as alarms for a given tag but do not appear in the
Alarm Summary object.

Analog Output, Analog Register, Digital Output, Dig-
ital Register, Digital Input, and Text blocks have
event messaging capabilities.

- ™
Note:
Be careful when using event messaging in
a chain with a time-based scan time. If the
scan time is short, your alarm files (either
disk or printed) can grow very large. We
recommend enabling event messaging for
exception-based chains, one shot chains,

and stand-alone output blocks.
- J

Priority

Lets you specify the alarm priority for a tag. If the
priority is equal or greater than the SCADA node's
alarm priority, iFIX sends the alarm to all the alarm
destinations enabled for this node. However, if
the priority is less than the SCADA node's alarm

priority, the alarm is automatically acknowledged
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Field

Description

and filtered out so that it does not appear in your
alarm destinations. However, the alarm does ap-
pear in Data links configured to display current and

latched alarms.
Valid Entries

INFO, LOLO, LOW, MEDIUM, HIGH, HIHI, or CRITI-
CAL

(L ™\
Note:
To report tag alarms, the appropriate
alarm areas must be assigned to each of
the alarm services enabled in the System

Configuration Utility (SCU).
- J

Alarm Type

Lets you specify the type of condition that gener-
ates an alarm from the tag. When an alarm occurs,
it is sent to all locations specified in the Alarm Ar-
eas field.

Valid Entries

Open, Close, Change of State, None

Shelve Enable

Select this check box to enable Alarm Shelving for
the tag.

Shelve Policy

Select an alarm shelving policy from the drop-
down list.

Historian

Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.
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Field

Description

Select Enabled to allow the tag to be collected by
the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the

Proficy Historian collector.
Valid Entries

Must be entered in 100 ms intervals. The default

value is 5000ms.
Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it
is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-
tion of data from a tag.

Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an

offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.
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Field

Description

Collector Compression

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Collector Deadband

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-
ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not
less.
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Field Description
Valid Entries
Any numeric value.
E-Signature
Field Description
Type The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-
ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe

downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.
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Field

Description

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Advanced Options

Field

Description

Enable Output

Lets you configure the tag to send output to the
I/0 driver, OPC server, or OPC UA server. The tag
sends its output when it is in Automatic mode and
converts its data according to the entries in the
Low Limit (EGU), High Limit (EGU), and Signal Con-
ditioning fields.

Invert Output

Inverts the output value so that if the value of the
tagis 0, it outputs a 1. You can use this option to
send a 0 to close a contact and send a 1 to open it.

Startup Mode

Lets you select the tag's mode on startup. In Au-
tomatic mode, the tag receives data from the 1/0
driver, OPC server, or OPC UA server. In Manual
mode, the tag receives data from the operator,
scripts, recipes, or Program blocks.

Initial Scan

Lets you select whether the tag is initially placed

on or off scan.

Click On Scan to place the tag on scan as soon as
the Scan, Alarm, and Control (SAC) program starts
or when the database is loaded. Click Off Scan to
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Field

Description

place the tag on scan by a Program block, an Event
Action tag, a script, an operator entry in a Data link,
or an Easy Database Access program.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must

have access to that tag's security area.
Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

- ™
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking

the browse button.

- ™
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
- J
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Field Description

Alarm Field 1 Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.

Valid Entries
Text, up to 80 characters.

Alarm Field 2 Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic
book for more information.

Valid Entries
Text, up to 80 characters.
DO Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
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Field

Description

cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
("), pipes (|), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (8).

Invalid Entries

You cannot use the following special characters in

atag name:
~TEA?" =) 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.
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1/0 Addressing

Field

Description

I/0 Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an |/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your 1/0 driver or
server manual for details on the proper input/out-
put addresses and configurations.

e ™
Q> CAUTION:
Do not assign the same I/0 address to
tags when using exception-based and
time-based processing. Doing so will
cause the exception-based tags to occa-
sionally miss a value.
- J
4 ™

@ CAUTION:

Configuration Hub currently does not do
I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active
database, and your invalid 10 address will
be removed.
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Field

Description

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(L ™\
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-

lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
N J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Limits and Scaling

Field

Description

Open Tag

Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries
A label of up to 16 characters.
Examples

Open, Off

Close Tag

Lets you enter a descriptive label for the logical 1
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries

A label of up to 16 characters.
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Field

Description

Examples

Close, On.

Alarm Options

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Enable Event

Lets you enable or disable event messaging for the
tag. Event messaging is similar to alarming except
that it does not require acknowledgment. Event
messages are sent to the same alarm destinations
as alarms for a given tag but do not appear in the
Alarm Summary object.

Analog Output, Analog Register, Digital Output, Dig-
ital Register, Digital Input, and Text tags have event

messaging capabilities.

o ™\
Note:

Be careful when using event messaging in
a chain with a time-based scan time. If the
scan time is short, your alarm files (either
disk or printed) can grow very large. We
recommend enabling event messaging for
exception-based chains, one shot chains,
and stand-alone output blocks.
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Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default

value is 5000ms.
Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it
is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.
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Field

Description

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian

collector.

Select either Milliseconds or Seconds.

Collector Compression

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Collector Deadband

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-
ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.
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Field

Description

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to

the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,

and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

* Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
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Field

Description

this tag requires electronic signatures for data en-
try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-
ic Signature settings are available. By default, this

check box is disabled.

Advanced Options

Field

Description

Invert Output

Inverts the output value so that if the value of the
tagis 0, it outputs a 1. You can use this option to
send a 0 to close a contact and send a 1 to open it.

Write if Different

Writes a value only if it is different than the current
value.

Initial Value

Lets you specify the value that is sent to the
process hardware the first time the Scan, Alarm,
and Control (SAC) program processes the tag. If an
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Field

Description

Initial Value is not defined, SAC does not output a

value during initialization.
Valid Entries

A value between the Low and High Limit (EGU)
fields.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

- ™
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

Note:

In a Statistical Data tag, the Next Block

field specifies the tag name of the down-
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Field

Description

P stream Statistical Control tag. No other tag
type is valid.

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
Valid Entries

Text, up to 80 characters.

DR Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.

Valid Entries
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Field

Description

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

atag name:
~THN2r ()70
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.
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1/0 Addressing

Field

Description

I/0 Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an |/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your 1/0 driver or
server manual for details on the proper input/out-
put addresses and configurations.

e ™
Q> CAUTION:
Do not assign the same I/0 address to
tags when using exception-based and
time-based processing. Doing so will
cause the exception-based tags to occa-
sionally miss a value.
- J
4 ™

@ CAUTION:

Configuration Hub currently does not do
I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active
database, and your invalid 10 address will
be removed.
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Field

Description

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(L ™\
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-

lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
N J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Limits and Scaling

Field

Description

Open Tag

Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries
A label of up to 16 characters.
Examples

Open, Off

Close Tag

Lets you enter a descriptive label for the logical 1
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries

A label of up to 16 characters.
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Field Description
Examples
Close, On.
Alarm Options
Field Description
Alarm Areas Displays the alarm areas that receive alarms and

messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Historian
Field Description

Tag Description Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect Lets you select if the tag is set for collection by the
Proficy Historian collector.
Select Enabled to allow the tag to be collected by
the collector.

Collection Interval Lets you set the collection interval, or the amount

of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default
value is 5000ms.

Example
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Field

Description

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it

is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.

Collector Compression

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Collector Deadband

Lets you select if the tag is set for compression.

Compression applies a smoothing filter to incom-

ing data by ignoring incremental changes in values
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Field

Description

that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-

ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,

which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:
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Field

Description

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe

downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-

pears in every tag configuration where Electron-
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Field Description
ic Signature settings are available. By default, this
check box is disabled.
Advanced Options
Field Description

Enable Output

Lets you configure the tag to send output to the
I/0 driver, OPC server, or OPC UA server. The tag
sends its output when it is in Automatic mode and
converts its data according to the entries in the
Low Limit (EGU), High Limit (EGU), and Signal Con-
ditioning fields.

Invert Output

Inverts the output value so that if the value of the
tagis 0, it outputs a 1. You can use this option to
send a 0 to close a contact and send a 1 to open it.

Enable Event

Lets you enable or disable event messaging for the
tag. Event messaging is similar to alarming except
that it does not require acknowledgment. Event
messages are sent to the same alarm destinations
as alarms for a given tag but do not appear in the
Alarm Summary object.

Analog Output, Analog Register, Digital Output, Dig-
ital Register, Digital Input, and Text blocks have
event messaging capabilities.

o ™\
Note:

Be careful when using event messaging in
a chain with a time-based scan time. If the
scan time is short, your alarm files (either
disk or printed) can grow very large. We
recommend enabling event messaging for
exception-based chains, one shot chains,
and stand-alone output tags.
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Field

Description

|0 Address Type

Lets you enter the base number system used by
the I/0 Address field.

Valid Entries

Decimal, Hexadecimal, or Octal.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must

have access to that tag's security area.
Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

o ™\
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
. J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking

the browse button.

Note:

In a Statistical Data tag, the Next Block

field specifies the tag name of the down-
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Field

Description

P stream Statistical Control tag. No other tag
type is valid.

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
Valid Entries

Text, up to 80 characters.

DR2 Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.

Valid Entries
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Field

Description

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

atag name:
~THN2r ()70
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.
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1/0 Addressing

Field

Description

I/0 Driver

Lets you select an I/0 driver, OPC server, or OPC
UA server for the tag. The selected driver or serv-
er enables the tag to communicate with process
hardware on the plant floor.

Before you can select an |/0 driver, OPC server, or
OPC UA server you must install it and add it to the
available ones in the SCU.

I/0 Address

Lets you enter the location in the process hardware
where data for this tag is saved and where output

is sent.
Valid Entries

Depends on your driver. Consult your 1/0 driver or
server manual for details on the proper input/out-
put addresses and configurations.

e ™
Q> CAUTION:
Do not assign the same I/0 address to
tags when using exception-based and
time-based processing. Doing so will
cause the exception-based tags to occa-
sionally miss a value.
- J
4 ™

@ CAUTION:

Configuration Hub currently does not do
I/0 address validations before publish. If
you enter an invalid 10 address into a tag
or generate an invalid I/0 address via the
model and substitutions, the publish may
fail to set the 10 address into the active
database, and your invalid 10 address will
be removed.
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Field

Description

H/W Options

Lets you select how to map the range of values
coming from your process hardware into the tag's
EGU range.

(L ™\
Note:
Signal conditioning and linear scaling can-
not be applied simultaneously. If you se-

lect a value for Signal Conditioning verify

that Linear Scaling is not selected.
N J

Valid Entries

Depends on your driver or server. Refer to your dri-

ver or server manual for more information.

Limits and Scaling

Field

Description

Open Tag

Lets you enter a descriptive label for the logical 0
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries
A label of up to 16 characters.
Examples

Open, Off

Close Tag

Lets you enter a descriptive label for the logical 1
value received by the tag. You can display this label
in the iFIX WorkSpace through a Data link to aid op-
erators in interpreting the value for the contact.

Valid Entries

A label of up to 16 characters.
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Field Description
Examples
Close, On.
E-Signature
Field Description
Type The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-
try.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-

pears in every tag configuration where Electron-
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Field Description
ic Signature settings are available. By default, this
check box is disabled.

Unsigned Writes Select to allow this tag to accept or reject unsigned
writes.
Unsigned writes can originate from scripts, recipe
downloads, and other data sources.
When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.
Advanced Options
Field Description

Enable Output

Lets you configure the tag to send output to the
I/0 driver, OPC server, or OPC UA server. The tag
sends its output when it is in Automatic mode and
converts its data according to the entries in the
Low Limit (EGU), High Limit (EGU), and Signal Con-
ditioning fields.

Invert Output

Inverts the output value so that if the value of the
tagis 0, it outputs a 1. You can use this option to
send a 0 to close a contact and send a 1 to open it.

Enable Event

Lets you enable or disable event messaging for the
tag. Event messaging is similar to alarming except
that it does not require acknowledgment. Event
messages are sent to the same alarm destinations
as alarms for a given block but do not appear in
the Alarm Summary object.

Analog Output, Analog Register, Digital Output, Dig-
ital Register, Digital Input, and Text blocks have

event messaging capabilities.
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Field

Description

' )
Note:
Be careful when using event messaging in
a chain with a time-based scan time. If the
scan time is short, your alarm files (either
disk or printed) can grow very large. We
recommend enabling event messaging for

exception-based chains, one shot chains,

and stand-alone output blocks.
N /

I/0 Address Type

Lets you enter the base number system used by
the I/0 Address field. Valid entries include: Deci-
mal, Hexadecimal, or Octal.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

(L ™\
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
N J

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
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Field

Description

Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
Valid Entries

Text, up to 80 characters.

DT Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
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Field Description
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).
Invalid Entries
You cannot use the following special characters in
atag name:
~THEA?2" =} 7@
Examples
Al1, CA_10, DI#, 4PID, 'TEST'

Description Lets you enter optional descriptive text about the

tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on
operator displays.

Type The tag type. Display-only field.

Current Value The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

Limits and Scaling
Field Description

Low Limit

Lets you enter the tag's minimum value.

Valid Entries

- Standard Integer.
 Expanded Decimal Notation, ranging from
-9999999 to 9999999.
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Field Description

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

« Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

(L ™
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your 1/0 driver manual for more informa-

tion.
N J

In a Calculation or Signal Select tag, if the output
of the tag is 10 and the Low Limit is 15, the tag
clamps the value at 15. You must enter a Low Limit
of 10 or less to output a value of 10.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the Low Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

High Limit Lets you enter the tag's maximum value.
Valid Entries

You can enter a high limit in one of three formats:

- Standard Integer.

» Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.
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Field

Description

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

Note:

The I/0 driver can set certain limitations

on the engineering units range. Consult

your |/0 driver manual for more informa-

tion.
N J

In a Calculation or a Signal Select tag, if the out-
put of the tag is 150 and the High Limit is 100, the
tag clamps the value at 100. You must enter a High
Limit of 150 or more to output a value of 150.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the High Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

Units

Lets you enter text describing the engineering units
range.

Valid Entries
Up to 33 characters.
Example

Kilograms per square meter, Liters per minute, de-
grees Celsius,

Note:

This entry does not affect the calculation

or function of any variables in iFIX. It is
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Field Description
used strictly as a display label to identify
the engineering units.
Historian
Field Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default
value is 5000ms.

Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it

is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-
tion interval. The value is in seconds.

Examples
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Field

Description

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian

collector.

Select either Milliseconds or Seconds.

Collector Compression

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Collector Deadband

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-
ue to an absolute value.
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Field

Description

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to

the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,

and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:

- Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for

successive actions by supplying only a password.

Continuous use applies only to the person perform-
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Field

Description

ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe

downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Advanced Options

Field

Description

Dead Time

Lets you specify the length of the delay in seconds
before transferring the value of upstream tag to
the next tag in the chain.

Valid Entries
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Field

Description

A value from 1 to 59 * scan_time, up to a maximum
of 255 seconds, where scan_time is the scan time
of the upstream block.

Examples

Assume you have an Analog Input tag chained to a
Dead Time tag. If the Analog Input's scan time is 2
seconds, you can enter a dead time from 1to 118
seconds.

You can lengthen the dead time by either changing
the scan time of the upstream block or by chaining
multiple Dead Time blocks together. For example,
using the previous example, if you change the scan
time of the Analog Input block to 10 seconds, you
can enter a dead time from 1 to 255 seconds.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

o ™\
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Previous Block

Displays the name of the previous (upstream) tag.
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Field Description
Valid Entries
None. This is a read-only field.

Next Block Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

o ™\
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag
type is valid.
N J

Alarm Field 1 Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.

Valid Entries
Text, up to 80 characters.

Alarm Field 2 Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic
book for more information.

Valid Entries
Text, up to 80 characters.
ETR Tag

This tag contains the following details:
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Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

a tag name:
~TEA2" =} 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries
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Field Description
A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on
operator displays.

Type The tag type. Display-only field.

Current Value The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

Limits and Scaling
Field Description

Low Limit

Lets you enter the tag's minimum value.

Valid Entries

- Standard Integer.

« Expanded Decimal Notation, ranging from
-9999999 t0 9999999.

« Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

o ™
Note:
The I/0 driver can set certain limitations
on the engineering units range. Consult

your I/0 driver manual for more informa-

tion.
. J

In a Calculation or Signal Select tag, if the output
of the tag is 10 and the Low Limit is 15, the tag
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Field

Description

clamps the value at 15. You must enter a Low Limit
of 10 or less to output a value of 10.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the Low Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

High Limit

Lets you enter the tag's maximum value.
Valid Entries

You can enter a high limit in one of three formats:

« Standard Integer.

- Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

(g ™
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your 1/0 driver manual for more informa-
tion.

tag clamps the value at 100. You must enter a High

- J

In a Calculation or a Signal Select tag, if the out-
put of the tag is 150 and the High Limit is 100, the

Limit of 150 or more to output a value of 150.
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Field Description
If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the High Limit field.
If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.
Units Lets you enter text describing the engineering units
range.
Valid Entries
Up to 33 characters.
Example
Kilograms per square meter, Liters per minute, de-
grees Celsius,
- ™
Note:
This entry does not affect the calculation
or function of any variables in iFIX. It is
used strictly as a display label to identify
the engineering units.
- J
Historian
Field Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.
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Field

Description

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default
value is 5000ms.

Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it

is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-

tion of data from a tag.
Valid Entries

Any numeric value that does not exceed the collec-

tion interval. The value is in seconds.
Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.

Collector Compression

Lets you select if the tag is set for compression.

Compression applies a smoothing filter to incom-
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Field

Description

ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Collector Deadband

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-
ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.

Valid Entries
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Field Description
Any numeric value.
E-Signature
Field Description
Type The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-
ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-
try.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-

pears in every tag configuration where Electron-
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Field Description

ic Signature settings are available. By default, this
check box is disabled.

Unsigned Writes Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Advanced Options

Field Description

Buffer Clear Status Lets you clear the block's data buffers every time
the block is put on scan.

Valid Entries

Select the check box to clear data buffers. Clear it

to suppress this feature.

Input Tag Lets you specify the name of the tag and field that
the Extended Trend tag stores. If this field is left
blank, the Extended Trend block stores the value

passed by the upstream block.
Valid Entries

A block and field name pair in the tag.field (F_CV)
format.

. ™
Note:
To chain Extended Trend blocks, enter the
Extended Trend tag's name and the field

F_INP.
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Field

Description

Compression Factor

Lets you specify the amount of data stored in the
trend history by collecting the number of samples
entered in the field, averaging them, and storing up
to 600 averages in the trend history.

Valid Entries

A value from 1 - 255 that represents the number of
samples to collect.

Example

If you have a scan time of 10 seconds and enter 5
as the Average Compress, the Extended Trend tag
creates a trend history of 600 averages of 5 sam-
ples. In essence, the tag now represents a trend
history of 3000 scan periods (5 x 600), or 500 min-
utes (30,000 seconds).

(L ™\
Note:
Using this field does not affect or delay the
value passed by the Next tag field to the

downstream tag.
N J

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.
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Field

Description

L )
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot
write to that area.

- J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking

the browse button.

(L ™
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
- J

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.

Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
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Field

Description

Valid Entries

Text, up to 80 characters.

EV Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and
rename it.

Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
("), pipes (|), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (8).

Invalid Entries

You cannot use the following special characters in
atag name:
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Field

Description

~THM?2" () 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

Event Definitions

Field

Description

If Condition 1

Lets you control the execution of the THEN or ELSE
operation based upon a test expression on the pre-
vious tag. If the previous tag satisfies the condi-
tions for a logical TRUE, the THEN operation is exe-
cuted; otherwise, the ELSE operation is executed.

(L ™
Note:
The command is latched. This means that
the tag remembers the last operation and
only performs a new operation if the condi-

tion has changed.
- J

Valid Entries

An expression in the following format:




Configuration Hub Documentation | 3 - iFIX | 543

Field

Description

Value or Alarm operator condition

Example
Value = 83.2
g ™

Note:
You can use either one VALUE or one
ALARM in each IF field. When entering
your IF statement, leave a space between
the VALUE/ALARM, the operator, and the

condition entries.
o J

Then

Lets you specify the operation that occurs when
the test expression in the IF field is TRUE. This op-
eration executes only if the condition has changed.

Valid Entries

An expression in the following format:
command tag

Example

RUN PROG1

- ™
Note:
You must enter the name of an existing
tag. iFIX does not notify you that the spec-
ified tag does not exist until the Event Ac-
tion block goes on scan. If you specify a
nonexistent tag, an alarm is sent to all of

the node's active alarm destinations.
. J

Else

Lets you specify the operation that occurs when
the test expression in the IF field is FALSE. This op-

eration executes only if the condition has changed.
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Field

Description

Valid Entries

An expression in the following format:
command tag

Example

CLOSE DO3

(L ™
Note:
You must enter the name of an existing
tag. iFIX does not notify you that the spec-
ified tag does not exist until the Event Ac-
tion block goes on scan. If you specify a
nonexistent tag, an alarm is sent to all of

the node's active alarm destinations.
o J

If Condition 2

Lets you control the execution of the THEN or ELSE
operation based upon a test expression on the pre-
vious tag. If the previous block satisfies the condi-
tions for a logical TRUE, the THEN operation is exe-
cuted; otherwise, the ELSE operation is executed.

- ™
Note:
The command is latched. This means that
the tag remembers the last operation and

only performs a new operation if the condi-

tion has changed.
- J

Valid Entries

An expression in the following format:
Value or Alarm operator condition
Example

Value = 83.2
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Field

Description

' )
Note:
You can use either one VALUE or one
ALARM in each IF field. When entering
your IF statement, leave a space between
the VALUE/ALARM, the operator, and the

condition entries.
o J

Then

Lets you specify the operation that occurs when
the test expression in the IF field is TRUE. This op-
eration executes only if the condition has changed.

Valid Entries

An expression in the following format:
command tag

Example

RUN PROG1

o ™\
Note:
You must enter the name of an existing
tag. iFIX does not notify you that the speci-
fied block does not exist until the Event Ac-
tion block goes on scan. If you specify a
nonexistent block, an alarm is sent to all of

the node's active alarm destinations.
o J

Else

Lets you specify the operation that occurs when
the test expression in the IF field is FALSE. This op-
eration executes only if the condition has changed.

Valid Entries

An expression in the following format:

command tag
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Field Description
Example
CLOSE D03
- ™
Note:
You must enter the name of an existing
tag. iFIX does not notify you that the spec-
ified tag does not exist until the Event Ac-
tion block goes on scan. If you specify a
nonexistent tag, an alarm is sent to all of
the node's active alarm destinations.
N J
Historian
Field Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by
the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default
value is 5000ms.

Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it
is not in 100ms intervals.
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Field

Description

Collection Offset

Used with the collection interval to schedule collec-
tion of data from a tag.

Valid Entries

Any numeric value that does not exceed the collec-
tion interval. The value is in seconds.

Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution

Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian

collector.

Select either Milliseconds or Seconds.

Collector Compression

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-

pressed.

Collector Deadband

Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.
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Field

Description

Select Disabled to prevent the tag from being com-

pressed.

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-

ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to
the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,
and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not
less.

Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:

+ Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.
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Field

Description

» Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.




Configuration Hub Documentation | 3 - iFIX | 550

Advanced Options

Field

Description

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

o ™
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

o ™\
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
- J
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Field Description

Alarm Field 1 Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for
more information.

Valid Entries
Text, up to 80 characters.

Alarm Field 2 Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic
book for more information.

Valid Entries
Text, up to 80 characters.
FN Tag

This tag contains the following details:

General

Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.
Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
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Field

Description

cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
("), pipes (|), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (8).

Invalid Entries

You cannot use the following special characters in

atag name:
~TEA?" =) 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.




Alarm Options
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Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Historian

Field

Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the

Proficy Historian collector.

Select Enabled to allow the tag to be collected by

the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the

Proficy Historian collector.
Valid Entries

Must be entered in 100 ms intervals. The default

value is 5000ms.
Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it

is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-

tion of data from a tag.
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Field Description

Valid Entries

Any numeric value that does not exceed the collec-
tion interval. The value is in seconds.

Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.

Collector Compression Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Collector Deadband Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.

Select Disabled to prevent the tag from being com-
pressed.
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Field

Description

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-

ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to

the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,

and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.
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Field

Description

» Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.




Advanced Options
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Field

Description

Output Areas A, B, C, D

Lets you specify the destinations of the Fanout tag.
Valid Entries

A tag name (F_CV is appended automatically) or
specific tag and field name pair in the tag.field for-
mat.

Example

To send the Fanout tag's value to a PID tag's set

point Value field and to a Ramp tag's Target field,
you would type PID1.F_TV1 and RM1.F_TV1 into

the Destination fields.

-
0 Tip:

A value sent to a secondary tag does not

place that tag on scan. Make sure that the
target tag's upstream primary tag is on

scan.
- /

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

Note:

Read access for database tags is available

to all users regardless of security area.
This allows users to retrieve data from a
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Field

Description

,', specific security area even if they cannot
write to that area.

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

(g ™\
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
- J

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic
book for more information.

Valid Entries

Text, up to 80 characters.




GAB Tag

This tag contains the following details:

General
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Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and
rename it.

Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
("), pipes (1), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in
atag name:

~TEr2"={} 7@

Examples

Al1, CA_10, DI#, 4PID, 'TEST'
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Field

Description

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update

the displayed value, if one exists.

Alarm Tags

Field

Description

Tag 0-15

The tag of another block to monitor for alarms.

Alarm Options

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

E-Signature

Field

Description

Type

The Type of Electronic Signature:
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Field

Description

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-
ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.
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Field Description
When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.
Advanced Options
Field Description

Initial Scan

Lets you select whether the tag is initially placed

on or off scan.

Click On Scan to place the tag on scan as soon as
the Scan, Alarm, and Control (SAC) program starts
or when the database is loaded. Click Off Scan to
place the tag on scan by a Program block, an Event
Action tag, a script, an operator entry in a Data link,
or an Easy Database Access program.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

(L ™
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
. J

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
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Field

Description

want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic
book for more information.

Valid Entries

Text, up to 80 characters.

Process by Exception

Enables exception-based processing for the tag.

Scan Time

Lets you specify how often the Scan, Alarm, and
Control (SAC) program processes the tag and any
tags (blocks) chained to it.

Valid Entries

« 0 (one shot processing)

+ 0.0510.95in .05 increments (subsecond
scan times)

«1to 60in 1 second increments

* TM to 60M in 1 minute increments

* TH to 24H in 1 hour increments

Example

0.15 specifies a 15-subsecond scan time. 5 spec-
ifies a 5-second scan time, 10M specifies a 10-
minute scan time, 16H specifies a 16-hour scan

time.
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Field Description

Phase At Lets you specify how long the Scan, Alarm, and
Control (SAC) program delays in scanning the tag.
When the tag has a second or subsecond scan
time, SAC offsets the initial scan by the phase
time when iFIX starts or when the database is re-
loaded. When the tag has a scan time of 1 minute
or longer, SAC offsets the initial scan starting at
midnight.

Valid Entries

Depends on the scan time. If the scan time is in
hours, the phase must be in hours:minutes. If the
scan time is in minutes, the phase must be in min-
utes:seconds. If the scan time is in seconds, the
phase must be in seconds. If the scan time is in
subseconds, the phase must be in subseconds.

GEN Tag

This tag contains the following details:

General

Field Description

Tag Name Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and
rename it.

Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-

cial characters. Tag names must also contain at
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Field

Description

least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
("), pipes (|), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar

signs (S).
Invalid Entries

You cannot use the following special characters in

atag name:
~THEA2" =) 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.

Limits and Scaling

Field

Description

Low Limit

Used to clamp input and to scale output.
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Field Description
High Limit Used to clamp input and to scale output.
Units For display purposes.
E-Signature
Field Description
Type The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

* Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

« Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-
ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-

pears in every tag configuration where Electron-
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Field

Description

ic Signature settings are available. By default, this
check box is disabled.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Advanced Options

Field

Description

Wave

Select the desired waveform (SQUARE, SAW, SINE,
TRIANGLE).

Period

The length of the full wave form is scan cycles.
This also determines the resolution of the wave
form. (1 to 1000)

Scale

Percent of the EGU scale used by basic wave form.
(0.0-100.0) If you set the scale to 50 then the
waveform value will range from the 0 to 50% of the
EGU span (hi - lo).

Noise

Percent of randomness in output value. (0.0 to
100.0). A random value is generated over the EGU
span (hi - lo) and a percentage is added to the out-
put.

Note:
If the SCALE and NOISE fields total more
than 100% then the output will be clamped

to the EGU range. If they total less than
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Field

Description

,', 100% then the range of the output will be
less than the EGU Span.

Center Output

If set then the output is centered on the EGU range
otherwise it is 0 based. This is only meaningful if
the SCALE and NOISE fields do not total 100%.

Startup Mode

Lets you select the tag's mode on startup. In Au-
tomatic mode, the tag receives data from the I/0
driver, OPC server, or OPC UA server. In Manual
mode, the tag receives data from the operator,
scripts, recipes, or Program blocks.

Initial Scan

Lets you select whether the tag is initially placed
on or off scan.

Click On Scan to place the tag on scan as soon as
the Scan, Alarm, and Control (SAC) program starts
or when the database is loaded. Click Off Scan to
place the tag on scan by a Program block, an Event
Action tag, a script, an operator entry in a Data link,
or an Easy Database Access program.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

Note:

Read access for database tags is available

to all users regardless of security area.
This allows users to retrieve data from a
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Field

Description

,', specific security area even if they cannot
write to that area.

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking

the browse button.

(g ™\
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
- J

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
Valid Entries

Text, up to 80 characters.

Process by Exception

Enables exception-based processing for the tag.
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Field Description

Scan Time Lets you specify how often the Scan, Alarm, and
Control (SAC) program processes the tag and any

tags (blocks) chained to it.

Valid Entries

+ 0 (one shot processing)

+ 0.05t0.95in .05 increments (subsecond
scan times)

*1to 60 in 1 second increments

* 1M to 60M in 1 minute increments

« TH to 24H in 1 hour increments

Example

0.15 specifies a 15-subsecond scan time. 5 spec-
ifies a 5-second scan time, 10M specifies a 10-

minute scan time, 16H specifies a 16-hour scan

time.
HS Tag
This tag contains the following details:
General
Field Description
Tag Name Lets you enter the tag's name. The tag name is ref-

erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and

rename it.

Valid Entries
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Field

Description

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
(M), pipes (I), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in

atag name:
~THN2r ()70
Examples

Al1, CA_10, DI#, 4PID, 'TEST'

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update
the displayed value, if one exists.
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Limits and Scaling

Field Description

Low Limit Lets you enter the tag's minimum value.

Valid Entries

- Standard Integer.

 Expanded Decimal Notation, ranging from
-9999999 to 9999999.

- Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

o ™\
Note:
The 1/0 driver can set certain limitations
on the engineering units range. Consult
your |/0 driver manual for more informa-

tion.
N J

In a Calculation or Signal Select tag, if the output
of the tag is 10 and the Low Limit is 15, the tag
clamps the value at 15. You must enter a Low Limit
of 10 or less to output a value of 10.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the Low Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

High Limit Lets you enter the tag's maximum value.

Valid Entries
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Field

Description

You can enter a high limit in one of three formats:

« Standard Integer.

- Expanded Decimal Notation, ranging from
-9999999 to 9999999.

« Scientific Notation, ranging from +/-3.4E-38
to +/-3.4E+38.

- Standard integers range from -32768 to
32767 (signed integers), 0 to 65535 (un-
signed integers), 0 to 999 (3BCD), or 0 to
4095 (12 Binary).

- ™
Note:
The I/0 driver can set certain limitations
on the engineering units range. Consult
your 1/0 driver manual for more informa-

tion.
. J

In a Calculation or a Signal Select tag, if the out-
put of the tag is 150 and the High Limit is 100, the
tag clamps the value at 100. You must enter a High

Limit of 150 or more to output a value of 150.

If you want to display a value of 1.236 from the
Calculation tag, you must enter three or more deci-
mal places in the High Limit field.

If you are using scientific notation, up to six deci-
mal places may be configured with precision, and
the range may be positive or negative.

Units

Lets you enter text describing the engineering units
range.

Valid Entries

Up to 33 characters.
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Field Description
Example
Kilograms per square meter, Liters per minute, de-
grees Celsius,
o ™\
Note:
This entry does not affect the calculation
or function of any variables in iFIX. It is
used strictly as a display label to identify
the engineering units.
- J
Historian
Field Description

Tag Description

Lets you enter the tag description that is used by
Historian when the tag is collected.

Collect

Lets you select if the tag is set for collection by the
Proficy Historian collector.

Select Enabled to allow the tag to be collected by

the collector.

Collection Interval

Lets you set the collection interval, or the amount
of time between readings of data of this tag by the
Proficy Historian collector.

Valid Entries

Must be entered in 100 ms intervals. The default

value is 5000ms.
Example

1500 is a valid entry, because it is in 100ms inter-
vals. However, 1545 is not a valid entry, because it
is not in 100ms intervals.

Collection Offset

Used with the collection interval to schedule collec-
tion of data from a tag.
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Field Description

Valid Entries

Any numeric value that does not exceed the collec-
tion interval. The value is in seconds.

Examples

If you want to collect a value for a tag every hour
at thirty minutes past the hour (12:30, 1:30, 2:30,
and so on), you would enter a collection interval of
1 hour and an offset of 30 minutes.

If you want to collect a value each day at 8 am, you
would enter a collection interval of 1 day and an
offset of 8 hours.

Time Resolution Lets you select the Time Resolution, or the level of
precision for the timestamps for the GE Historian
collector.

Select either Milliseconds or Seconds.

Collector Compression Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the

last reported value.

Select Disabled to prevent the tag from being com-
pressed.

Collector Deadband Lets you select if the tag is set for compression.
Compression applies a smoothing filter to incom-
ing data by ignoring incremental changes in values
that fall within a deadband centered around the
last reported value.

Select Disabled to prevent the tag from being com-
pressed.
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Field

Description

Compression Type

Lets you select if the deadband value entered in
the Collector Deadband field is an absolute value

or a percentage.

Select Absolute to set the Collector Deadband val-

ue to an absolute value.

Select Percentage to set the Collector Deadband
value to a percentage of the Engineering Units,
which are specified on the Basic tab.

Compression Time-out (ms)

Indicates the maximum amount of time the collec-
tor will wait between sending samples for a tag to

the archiver.

After the timeout value is exceeded, the tag stores
a value at the next scheduled collection interval,

and not when the timeout occurred.

The Collector Compression Timeout value should
be in increments of your collection interval, and not

less.
Valid Entries

Any numeric value.

E-Signature

Field

Description

Type

The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.
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Field

Description

» Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Comment Required

Select this option to enable Comment enforcement
in the Perform Comment section. This means that
the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.
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Advanced Options

Field

Description

Auto Clear Status

Lets you specify when the Histogram tag clears
the histogram chart.

Valid Entries

When you enable the check box, the tag clears the
display each time the upstream tag goes on scan.
If the chain goes off and then back on scan, the
histogram chart does not appear until the block
generates new values according to the Group field
value.

When you disable the check box retains old values
even if the upstream tag goes off scan. If the chain
goes off and then back on scan, old values are dis-
played. However, this occurs only if the group val-
ue was reached.

Interval Lets you specify the range of values represented
by each column in the bar graph.
Valid Entries
A number within the EGU range.
e ™
0 Tip:
Enter the Low and High Limits (EGU) be-
fore entering the Interval value. If you enter
the Interval value first, the tag automatical-
ly readjusts the Interval value when you en-
ter the Low and High Limits.
- J
Group Size Lets you specify:

» How often the Histogram updates the asso-
ciated chart. The tag calculates the update
period by multiplying the Group value by the




Configuration Hub Documentation | 3 - iFIX | 579

Field

Description

scan time of the chain. For example, if you
enter a Group value of 10 and you scan an
Analog Input tag every 5 seconds, the his-
togram updates every 50 seconds.

 The number of occurrences displayed on
the histogram and the maximum height of
the display bars.

(g ™
Note:
Some input readings may fall outside of
the Histogram tag's engineering units
range. When this happens, the histogram
registers the readings but does not display
them. The histogram only displays those
incoming values that fall within the spec-
ified engineering units range during the

specified group limit.
N /

Valid Entries

A time in seconds from 1 to 1000.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

Note:

Read access for database tags is available

to all users regardless of security area.
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Field

Description

Pm This allows users to retrieve data from a
specific security area even if they cannot
write to that area.

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block

Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

- ™
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag

type is valid.
- J

Alarm Field 1

Lets you enter text about the tag. Typically, one of
these alarm fields contains a path to a picture you
want to associate with the tag. Refer to the Imple-
menting Alarms and Messages electronic book for

more information.
Valid Entries

Text, up to 80 characters.

Alarm Field 2

Lets you enter more text about the tag. Typically,
one of these alarm fields contains a path to a pic-
ture you want to associate with the tag. Refer to
the Implementing Alarms and Messages electronic

book for more information.
Valid Entries

Text, up to 80 characters.
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This tag contains the following details:
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Field

Description

Tag Name

Lets you enter the tag's name. The tag name is ref-
erenced by other tags, display links, and other pro-

grams.

Each tag's name must be unique in the database. If
you need to change a tag's name, copy the tag and
rename it.

Valid Entries

Tag names must begin with a letter or number and
can be up to 256 characters, including certain spe-
cial characters. Tag names must also contain at
least one non-numeric character. For iFIX internal
databases, single quotes are not supported in tag

names.

Tag names can also include dashes (-), under-
scores (_), forward slashes (/), exclamation points
("), pipes (1), number signs (#), open brackets ([),
close brackets (]), percent signs (%), and dollar
signs (S).

Invalid Entries

You cannot use the following special characters in
atag name:

~T+M?2" =} 7@
Examples

Al1, CA_10, DI#, 4PID, 'TEST'
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Field

Description

Description

Lets you enter optional descriptive text about the
tag.

Valid Entries

A text string of up to 256 characters can describe
the block and its function. This string is appended
to each alarm message and can also be shown on

operator displays.

Type

The tag type. Display-only field.

Current Value

The current value of the tag in the database. Dis-
play-only field. Click the update button to update

the displayed value, if one exists.

Timer and Total Options

Field

Description

Pass

INP passes raw input (converted to 0.0 or 1.0),
ALM passes Current Alarm (converted to 0.0 or
1.0), INT passes the most recent interval in sec-
onds (as a FLOAT with milliseconds as a fraction),
TOT passes current total timer in seconds ( as a
FLOAT with fraction of 0). Note that the passed val-
ues are converted to Float. Also note that some
downstream blocks (such as AO) may clamp the
passed value to their EGU or OPERATOR limits.

Gate

A TAG:FIELD specifier (normally an F_CV). This
gate input is 'anded' with the upstream value and
the AUTO status. If blank then the GATE is as-
sumed to be TRUE.

Reset

A TAG:FIELD specifier (normally an F_CV). A transi-
tion from 0 to non-zero (e.g. from OPEN to CLOSE)
on this optional input will clear the total interval
(like writing 0 to the A_TOTAL field). It can option-
ally clear the current interval and the history based
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Field

Description

on the two check boxes. If the block was previous-
ly in alarm as a result of the TOTAL value, the cur-
rent alarm will return to OK and the latched alarm
will remain in place until it is acknowledged. If cur-
rent interval reset is selected and a current internal
is active then it will be reset from its current value

back to 0 and will continue to count up from 0.

Reset History

Select this to enable reset history.

Reset Current

Select this to enable reset current.

Range *

A range value which if exceeded for an interval or
total will generate a Hl alarm. The format is DD:H-
H:MM:SS.TTT. This will still function if set to ze-
ro. To disable, clear the Enable check box for the
Alarm Limits (Interval or Total). The alarm occurs
as soon as the limit is exceeded. At the start of the
next interval the current alarm state will return to
normal (although the latched alarm will remain set
until it is acknowledged).

(g ™
Note:
Alarming is only done on the current inter-
val, not on any of the saved intervals. For
example if the limit is changed from 50
to 25 and a previous interval had been 35
then no alarm is generated for that stored

interval.
. J

Interval Limit

Select to set the INTERVAL LIMIT alarm. Enter the
alarm value in the adjoining field.

Total Limit

Select to set the TOTAL LIMIT alarm. Enter the
alarm value in the adjoining field.
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Alarm Options

Field

Description

Alarm Areas

Displays the alarm areas that receive alarms and
messages generated by this tag. Double-click an
item in the list box and select an alarm area with
the Browse button, or enter the alarm area name in
the field.

Valid Entries

ALL or up to 15 alarm area names.

Enable Alarm

Lets you enable or disable alarming for this tag.

When you enable alarming, the tag generates
alarms allowing objects in your operator displays
to show alarm conditions, and enabling other tags

to detect alarms from the tag.

(L ™\
Note:
The entire chain can be affected when you
disable alarms for a tag. In addition, for
both the Digital and Analog Alarm tags,
this field is ignored when you enable the

Alarm Suspend field.
N J

Priority

Lets you specify the alarm priority for a tag. If the
priority is equal or greater than the SCADA node's
alarm priority, iFIX sends the alarm to all the alarm
destinations enabled for this node. However, if

the priority is less than the SCADA node's alarm
priority, the alarm is automatically acknowledged
and filtered out so that it does not appear in your
alarm destinations. However, the alarm does ap-
pear in Data links configured to display current and

latched alarms.

Valid Entries
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Field Description
INFO, LOLO, LOW, MEDIUM, HIGH, HIHI, or CRITI-
CAL
(L ™
Note:
To report tag alarms, the appropriate
alarm areas must be assigned to each of
the alarm services enabled in the System
Configuration Utility (SCU).
- J
E-Signature
Field Description
Type The Type of Electronic Signature:

« Select None to require no Electronic Signa-
ture for this tag.

« Select Perform Only to require a Perform
By signature for any data entry changes or
alarm acknowledgements for this tag.

» Select Perform and Verify to require both a
Perform By and a Verify By signature for any
data entry changes or alarm acknowledge-

ments for this tag.

Remember User

Select to allow the operator to repeatedly sign for
successive actions by supplying only a password.
Continuous use applies only to the person perform-
ing an action and does not affect the person verify-

ing an action.

Exempt Alarm Ack

Select to allow operators to acknowledge alarms
for this tag without entering a signature, even if
this tag requires electronic signatures for data en-

try.

Comment Required

Select this option to enable Comment enforcement

in the Perform Comment section. This means that
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Field

Description

the operator must enter comments in the Com-
ment box in the Electronic Signature section during
run mode. Comments in the Verify Comment sec-

tion are optional.

The Perform by Comments Required check box ap-
pears in every tag configuration where Electron-

ic Signature settings are available. By default, this
check box is disabled.

Unsigned Writes

Select to allow this tag to accept or reject unsigned

writes.

Unsigned writes can originate from scripts, recipe
downloads, and other data sources.

When an unsigned write is rejected, a message is
sent indicating that the tag rejected an unsigned
write. This is the default selection.

Advanced Options

Field

Description

Startup Mode

Lets you select the tag's mode on startup. In Au-
tomatic mode, the tag receives data from the I/0
driver, OPC server, or OPC UA server. In Manual
mode, the tag receives data from the operator,

scripts, recipes, or Program blocks.

Clear

If Set then the saved intervals and total will be
cleared when the chain goes on scan. If not they
will retain values when off scan. Also if this is clear
then on system startup or database reload the
block will retain the values it had the last time the

process database was saved to disk by DBB.

Security Areas

Lets you specify up to three security areas to re-
strict operator access to the tag. To change the
value of a write-protected tag in the Database Man-
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Field

Description

ager or the iFIX WorkSpace, the operator must
have access to that tag's security area.

Valid Entries

One security area name per field, ALL, or NONE
(disables tag security). iFIX names security areas
A-P by default.

(L ™
Note:
Read access for database tags is available
to all users regardless of security area.
This allows users to retrieve data from a
specific security area even if they cannot

write to that area.
o J

Previous Block

Displays the name of the previous (upstream) tag.
Valid Entries

None. This is a read-only field.

Next Block Displays the name of the next tag in the database
chain. You can select a tag for this field by clicking
the browse button.

(L ™
Note:
In a Statistical Data tag, the Next Block
field specifies the tag name of the down-
stream Statistical Control tag. No other tag
type is valid.
- J
Alarm Field 1 Lets you enter text about the tag. Typically,