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What power plants need today are “Software Defined Operations”. Deeper insights into a power plant or wind farm 
operations to help with more forward looking decisions, and breaking down the barriers between silos in turn providing 
inputs for how to manage the market side of the power generation business. 

Predictive or condition-based maintenance is a defining benefit of the Industrial internet. Digital tools will track and maintain 
historical performance baselines for individual assets as well as the whole plant, comparing it to real time performance 
monitored on a continuous basis. Any variance from “expected behavior” derived from these baselines or expected 
operation will trigger an alert. Advanced analytics will then determine whether the variance signals a potential future 
malfunction, its root cause and the likely timeframe over which the malfunction will occur. Analytics will also provide a 
cost-benefit analysis of how much longer the unit can perform, and at what load, before the issue must be addressed. This 
will allow the power producer to address issues proactively, reorganize workflow around planned maintenance and avoid 
outages. The resulting increase in uptime will improve a plant’s economic value. 

Digital technologies can also assess a machine’s expected performance characteristics given the prevailing ambient 
conditions. This combines a digital assessment of the machine’s “state of readiness” based on sensor readings with 
temperature, humidity, and other data that can impact its output. These data points can be compared with the historical 
baseline and expected performance curve to detect any variance or anomalies. 

Software that understands a machine’s physical capabilities relative to its theoretical potential can do more than simply 
detect variance; it can adjust operating parameters in real time to maximize efficiency and minimize cost.

Aggregating and analyzing data across assets “within the fence” can establish operating levels for individual assets 
that optimize the entire plant system. In turn, as the plant operates more efficiency, its overall emissions can decline, 
improving the plant’s environmental footprint. Without these analytics, each asset would be individually configured, 
which might result in a suboptimal performance for the total plant. For example, digital wind farms that use analytics to 
adjust individual turbine performance to maximize system benefit can improve total plant output by up to 20%.
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A plant’s economic evaluation combines an output assessment with system or market data. In deregulated markets, this 
entails analyzing energy and/or ancillary product pricing for real-time or advanced delivery commitments. In regulated 
contexts, this may include assessing zonal demand, available transmission capacity, and the cost of dispatching other 
available plants. Once digital tools have determined the machine’s output capability, they can perform an optimization 
algorithm to provide suggested operating levels to maximize economic value. This may include recommendations on how 
to bid a plant’s output among various energy or ancillary markets, or at what time a plant should be dispatched. 

Digital technologies also hold huge potential to improve fuel procurement and storage, which can account for up to 90% of 
a plant’s operating cost. Digital tools can improve fuel procurement by identifying the most cost-effective fuel suppliers, and 
tracking fuel transport and storage. Online platforms can run reverse auctions to enable multiple fuel suppliers to compete. 

Once a supplier has been identified, digital tools can ensure that the power producer can track fuel delivery and storage, 
such as monitoring the location of LNG or coal deliveries and ensuring that appropriate quantities are transferred to 
reserves. Digital technologies can also help drive transparency around commodity pricing, enabling power producers to 
determine how they can adjust their hedging strategies to manage fuel cost volatility. 

With digital power plants, utilities and other power producers will have the ability to conduct analyses that 
previously may have been difficult to perform across functional silos. Benchmarking across plants will now become 
possible, as data is transmitted back from assets “inside the fence” to be aggregated and analyzed. Operational anomalies 
can be identified and corrected, and plants that perform better than expected can be rewarded. Operational platforms that 
identify maintenance issues can proactively transfer data to IT systems that manage maintenance personnel and supply 
chain vendors, ensuring that the necessary parts are replaced by the right personnel at the most optimal time. Through the 
use of analytics and a holistic IT/OT perspective, power producers can optimize their plant performance and improve 
their portfolio’s sustainability while minimizing maintenance costs. 

The black box behind applications that help digitize a power plant or a wind farm is a concept called “Digital Twin.” 
“Digital Twin” is a collection of physics-based methods and technologies that are used to model the present state of 
every asset in a Digital Power Plant or a Digital Wind Farm. The models start by providing guidance on “design limits” of a 
power generation unit at the commissioning stage or inferring the design limit for an existing plant/farm by matching the 
equipment to thousands of other similar equipment in the database. Digital Twin
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These models are then continuously updated, and learn to accurately represent the “present” state of a plant or farm during 
its lifetime. The models accurately represent the plant or farm under a large number of variations related to operation — 
fuel mix, ambient temperature, air quality, moisture, load, weather forecast models, and market pricing. Using these digital 
twin models and state-of-the-art techniques of optimization, control, and forecasting, the applications can more accurately 
predict outcomes along different axes of availability, performance, reliability, wear & tear, flexibility, and maintainability. 
The models in conjunction with the sensor data give us the ability to predict the plant’s performance, evaluate different 
scenarios, understand tradeoffs, and enhance efficiency.

The technology needed to run the complex algorithms described above is different from the traditional IT architecture 
prevalent in the industrial world currently. What is required is a scalable framework to run industrial analytics, as seen in 
Figure 12. 

It needs to have a seamless integration between the data layer (using a data lake and cloud computing paradigm), a model 
layer and the application layer. What the users will see is the experience captured in the application layer.

Digital Grid
The digital grid will underpin the future energy network: it will enable bi-directional flows of electricity, transmit information 
and price signals, and ensure optimal balance of supply and demand. Together, this will enhance grid reliability, reduce 
losses, and integrate distributed resources which can help decarbonize the system. Digital tools will play a significant role 
in achieving these outcomes. Utilities today manage their T&D operations through several technology systems, including 
outage management, customer information, maintenance management and meter data management among others. 
However, using digital tools and intelligent monitoring devices, T&D operators will be able to utilize an integrated digital 
system that will enable them to identify reliability issues, address customer problems, and ensure optimal electricity 
delivery in a more efficient manner.

Improve outage response: Today, T&D operators often rely on manual, reactive intervention to ensure reliable grid 
operation. For example, without the installation of advanced meters and other intelligent devices, utility operators must 
piece together customer phone calls and other input to detect a power quality issue or an outage, prolonging the time 
between identifying the root cause of a delivery problem and deploying a solution.

A Scalable Framework for Industrial Analytics
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Figure 12: A Scalable Framework for Industrial Analytics
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Digital tools can detect and locate an outage, identify the root cause, and rapidly restore power. For instance, advanced 
meters can indicate an outage; geospatial data platforms can help navigate personnel to the right geographic area, and 
advanced distribution systems can dynamically reroute electricity. 

As more power is generated using distributed resources, microgrids can provide enhanced delivery and resilience. Digital 
tools can provide algorithms to island these resources from the grid, ensuring that critical load demand continues to be 
satisfied until main grid operation is restored.

Reduce losses: T&D operators must also address both technical and non-technical losses. To reduce technical loss due to 
natural power dissipation, software that processes voltage, current, real and reactive power, and phase can make real-time 
adjustments. To address non-technical loss, data from smart meters, intelligent devices, and distribution grid sensors can 
identify where there may be theft or other power loss. 

Manage distributed resources: Distributed energy resource adoption is growing, driven by favorable economics and 
technical advances. Onsite generation has become increasingly cost-efficient due to greater gas availability and rapid cost 
declines in solar and storage technologies. Intelligent load devices that reduce or shift energy use are becoming mainstream 
through user-friendly mobile interfaces, turning consumers into “producers-consumers.”

These technologies can bring benefits to the power system, including addressing demand more efficiently, deferring T&D 
investment, improving power quality, and increasing grid resiliency. However, distributed resources also present operational 
challenges. They may cause rapid voltage fluctuation, create bi-directional flows on radial distribution lines, or adversely 
affect transformer and other grid asset lifetimes. 

Software can help monitor and control these distributed assets, as well as ensure that both consumers and the grid can 
benefit from their installation. It can analyze sensor data from substations, feeders, and connected devices to identify grid 
areas that may be at capacity, or experiencing volatile demand or power quality issues. Data from smart inverters or other 
devices can be analyzed and merged with operational grid data to provide utilities with a single view to monitor and control 
distributed resources. 

As distributed resources gain traction, they can operate as a network, and in effect become a “virtual” power plant. 
For distributed resources where output can be dispatched or controlled, software can utilize local demand projections, 
relevant market pricing, and output potential to ramp distributed generation or curtail demand in a coordinated manner. 
Utility systems can monitor and control distribution grid devices to ensure stability when distributed resources are in 
operation. 

In reshaping the digital grid, it will be important to build in a high degree of flexibility to allow for experimentation and to 
adapt to future technological breakthroughs. Grid flexibility will also be instrumental in ensuring high reliability in a context 
characterized by more flexible and variable consumer demand and intermittent renewable energy sources.
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Digital consumption
The transformation of the energy system has arguably been accelerated by changes on the consumption side. Advances 
in solar and in energy storage are allowing traditional energy consumers to become energy producers. Advanced meters, 
connected devices, and energy management systems are providing consumers with greater transparency and control over 
their energy use. Together, these trends will help consumers lower their energy spend while enabling them to provide overall 
benefits to the system in the form of lower peak demand and more economic energy and ancillary services.

Producer–Consumer: With solar panels on the roof and an electric vehicle (EV) in the garage, a traditional consumer can 
start to play a much more active and multi-dimensional role in the energy system. When her photovoltaic (PV) energy 
generation falls short of her consumption needs, she will supplement it with energy supply from the digital grid; when her 
generation exceeds her needs she can turn into a supplier, feeding energy into the digital grid. The battery of her electrical 
vehicle can act as a distributed storage system and help manage the demand and supply fluctuations in her household and 
potentially in the energy system as a whole.

Digital energy management can interface between a consumer’s equipment and the grid, regulating both energy consumption  
and the mix of supply sources utilized based on the price signals provided by the grid itself. At times when the grid faces 
peak demand, its prices will rise, and the home energy management system will respond by reducing consumption and/or 
switching from grid-provided power to locally-sited generation or battery-stored power, where those are available. 

Energy Usage Visibility: Consumers can gain better visibility into when and how they consume electricity, thanks to the 
continued rollout of smart meters and other connected devices, enabling advanced analytics to deliver data-driven insights 
through intuitive user interfaces on computers and mobile devices.

This is a big shift from a situation where most consumers still limit their interaction with the energy provider to paying 
their bills and reporting outages. Now consumers can better understand their energy consumption and change their 
strategies accordingly: residential customers can benchmark themselves against similar households and identify a menu 
of possible actions to reduce their spending; commercial and industrial customers can shift some of their consumption to 
off-peak periods to benefit from lower tariffs, or they can identify operational inefficiencies that can be addressed to lower 
consumption.
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Through the digital grid, this process will generate a continuous flow of data on consumption behaviors, load fluctuations, 
adaptation to price signals and supply responses — data that will help raise the efficiency of the entire system. To maximize 
the potential benefits of greater consumer engagement — where consumers are seen in their new and greater role of co-
suppliers — the energy system of the future will need to satisfy two conditions: 

•  Provide a system of price incentives designed to reward contributions to the system and to nudge consumers towards a 
behavior that can maximize system-level efficiency;

•  Offer a monitoring and control system flexible enough to accommodate different degrees of customer engagement 
according to individual preferences.

Some consumers will embrace the opportunity to actively reshape their consumption strategy, whether driven by concern 
for the environment or a desire to minimize costs; these consumers should have the opportunity to closely monitor and 
modify their consumption with the high frequency they desire. Other consumers will be content with setting basic goals, 
parameters and constraints without having to spend too much time understanding load fluctuations and pricing schemes. 
These consumers should be able to rely on a smart energy system that will maximize efficiency subject to the consumer’s 
choice of basic settings. 

Pricing schemes should reward consumption and distributed production behaviors that contribute to maximizing system 
efficiency; they should also recognize the value of the information that different patterns of behavior provide, while similarly 
assessing the value that consumers and other distributed actors derive from access to the grid’s infrastructure.

Figure 14: The Connected Home
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Enhancing the value:  
New business models and enablers
New business models
As we have outlined above, digital technologies are set to completely transform the entire power sector value chain. This 
will require utilities and other traditional entities to adapt and adopt new business models, while emerging players introduce 
new services and capabilities. It will also require a set of enabling conditions for new investments, policies and regulations.

Energy providers will join a new breed of digital-industrial companies.8 This will require changing their business model 
to fully take advantage of new digital capabilities. A first priority will be to use the insights provided by big data analytics in 
order to balance the fuel mix. Conventional thermal generation will remain a vital component of the energy mix for decades 
to come,9 but new technologies will accelerate the adoption of natural gas and renewables, requiring software to manage 
and optimize the generation portfolio. 

Switching from reactive to proactive and predictive maintenance so as to maximize uptime will also require a 
mindshift. In general, management and operations of power producers will have to adopt a “data-first” mentality, always 
thinking in terms of the potential insights that can be gleaned from data and analytics to improve the value of the service. 

Digital tools can also give energy providers new ways to interact with consumers. Many utilities and other energy service 
organizations are seeking to transition from electricity provider to trusted energy advisor. This requires utilities to work 
with customers in new ways to identify and tailor solutions. For example, detailed interval data as well as information from 
connected devices can help utilities and other service providers to develop onsite power solutions to increase reliability 
or efficiency retrofits to reduce spend. Social media can help utilities communicate with customers regarding outage 
restoration or peak demand events, or simply engage customers in a discussion around energy services or conservation.

The electric grid as a platform
Platforms have quickly emerged as a defining characteristic of the digital economy. Their role and value in consumer 
sectors is by now recognized: they are both an enabler of efficiencies and a key avenue of value monetization. Platform 
business models have revolutionized the way that value is created, delivered and monetized across a set of interdependent 
providers, users and intermediaries. As a concept, platform-driven businesses are not new. They have existed in the physical 
realm for centuries: a “bazaar” or “market” is a platform that brings sellers and consumers together in some central location 
for a trade, enabling faster diffusion of information (through physical co-location) and more efficient transactions. 

Digital-age platforms do a lot more, however. They unlock the potential of under-utilized capacity. They enable 
instantaneous and universal access to information through digital apps on mobile devices; they turn data into analytical 
insights that can dramatically increase efficiency by accelerating the feedback loop between price changes, and supply and 
demand responses. They also accelerate innovation and value creation. Common operating systems that enable the rapid 
and wide deployment of new digital consumer apps have reached the point where “there is an app for everything”. A similar 
proliferation will take place in the industrial world: Predix, the operating system for industrial apps, is set to spur the rapid 
development of an industrial app economy that will accelerate efficiency gains across industrial sectors. 

The electric grid embodies many of the platform characteristics. It connects multiple users of a network, enabling the 
exchange of products, services and information. Traditionally however, the platform potential of the electric grid has been 
limited by the very specific nature of the sector. Economies of scale, the exclusive role of centralized generation and the 
lack of data collection and response mechanisms dictated a very simple hub-and-spokes model, with centralized power 
producers supplying electricity and charging bulk tariffs regulated to allow them to cover investment and operational costs 
while ensuring affordable safe and reliable power access to consumers. 

8 See Annunziata (2014), “The Future of Interconnectedness”, GE White Paper.

9 World Economic Forum (2015), “The future of electricity” 
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With the rise of distributed generation and demand management set to complement centralized power, the electric 
grid has for the first time, an opportunity to become a true platform, enabling a symbiotic relationship between central 
and distributed resources, utilizing a wide range of data such as weather and vegetation changes, granular load projections 
by neighborhoods, central generation and distributed resource output capabilities, demand response capability, and grid 
asset health to find the optimal resource mix and power flow path to maximize grid reliability and minimize delivered 
electricity cost. 

These digital platforms will enable central and distributed resource providers to determine locational prices for energy and 
ancillary services, and consumers to determine how best and when to use energy. In the event that a reliability issue such 
as an outage must be handled, the digital platform will autonomously communicate with grid devices to reroute power 
flow, island critical loads using microgrids, and ensure that the proper steps are taken to restore the grid to proper operation 
safely and quickly. 

Enabling conditions 
While there will be tremendous benefit gained from further digitizing the energy sector, challenges beyond technology and 
policy remain. In particular, a grid with seamless interaction between central and distributed resources will require open 
standards and interoperability. Any platform that manages assets as critical as the energy infrastructure will need to be 
secure physically, but especially digitally. Finally, a new generation of personnel will be required to facilitate the industry’s 
transition to a digital future as a significant portion of the current workforce retires.

Open standards and interoperability: As with any ecosystem that includes a multitude of technologies, products and 
stakeholders, a common set of standards is necessary for industry development and continued innovation. This need is 
magnified in the case of the Industrial Internet — a convergence of multiple technologies with advanced connectivity across 
devices and systems. To maximize the potential value of Industrial Internet innovations, it is essential that different 
systems and assets be able to communicate with each other, share data and respond to common monitoring and control 
systems. Moreover, as these connected devices interact with utility and other personnel, data standards can help drive 
consistent analytical views to aid in decision making. 

While progress has been made, more will need to be done to involve the emerging technology and service providers, along 
with the existing set of utility and OEM stakeholders. Even in the pre-digital age, the efficiency and value of power grids has 
often been held back by a tendency to “balkanize” the grid along state lines; in the digital age, artificial and arbitrary barriers 
to interconnectedness and interoperability would carry a much larger opportunity cost. 

Cyber security: The 
digitization of energy 
opens a new form of 
vulnerability, exposing 
network participants to 
potential data privacy 
and system security 
risks. Reducing these 
risks to a minimum is 
a top priority. 
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1. Bayar, T. (2014, Oct. 14). Cybersecurity in the power sector. Powering Engineering International, Vol. 22/#9.

2. NERC CIP 2013 Reliability Report: http://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2013_SOR_May%2015.pdf

3. Barron-Lopez, L. (2014, Jul. 15). Cyber threats put energy sector on red alert. TheHill.com

http://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2013_SOR_May%2015.pdf
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There has been progress on multiple fronts. Vendors are developing and deploying solutions that include assessment 
services, firewall and security infrastructure. The U.S. Department of Energy and National Institute of Standards and 
Technology have put forth comprehensive programs to develop frameworks that address the risk to the electric grid, as well 
implementation guidelines and maturity models for cyber security. As government and private enterprises invest in digital 
technologies, they must continue to implement a robust cyber security infrastructure.

Education and skills development: Energy companies need people with software and analytical skills to reap the benefits 
of the digital transformation. They must invest in employee education and training, distribute and encourage the use of 
mobile devices, and partner with universities and other vocational training institutions to build data science capabilities.

Attracting new talent and workers with digital skills is becoming increasingly important as utilities also face a retiring 
workforce. Digital knowledge management systems can be used to capture processes, institutional knowledge, and other 
relevant operational data from the current workforce. Through the use of blogs, social media, conferencing, and other real-
time knowledge-transfer platforms, retiring specialists can ensure that their experienced perspective can be captured and 
disseminated to newer employees in a fast and seamless way. 
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Conclusions
The power industry has begun an exciting digital journey, one that will bring a deep transformation of the entire value chain. 
A set of macroeconomic and technological forces have catalyzed this transformation, creating new challenges but also new 
opportunities for the industry. 

Access to electricity across developed and emerging markets is critical to global growth. Today with over a billion people 
without electricity access and growing energy demand from rising living standards of billions more, the industry faces 
a formidable challenge. Supplying secure and reliable power in a sustainable manner will require investment in new 
generation and transmission-distribution infrastructure, making the existing system more energy efficient as well as 
diversifying the fuel mix.

Advances in distributed energy technologies, energy storage, and connected devices are making it possible for consumers to 
also play a role in the generation and distribution of energy, opening the way for bi-directional energy flows and optimizing 
peak demand. Utilities are deploying digital technologies to integrate distributed technologies, manage fluctuating demand 
and quickly resolve outages to realize industry goals.  The penetration of digital technology adoption however is limited.  
Operational challenges of sustained profitability, data deluge and an aging workforce still remain significant. 

The convergence of digital and physical technologies that is unfolding across industry can turn these challenges into 
unprecedented opportunities. The power sector needs a digital strategy that enables a new value chain augmented 
and interconnected by digital technologies. Our vision of this value chain links digital generation and digital consumption 
by a new digital energy grid that can also serve as an intelligent technology platform and a marketplace for new revenue 
sources, pricing schemes that incentivize innovation for existing and new players in the energy ecosystem. A digitized value 
chain will yield a system with greater reliability, affordability and sustainability. 

In the energy sector, machines will merge with data analytics at a scale like never before. This will result in substantial 
value gains starting from the planning and siting of power generation plants to their operations. Moreover it will enable a 
more dynamic management of central and distributed power. Meanwhile, digital consumption will become more efficient, 
participative and responsive to demand and power supply conditions. 

Power producers and utilities are embarking on a journey to digitize their processes. This will require not just investment in 
new technologies, but also a shift in mindset and business models — and the shift will need to be faster than ever before. 
Digital innovations rely on openness and collaboration to realize their full value. Therefore, power producers and utilities will 
need to break down barriers separating their organizational silos. To do so, their CEOs, CIOs and COOs need to select the 
right technology partners that can help them bridge the IT and OT domain expertise. Internal and external collaboration will 
be mutually reinforcing. As this new wave of innovations brings together very different areas of expertise at an accelerated 
pace, partnerships are essential to succeed.  

This transformation will need high coordination among stakeholders. Energy providers will join a new breed of digital-
industrial companies, by investing in new technologies and finding new ways to provide tailored solutions to customers. 
It will need development of open standards and interoperability between products, the nurturing of a new generation of 
personnel, and the highest level of cyber security.  

The opportunity for all participants in the future of electricity is unprecedented — it is full of digital promise.
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