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Ransomware Gang Exploits CVE-2023-34362 MOVEit Vulnerability 

 
Overview 

On June 7, 2023, GE Gas Power was made aware of the CLOP Ransomware Gang exploiting vulnerability 

CVE-2023-3436 in Progress Software’s MOVEit file transfer service, with only the internet facing 

instances of the software being the utmost risk. 

 
Vulnerability Details 
This vulnerability impacts Progress Software’s MOVEit file transfer service, allowing for a SQL 
injection in the MOVEit Transfer web application that could allow an unauthenticated attacker to gain 
access to MOVEit Transfer’s database.   
 
Exploitation Status 

While Progress Software identified active exploits in the wild in May and June of 2023, a GE-wide 

assessment was performed against this vulnerability, and there were no active instances found in GE 

Gas Power with no evidence of exploitation. 

 
Contact Information 

GE Gas Power is committed to ensuring the safety, security, integrity, and regulatory compliance of our 

products. Contact your local GE Services representative for assistance or for additional information. 

 
For Product Security issues or incident/vulnerability reporting: www.ge.com/power/cybersecurity 
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