GE Power Security Advisory

HASP Key Driver Security Update

Date: December 13, 2019
Summary:

Kaspersky labs identified different vulnerabilities that may result in remote code execution,
denial of service, hash capture and remote interference of files on the host computer.

Refer to the link below for more details on the issue.

https://ics-cert.kaspersky.com/reports/2018/01/22/a-silver-bullet-for-the-attacker-a-study-
into-the-securityof-hardware-license-tokens/

Environment:

e ControlST VO5 and later
e License
e Proficy common licensing

Resolution:

Site can upgrade the ControlST version to V07.02.07C or V07.03.01C or later. If updating the
ControlST is not possible, sites can install latest GE common licensing software package
(Version 18.4). Attached the same to the article.

Attachments: Proficy common licensing V18.4.zip

https://sepowerpac.service-now.com/kb_view.do?sysparm_article=KB0026291

GE Power Product Security Incident Response Team (PSIRT)

GE is committed to helping ensure the security of its customer base. To report product
security issues and to request security support, contact GE Power PSIRT at
www.ge.com/power/cybersecurity or GEPowerCVD@ge.com.
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